Report #7-108
25 October 1944
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SUBJECTs FISE Notes
T0 ¢t CO, S84, Var Dopte

1, Enclosed ia copy of Sixta non=iorse report for week ending 19
Dotobor 1944 This is sent pursuant to request contsined in SSA .
I will gontinus to send t.h_ou reports wooklye _

2+ Enclosed 1z copy of report prepured by ocne of the U.%, Navy
liaison officers here as to procedure and ogornuons at Xnockholts After
reading this 1t seems to me that paragraph 7 of my Keport #F=87 (IL 3642)
is quite inmcourstae I was epparontly confused by the mltignoity of
tapes involved, Pnragnah 7 makes sense 1f "perfoyuted tupe” is subatie
tu for "telotype tape” and "teletype tape" for "hand®, d

3¢ Inocloged 1s ire 2mall's memorandum with reference to aome
trivial orroras in his Report #G-1, IL $918.

4+ IEnclosed is supplemental list of capiured machiness The TE2
soows to bo like the machine at Fnockholt except that an suto~key switch
has been added, Efforts are being made to construct a single working
modol from ths battered remains of several of the cuptured machings,

S¢ The suto-key arrangoment in the TH2d4 differs from what it was
at first thou%ht to be (as mentionsd in Heport #P-101, IL 3802).
¥hen the EKTF gwitch 1s thrown on the motor rolatlions are as followsiw

Whool Driven by
47 71 dots, 75 croases
B3 73 dotm, 47 crosses
59 47 dotas, 53 erosses
81 535 dots, 50 dota
64 59 crosses, €l crosses
G5 61 dots, 64 crouses A
87 €4 dots, €5 dotas
6o 66 crosses, 67 dots
7 67 crosses, €9 dota
73 69 oroases, Tl crosses

It will be observed that these relations are the same as without the
KT (Report /F=46, IL 3601), parsgraph l@j excopt that the 80, 71 and

73 wheaels are now driven independentlys 7The third impulse of the plain
text snters into the motor picotures When Py 18 a dot motlion is ¢ 1led
in the 71 and 75 wheels; when it is a cross motion is compelled in the 64
and 65 wheelss From a mechanical viewpoint ths motor arrangements (both
with and without KTP) are the exact converse of what has been deascribded,
Each wheel no meves with the encipherment of every letter but 1s

- preventod from moving if the roguinitc impulsea are regeived froam two

other whoels, Thus the 50 whesl 1s provented 1f there 1s a cross in

the 47 and a dot in the 53. ¥rom & oryptographlc viewpoint the original
degoription ism, of courze, of equal valldity. The actuesl cormections

of the gha \ t to the whe ntioned abov A dot in
iz ¢ AL e T 85 wheel px-ove;%: it from preventing mo e &

in the 71 and 75¢ Simdlarly a cross in Py 1s tr tted to the 6
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8y, The additionml plugs and z%ug—boarda for Dragon have arrived,
There have been two changes madse in the machines The plug-bonyrd has '
been re-arranged g0 that all Impulses of a single letter npgar together,
the purpose being to faclllitste chocking of the pluggings ¢ othoy
change was referred to in Report #F 101, IL 3802, A panel of § switches
has been added and any one Baud, or more than one, oan be aliminated so
that taamg takes place only on 4, or less uminu. It will probably
not be practicable to work with less €hnn 4 im 08¢ Anothex
change which will probably be made shortly will enable stops to he
recorded automatioanllys tgod copy of the dechl will be placed in

an electramatic t*mvritor which will step along in synchrony with the
tapes A symbol will be typed on the dechi whenever there is a hit but
the machine will go right sheud thus saving & great deal of time,
Settings will not be recorded or noted but these are easily found when
handtestinge All of these chenges were (or will beo) quite simple to
makees Dragon has besn out of order for the past dey or two and the
reason is not yet knowne Up until the time troubdble developed it had
broken 35 transmissions. )

Capte Signal Corps
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Station X
16 Ogtober, rrea

From:  Ensign ¥ilton Gaschk USH
T 3§ Op=-2

Subj: Fon-morse operating procedure, rsport on,
l. Two coples of this report are enclosed

2 It is difficult to grasp or see all the fine points, or
lsarn "trade socretsqofl this procedure when thore is no background
in thiz type of intercept works Nore definite iInformation could be
gathered 1 questions acoumrmlated from similar work could be presont-
ed to the experlenced operators, and ideas exchangeds

Se¢ AMNAVDEL Invites and encoursges definite questions to be
put forth concerning this activity.

‘ 4, Mre Mason, Xre Janss, end all supervisors were most obliging
in giving ths informetion contained in t report, and offered
agaistances in any future requests,

5. It was atrongly suggested that if any near future non-morse
intercept asctivity is contemplated, trai should not do delayed
too Jm:g. ﬁeruma here has shown that radiomen are not necess-
erily adaptable to this work, snd the process of elimination does not
take place until some weeks from the conmmencement of training, Fowr
or five months should be allowed to build up a reserve of partially
trained operators, This applies equally to women being trained in
slip readings

N [ 7y s
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NOHRORSE OPERATING PHOCKM '

Regolving Room

The mein type of intercopt work confronting this activity is that
of covoring non=morse point-toe-point trunsmissionse Two stations com=
gﬁ:e a "link" or "network" which are Iindepondent of all other circultse

two stations concerned on any one "link"™ operate on independent
Tfrequencles - thus, one frequency carrios only one stations 7To cover
each gtation, two recelvers, diversity fed, are employeds

For operating convonlence, the two rooeivingopoaltlonu covow
oach end of a "link" sre sdjucents In addition to tho receiving equip=
ment, each position sonslsts of one teleprinter and ons perforstors An
extra operator ls required for the latter two Instrumentses Therefore,
four persons are necessary for each "link",

Heocording Traffic

The manner in which traffic is recorded depends on exlsting condi~-
tionse These can be olasslified as follows: .

le If reception is good, with no 1x5torferenoe, atnoagll:riu, or
fading, the teleprinter and perforator are cut in, giving e versions
of the transmiasion:

8) Undulator tapes
b) Teleprinter tepe,
¢) Ferforated tape,

The teleprinter tape, recorded in groups of five (five letters
to a group) is affixed to a W/T forme All three (a,b, and ¢) when come
plete are given an identioal station serfial mubder ma passed to the
Slip feading Rooms

2+ Yhen slight GRM o:; fading ia present, no perforated copy is
made, only the telsprint and undulator tapes are produced,

Se¢ Vhan oconditions sre such that too many corrections would be
required on the teleprint tape, then only the undulator tape ia re-
cordeds These corrections w:.li be covared later in this report,

Operating Procedure

Egch link has itas own pecullarities, Kommally, the practice is
somep@at similar to CeW. interceptione Accurate logs must be maine
taineds It 1s st this phase where ¢lose cooperstion and physicel
go:d.mity between the two operators of the same "link" i1s lmportants

8SREes8 ere 1ntmquent1{nunt singlye The Cerman operator when in
the process of constructing the perforated tape for sutomatic transg-
miseion, punches three or four messages in series, and as these are
sent enciphered, no breaks, soparetions, or space signs are apparent
to the intercept mane Each megsage of the series carries its own in=-

te SFMRIET
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internal serial numbere This tape 1s then introduced to the transmite
ting hedd and sent compleote as one transmissions In addition, each
tape containa an external serisl number precedsd by ths "Q" signal
RQEP", which is sent "enclair" prior to the switching of the machine
to "cfphnr" position, ‘

Once the tape has astarted on its way through the transmitting head,
witlf the machine set at "oipher"”, there 1s no indlcation to the intercept
opeyator on his undulator tape, of where ons message ends and the next
be e Fow, however, intercept men mumber two, straddling the Gorman
reteiving station on ﬁha other frequency comes {nto the picturees Lat
u8 agsume Berlin is transmitting two tapes, each containing three
Measages, to Sofias Intermnal serial numbers 60, 81, 62, 63, 64, 65,

66 for the second,
The Sofia operator having hls machine set af the "decipher”
position, receives the traffic in plain langusge, thus can tell
where one message ends and the second begins,

At the point where number 60 1s gomplets, Sofia transmits to Berlin
(machine set st "klar™) "R R 60" followed by the time of receipt,

" Tranamiasion from Berlin contimies uninte tode "R R 61" and T.ORe
1s given again when the tape has progressed fares This information
ia logged snd also passed yerd to the intercept operator én the
Berlin side, All subsequent receipts on this tape are logged and these
logs eventually reach the crypt oal section,

During the process of recording a transmission, a constant stroam
of chit-ghat goes on between the two Intercept men, and ls simultanocusly
logzed as 1t is read from the undulator tapes.

Before contiming, it might be explkined here that the QEP number
is the indicator group, and gives the set-up for ths machine, Thus
the mltiple-message d’.nglo tape (sometimes containing as many as 35000
lsttors) will be enciphered as if it were a single message.

As QEP 40 reaches the end of its run, two things can take places
Either Q2P 40 continues until completed and QEP €8 is tranamitted Lrme=
distely following number 40, or else, on the completion of €0, trans-
mission cesses, the Cerman opersator 8 back tho same tape as xuch as
200 to 1000 letters, then transmits QEP 66 in the "klar™ position,
switches the machine to "cipher” and procseds through the remainder of
tape 40, followed immediately by tape 66, without any further Introduow
tion to the new QEP 66 tapes This superficially sound attempt to
confuse gives us part of the text of tape 40 enclphered in two positions,
.The real reason for this helpful cooperation on the part of ths German
oporator 1s not altogether understood, It sometimes ogcurs when a
repetition, necessitated by QRY or the dmhgpinghor & character or two,
is requesteds Eince there is no way In which the machine can be re-.
tumed to that particular position, it is easier to re-run on & new’
position (setting), and the setting of the succeeding tape is chosen,
If the entire tape has not been recorded satisfactorily, then the re-
run 1s made at the orlginal settinge
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The fect that the intercept operator covering Sofia can establish
the approximate position on the taps whors one message terminates, or
the munber of messeges Iin cach transmlgeion 1s not of prime importances
Hut, the identification of the internal serial numbder i1s a major factors

A mossage roquiring tranasission on more than one link 1z not
"peporfod” with o new intsrnal serisl numher, but the same tape is used
for the re~tranamissione Vhen introduced on another circult, a now QEP
numbar 1z given whlch beoars no relation to the previous settinge Identi-
floation however is mads when the recelving operator roecelpts, using
the procsdure outlined previously.

The result is, two encipherments of % amg text on indepandent

Nota: As it takes o feow minutes to ro-set the declphoring position
of the mschine, the QEP muuber ia followed by a 3 minute pause before
he trenamission contimecs.

Search Group

Two oporators are on continuous sesrchs No telsprinter or xiermrntor
are employeds Ths protadure ig much the same es in C.Js search, D/F
stetions gre avallable for determining locations of new stations,

Antenna dlstribution panel

This equlpmont 1s locatsd rear the supervisor's desk. 7Twelve re-
ceivers gan be plugged to esch rhomblo. ,

511p Beeding Foom

All material, teleprinter, perforated, und undulator tape are
' ecanelized to this sectlone

‘ If receiving conditions ere i1deal, the ghances are favorable that
~ell three tapes, recorded slmltaneously, will ngee. The purpose of
‘this seotion iz to compare the telet copy sguinat the undulator tepe
and make corrections on the foimer whers nagessarye. The undulator
eopy will always be the most rellebles Then conditions arc adverse,
the undulator tape wlll show up bad copy in a wmore recognizable form
than teleprintore The experienced slip roeader has a better chance of
reconatrmicting bad characters and determining the number of wmissing
letters from the undulator copy than would be posaible through the
teleprint medium,

¥o amount of writing can demonstrate how %o correct a had group of
lstters, this technigue comes only tlrough conatant practice.

For accurate reading, the sllp reador menulfactures s penciled gauge
to oonform to the purtiouiar copy et hand,
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The question was brought up by Lis Hede Anderaon, USER, in a pro-
vious report, why a metal geuge with praarranged distances could not be
constructed and permanently mountod ‘or the "alip tsble® to bo used for
all measurding works Thlz ideu was montioned to the slip supervisor, who
explafined that few urdulator tapes sre truly identical with reapect to

distances, tut depend on gharacter of signal belng recorded plug motor
spoed. 4w f '

%hen the correct gauge has been ostablished, the slip is maried off
in groups of ten latters. These ten letters aroe thon ahocked against
the W/T form = corrections or missing lettera indicated (on the Vv/T form)
whero appropriate,

Vhon no telaprint copy 1s svalluble, the undulsztor materlal 1s
transcribed by pencil on the W/T form,

To facllitate checking, i the trangmission 15 & long one, the une
duletor tapo 12 spllt and divided among threo or four readers. Ususlly
four %/T shects and the aquivalont amount of tape is diatributed to sach
pOrsony

About Pilfty readers constitute a wateh In this rocme A floor supors
visor distributes work and diroctaz operations on each watohs

The head supervisor with two sssistsnts meintains the records and
time sheets on all material @n thiz section,

The followlng raecords ars kept on each tapaes

Station serial number of rolle

Tima of recelpt Irom recelving roome

Neme of {loor supervisor.

™Mmo the roll (tape) is given to {loor supervisors
Time comploted .

Tumber of lettoras

Time sent to porforation room

Remarks (good, fair, poor)

Procadurs

"Procedure” as used here is n criterion of acceptabllity in regerd
to length of tape to the oryptsnalytical section. @Hach oircult (link)
has a name, z.b. SJUID, TUEA, etcs Each name then has a 5Xiocadm-c sipgn,
siwch as Al = 9000 letters, etce Thus, only traffic fulfilling these
requirements ls acceptable to Station X.

Three samples of ti:e check were taken at rendam. This shows
tine delay only in Slip Heading Rooms

TeOR. from Time given to Timo Tumber of
Hagelving Toom Floor Supervisor Comploted letters
0005 0126 0860 9000
0C00C 0858 ‘ 1733 12600
19010 ( 0'3'55‘z 1940 15400
next @ay) Ll
O @&_)an\ajj
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Eow smoothly a meassge willl flow through all stages of processing
without interruption depends on its degrea of prioritye. Station X 3
decides from day to day which circult has the highest urgonsy. A tape
of lessey irmportance ocun enailg;be sldotracked for many hours Lif one 18
received loter with 2 higher classificatione '

Upon completion of all cghec and corrections, the undulator tape
is transferred to & storeroom for Filinge

The V/T form is sent to tho perforating room for the finel stage
of processinge '

Porforation Hoom

A1l /T forms and perforated tapes eventuslly torminate in thilas
roOMe ‘

The equipment in thie zection consists of:

le Telotypo porforating machines.

3¢ Farforator duplicatorse

Je¢ Terforator tape counting machine

4e¢ 2 Ferfy transmitting channels to Station X,
De Tape vulcanlzing equipment

Two conditiona are deslt with:

1. Guality of sipgnal was sueh thet porlforsted tape was
made.
2¢ Eignal too poor for perforation of tapes

Deallng with the first condition, a new porl, tape 1s made from the
%/T foxm, this 1s then ohecked against orlginsl tape. If dlsegreement
arlises, both tapes are checked sgalnst the %/T fomm, this continues
until one tapse agrees, which by thils tims wlll gontain a few patches,
From this master, or patched copy, two cloan dupllcates are producode
One tape hecomea the station flle copy and 1s stored In the perlorating
storerooms The other, aftsr having been eomnt cheslked and tranamitted,
1s Torwarded to Station X togother with ita /T counterpart via couriers

If no perforated tape accompsnics the W/T form, then two tapes are
punched by different typlste « then compared, If no discropaencies
appoar 1t ls resdy for counting and transmitting,

Two multiplex chamnels connect this seotlon with Ztation Xe Zach
tape 1s sont onece over each channel, Statlon X compares the two coples,
10 they aspree 1t 1s assumed they have been correctly transmitted, Cone
sldersble trouble has been sxporlenced in the transuission atagé, this
- 48 thought to be due to lack of psufficlent mmintensnce personnels It is
here thet much of the time delay 1s caused, & common source of annoyance
is the tendency to drop charscters, ‘

Dfmﬁsmﬂﬁmj;g;d
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Iattor ggugt Check

One important factor mist be brought :oranrd at this pointe The
enemy uses no group or lstter count in this traffic, which necessitates
an sbove normel practice of agsursoy throughout the ent:im processing
procedurces It hes happenscd th.ntho typistz punching tape of the same

¥/T form have ed tho sang e and on rarer instaences, &gv g
%%L{hi ats no 0% 0Opy aneoualy from tho seme W om?.

B happens 6 two tapes will agree on ohecking, but of course

st11l be wrong %o prevent this, a perf, counter is useds The /7

form has 26 1etters cn each 11110. On starting the counter, the first
letter on the perfs tape 1s chocked agsinst the first letter on the form,
which rmst be the sems, The “Iiw is then run through the counter until
the indicator shows "25", at this point the 256th position of the tape

is compared with the same posltion on the form = this contimues through
oach stage of 25 lotters until compleate,

Yessare Frogress cSheots

A progress sheet 1s malntsined on each tape, showing the time
delays through each section, from the time the tape is received until
it rseches Stetion X, “mpie form 1s enclosed,

Four random samples were tsken to show time olapsed from T.0.He
to T.0.Ts to Station %,

T‘OQRQ in TuleTe toO s Humber of
LKaecalving Hoom Station X Qtters
0048/4 0085/10, 3400
1617/6 0850/10 245¢8
1619/9 1135 3860
0034/10 1847 7200

Treining

An independent group carries on sll training, which can be subdlivided
into three stages:

le Telotype kayboerd instruction for glrls being trained for pere
foration works

2¢  Undulstor tepe reading for both radio operators and sllp readers.
3« HRadlo operating instruction,

The sovrcee of civilisn treined typists haas long been oxhacsteds
Consequently, nni of those hired now require typing instructionz, Iittle
need be sald sbout this phase of traininge The problems are mich the
seme as teaching punch tape operators in 200,

SECRET
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Teaching undulator tape reading ias one of the mgjor problems in
this work, BSoth slip readers and radio operators must begome highly
proficioent at thils. Lxamples of geuges, exercises and instructlon
sheots ars forwarded with this report,

The undulator alphabet 1s usually lsermed in three days, then three
more days are allowed for practiee, The instruction from hors on 1s as

followa:
1l Introductlion to sutomatlioc and hand sent signals,
2¢ Teaching the perforator code, which 1s the same but
read in terms of "holes™ instesd of the undulator tape,
3¢ Vemiliarization with operators'! remerks. ‘
44 Attack on actual tapes, practlice in correct geuging.

After one month's treining, e slip reader should be sble to transcribe
undulstor tape to & &/T form at a speed of 30 lstters per mimute, ‘
Anothey month 1s ellowad for bulldirg up spaed. s takes care of the
11ip resder, now qualified for actusl work, Girls srec used axclusively

for slip readinge Exteonded observations have proved the advisedility

of using the superlior pstience of women in this monotonous workes

The operator mat now bo ¢oaldered, Hlas coursg of instruction
parallels that of the azlip reader for the Tirst month, Iuring the
second month of training, the mormings sre devoted to continmued slip
reading, Afternoons ars azpent in the oporating treining room, Nere
the following subjloots are covered: '

le Log lsepinge

2¢ Recopnition of toneaes

3¢ Lfficient receiver control,

4, Trofliclienay in translating opoerators remarkes

S« Q slgnalse.

Cs Losming upper anl lower keyboard characters as Hmunit

syrbols,

After e month of helf days, the opsrator spends another two or three
™ull weeks in thilas practice. Ee 1s then used as reliel operator or on
glack eircults until consldered ceparble of holding downl & regular ¢ire
cuit without supervision, .

The spreed of transmission is 68 wpme The operator muszt be able to
keep up with all remarks and ¢ sipnalas, recording them 1n his log‘ koag-
ing ths other opsrator infomed of sonditions on his side of the Fiink o
Keep his tape reolled, marking it wlth the correct statlon serial rumber
and cutting 1t at the appropriate position when the trenamission ocule
rinates, .

Frequeney shifts cocuyr even during poriods of good signnla, wppare
ently in en sttempt to throw off the irntercept opsrator, Gensrally
when conditione deteriorate, the appropriste { algnal; requesting or
directing to shift to ktsey or to shift up or doun followed Ly &
number denoting the mumber of kose, 1s glvens Thus the operator must be

SEGRLI

DEGLASSIFIER) 7]



IR R,

Page 11

able to scan the tape &t tranamisasion g::d. Fortunately most requests
3y frequency shifts are sent in the " " position, Cometimes this

2lpful bit of information is hidden when the Cerman operator keeps his
machine on "eipher" and the transmission ends abruptlye The operator
rmet then decids whother this is the end of a message, or & froquency
shift, Ixporlence now hslpa in wmaking the correct decision,

Aont 25 frecquoncies are svalloble to the Corman opsrator, The :
intercept man rust declde om which of these ho 1s most likely to pick up
the new "link",

The majority of the oporators are fomieor radiomene At first 1t
was thought that experienco galned In Ce¥s transmiszions was of little
a4ld, untll one day thoy shifted to CeVW, and used Intamational morsos
inother trick 1s koylng the tones Tha few men having no knowledge of
moree, are given an hours Instruction dally,

A fow woman are used an circuits, but the praefersnce lsg for mone
Althouph many reasons wers glven for ﬁhis rrefer nee, it is not dsexed
necessary to zo into detail on this subject,

Some HRC recelvers are uged, but they have mwostly been replaced by
the ECA=-ARGY9, The HRC was found to Ye a bit too selective for this works,

On links & ere the quality of eignal is conslstently poor, the re=-
ception 1is sugmented by the use of dlstant antennas, OCne antenna is
Ineated 500 miles to ths rorth, the other less than 100 to the south,
The transuission linas have boosters avery 0O miless The three signals
camot be mixed as In diversity, but are recordsd independently,.
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_ BRRATA SIGRIFICANCE TEST SCREED
le A1) notations

2
G
r+a

in probabllity formmlae, are wrongs
The notations zhould read ' '

C a5 corracty

8¢ All notationa ¥ mesn zero and not phi.
3¢ Page 5 just above the last paragraph .

Signiflcance faetor z (1 » 5_3).5 EF&AE(‘O d_ﬂhl
! a=0 :

is wronge It should read g

Significance factor = (1—4255 etce as correct,

4« Pago 9 Flausable 1s wronge It sheuld read Fleusible, ns corrocte
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1. )

aprinter Cypher Ysch
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164104440

The following furthor captured mnchineg have boeon

*

almogt intacte

2¢ Yheststonec Trsnsmittore No, 80244e In good conditione
3¢ Unduletore Type KBE 139as Hoe 4105/298. In good conditions

Digggibution.
sotoy

D.po(4)0
DOD.(KQS.;
DeDel(fals
DeDe(ife¥We)

Dele O.S,A.)
D.D L ] C QT .)
A‘Do(CoaoRo)
Capte Tried. (3)
Lt. 530}1‘18'

I.E.

Flle

CIEOR

1, 9,, ._:.:t")-:""'.j.;
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Tarts

T

in;f Type B52b, Hos 34404,

machine smashed but wiring

We s Volooman
hoDre (Boh1) o




