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i, Haprch Bream furnlshed the grestest wolums of decodss in the
history of the section, over one and cone-halfl nillion letters of plain
text huving bean turned out,

2, The March Jellyfish wheels have finally been broken and & few
messages have been read. They have fuliilled all expectations with
respact Lo Antelligenco valus, The olrcult usss the X+ and Pg lindte
ations precisely as doos Brsam. 7Ths A4y patlears con 22’ dots.

This is quite favorable so that it is Drobuble that a substantisl asount
of karch traffic can be resd 1 tise permlibe. lork on the April Jelly-
fish wheols is in progress snd they look hopefuls. The plain languagef
charasteristics (Judged from cnly & handful of decodes) seom & little
better thun the Baylin end of fream MWl not so good as the lemw end,
{The iome cperators hove bad habita which salke that end of the oireuit
much easler to read and Jrewm work slways stirds oo the messages origine
ating frem fiome., The difference is more Limpoprtunt to ir. Hewsan's
seotion than to iaj. Tester's,)

3¢ Tho April Breasm wheals are biroken bulyy bas only 17 dota
and this rakes it difficult Lo sab the < pattnxgz and resd pegsages.
it present only about 50% of the dewohies are being read, although it
is antleipated that the percentage will ingresse later in the menth,
This type of situaticn revives interest in the =machine we contesplated
for setting v patterns by dragglng probable words. kr. Selchman has
Just advised ihat it has been desidad Lo proceed with this project but
befeore this was known the pecpls here wore urging me to suggest that we
go ahesd as quickly sz possible, The value of the machine method, as
an adjunet to tho hand methods employed, iz that the very fact that
makos the latter difficult adds to the seasitivity of the former. This
may be alizht tut lass contrection of the w8 will cause same redustion
in the mumber of stops snd may make it foasible to work with probable
words shorter than 10 latiers,

4o In verikdng ou April Hream, ¥aje loster's sestlion, for the first
time, dorived the W pattorns without a depth. In theory, no plain text
assugption appilsd to a de-chi can be digproved (unless lonz sasugh to
ropeat & portion of the cysle of the shortest <V wheel) becauss the
resultant ¢ ¥ key 1s aluways possibdle., Dub asctually there is & high
probebilitly of the assumption being wrong unlsss it produces 2 oube
stantial nmugber of repeuts and sati~repeats in the €W ! key. Although
sure oribs are not avalleble, fwmiliarity with the trafiie proved a hely
in this progoss which, in any ovent, is mest difficuit and roguires &
high degree of skill and » good deal of training and baskbround. (nge
an assusption has bosn [itted inte & position whiloh ylelds a likely
stretoh of W ' key, offorts sre made to extend this forward and buckward,
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After encugh Yt 1s recaversd to give about 20 elemonts of esoh of the
Y pattorns, thess csn be projected forward or backward (or both if
taxt is aveilsble in both directions) to their next respective cyclss
and »will overlap sufficiently to give a s=ell streteh of the ¥ key.
This has te be slid back and forth in an efiort to find pluin taxt bew
cause the exast number of intervening doto in Np ls unkmown., Furthersors,
ainge W' key, rather than ¥, is noeded, wdditional sesmuxptions sust
be ude and tested as Lo various pousidilities of extension, These
projected stratohas of Y key are bordered by aress in whish 4 of the
Y pattorns are known 2o that, aftor the strelch hes bsen properly lo-
cated and sxtended, additionsl text can be found, fore and aft; om 2
generatrices (agein with propsr extensions). This method can be used
bafore encugh of the ‘b patterns zre recovered to overlap on all 5
whesls at the next eycle but wilh the secsssity of reading on 2 gener-
strices muperimpossd upon the problen of locsting Lhe streteh and deter-
mining the extensions it 1s even mors difficult. In practice what is
done is to look for a new and indapendent bresk at spproximitely the
right interval and to confirmm it or ecxpand it, or toth, with the ald of
the pattern fragments, It should be obsarved that the Fe limitation
is a halp rather than & hindrance in this typs of work se in working
forward 1L 1limits the places where a molor dot has to be trisd and in
working backward it sometimss determdnes the fifth plain text inpulse.
This 19 true as sgainat no limitetion at allj the Iy limitatlion alcno
would be even zore of a halp. Int.morythlauu\o&couldbcmd on &
mamber of different messages and the Y pattern froguerts therealter
coonined but in practice, if the fregrants aro large encugh to plece
togethar suooesefully, it would almost necessarily be saslsr to ad
by sxtending and projecting as dessribed above, actually the tion
wae achleved wholly on ono me8S0E0.

5« The analoswre "Sreaking the s in tha P5 sra® includes the
goction's own description of the foregolng procedire but is devoted
primarily to the recevery of ¢ pettarns with the aid of a depth. then
it was written they had never sstually been rocovered without & depth.

6. It should be easily pousible to use the machine for dragging
probuble words to aseist in the inltlal steps involved in recovaring
< patterns without depths. If a 10 lattor mord were dragged through
& de-chi the machine would be set to show all positions where 3 or sore
reposts were yielded in the v ' key, that ls, it would stop Lf the Y
patterns were sontracted down to 7 or below, I have discussed (his
suggestion with ¥aj, Tooter and lir, lowman and they beth feal It would
be & gwab help ln getting started. iy, delohman sdvises that there
would be no difficulty in adapting the sachine to weeoxmplish this pro-
vided it 1o borme in mind during construoticn., I caleulate the sumber
of random stops a2 about 1 in 450, I the Pg limitstion is Lncorpoerated
(20 that there sould be no conlrastion shere”s motor eross were
¥ X, and Pe) the musber of randeom stops is reduced to about 1 in 720,
(ThoRe oeleBlations Imve not boen checksd here - suggest this be done.)
It 45 trus that the requirement of abl least 3 repents will cause a goed
musber of correct poaltions to be missed. This involves wo losa however,
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becauss if a hand cesuzmption ylelded less than this mumbher it would

not be regardad as good enough Lo go shead with, For this procedure
(a3 sall as for the primary function ef the mashine) the lmnolusicn of
the Py limitation would be ussful but not &b all sssential if it in-
volves any congstructionanl difficulties, Hand eliminetion of stops
rendered 1llegal by the Pe llmitation s relatively ainpls and rapld,
from ay talk with lir, Belfhman I censlude that the machine will be
construsted so that this limitation can be wired ia if required but that
it will not be an integral part of the mechanisa,

Te Yr. Bewzan's section, with the ald of Colossus, is mow sble teo
sarry out by statistical or mechaniocal metheds, all steps in the solu=
tion axoept the initial resovery of the v pattarns.

8, The motor can, in theory at least, be derived ststlstically
by writing into a 6L x 37 rectangle &)l positions where there is & /
in the A D test. These probebly result Oom mwter dots. The technigue
used iz exuetly the sums as for the recovery.of A 3y and Mgy from
axcept that the entrles in the rectangle reprosent Zro ra
than certainties, ithout the limitation the smethod hag been suc=
cass usod on a dopth of Just over 2. The X limitation (and also
the szgn rakes the necsssary depth 4 Limes as geni becuuse the pro-
cedure is based on somparises of columms and ol tion of halfl the
data from sach reduces the available comparisons to 4, v, Hewsan
thinks that with the limitations it might be dons with o depth of 6.
This obvicusly limits the applicsbility of the method, In any event
Maj. Tester's methods seem less laboricus, Intries in the re
neuad not necessardly be confined to /. + is someblimis used (A8
and comolimes U (Aed). & combinstiud can aleo b used, The charac-
toristics which serve as eriteria are determined by & frequensy study
of the AD text of the individusl messoge being analysed,

9. ‘The settling of s known motor jattern is quite snother matboer,

This 1s easily done after the X patterns have been zet, by setilng wp
o and Mgy on the Colossus machine and running through in &1l 2257

tiéns. It is not even nagessary to make & AD taps becauss the
pachine opsrates with a AZ taps md AX patterns sot up on the X wheals,
The mechine rocords «ll /s in A D which ceincide with moter dote. It
loois wb 5 positions shadltansously on sach of the 5 Lmpulses and tukes
less than 10 mimbes to try all settdngs and record those on which the
eount exaseds & predetermined criterion, Here again / iz ths usual
tost, not the only one. Plans ars under way for rons which will count
/ against motor dots togsther with sowe othar letier (not & however)
against motor crosses. @eli-matoh of “slide” gauses some diffleulty
in this speration. Ths Pg Licttitdon doss not eliminata this method
although it incrsases the”lsngth of message required. In genoral,
howaver, il the message 18 long snough Lo set the X putiarns, there s
& good chanse that it is lonyg enocugh, oven with the 5 limitaticn, to
set the moter,
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10, 4fter tho motor is set the v pattems can also
Colossus., Thay are extended by the motor and 2 v wheels at a tine
ere trisd at all possible s positions. Ideully, vy and <
ashould be run against the d mmbecnmh-?giaun?ym
plain text charscteristic, 4 rumber of conviderwtions make this idsal
procaduwre impracticable (and sometimes Lmpossible), It is Lmpracticable
with present equipment because it takes too long to szt up new patterns
on the machine, Iwo sets of pattemms con be set up on the existing
Uolossus and it is possilble to ewltoh elther ane into use. However,
at the moment, both Broam and Jellyfish AX patterns are st upe There-
fore the procedure would be to make & run which would rejuire that
APyz=APpe This is not aw sharp but is still good encughe When the
new Colossus arrives (sbout June first) this practical difficulty will
bo remedied, In faet Colossus #2 cculd do the whola job itsell because
it will hold 5 alternative sets of patterns, The lmpossidility of pro-
coeding in the manner indicated srises when tho P limitation is present.
It is then necessary to set Y, first and the best run is P, = Pg.

For the reason ststed above A?g = A 25 would bo the asctual’run,” After
After <, and X g are set short runs are mids on other v wheels withy ge
Diftonut plain zud. charucteristics must, ¢l courss, be locked for on
the various types of runs, All of the material set forth in this pare-
graph is, to some extent, thecretical bedsuse Cclossus has naver been
used to set the ¥ wheels, Some of the olinr maohlnes have been used
but the fact that it has all been thought cub snd devsloped furnishes
another instance of the advange plamning whish seemz to acsount for a

deal of the eryptanslytis success which has bsoniichieved here.

of the posalbllity of corruption (and its devastating effect

whon the Pg lmitation is employed) this type of run 1o limited to 800
lotters at a time. The correst sclubtion is found through mstohing up
the high scores. ZIZxperiense shows that about 1 letter in 800 is garbled
on the fifth impulse,

il iinj. Tester's secticn hus derived the X and v patterns fe
Maxch Sticklsback (l?nmlutmmtnotP’,) but has had no tims to
davote to efforts to read the traffls,
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In previous months, the process of wheelbreaiing has always consisted
in key analysis, sither by Turing's method, or subsequent meihods
rendered eoffactive tha introdusticn of '(h. xé:mthmm. Howover,
the intredustion of the (¥oPs) limitaticn (here referred to as Psg)
has made it virtuslly impo 8 for us to obtain key wud the

of whedlbieaking has undergone a very radical chenge.

lhsreas, the selution of the X uleels and the Y vheals resulted from
the sume precass before P ; we now use two entirely differsnt processes
to obtain the two sets of wheels. The X wheels are cbtalned by statisti-
cal motheds from the cipher text {based on olear and uotor charwcter-
isties) and ths Y g are enly investigated subsequent to the solution of
the Xs. I propese hers te deal culy with the mothod employed for obtuin-
ing the v patierns,

A tdepth' is sst on the X wiaels by statistical metheds, By u depth
W now mean two mesesges whome initlial setlings sre the esame, In the
course of ensoding the X wheels and the sotor wheels remnin in depth
butthe ¥ wheals will diverge acoording to tis limitations lmposed on
their movement by (aPg). The twe legs of the depth are written out
undsrnsath each other in their de-is form (preferably on a width eof 62)
and the Xp conponsnt of the limitatien s writton over the top (1t
should be remeubered at this & ve do nobt kiow 1f our Xy is inslde
out). We then attexpt to breuk into ons log of the depth, using methods
employed in the normudl day to day reading of do~Xs. Whon & break is
obtained which gives a reascnable expectation of being correct (1.9,
works on llmitation, luvolves dots in the motor, changy W¥s, and
claar) we drag the i.ntomd YV ghareoters through the cther leg of the
depth in the neighbourhood of the corrssponding position on the de-X,
(It should be noted that, 1f our brosk ocours ¥ from the begimning of
the essage, where N ie less than 0, say, then we would cxpect our
W% s to have diverged by not more than Y g from osuch other), When the
Y8 are piciked up on the other leg, ths process bacomes very similer to
ths old game of anagrooming a depth, asince cloar obtalned from one leg
will give us new Y churasters which will in their tuwrn enabls us to
wrageam the other leg, (cefe in anagram=ing a depth, obtaining dlear on
cend gives uo now E-characters which enabls ue to anagram the othey
leg)e Thers are, howsver, two important difforencas, ono being to owr
dissdvandags, the other to our advantage. In the first place in anagrame
ruing & depth we can vary easlly nmake two breaks-in and then jJoin them,
This i{s far mers diffizult in cur present problem aings & new breakein
invelves a rew drag of the 'Y 8 in ordar to be sble to use both lage
of the depth. Un the cthor hand, we can Jump on owr Yo and this is
very usafl indsed. CSuppose, for exarple, we have obisined {wenty ¥
charagters., If we put in our petterns again on the width correspomding
to the wheal longth we will chtailn four new Y sharesters, flanked by
Y charagters about which we knew four of the wigns. %o use these
% ¥ charasters to get in agalin lowsr down Lhe msssups and use

additional evidence we get fyom further ansgramming to help us to
push on owr first break. ¥We may well be called upon to 'jump' four er
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five times befors we complote our v wheel pstilema end, in fack, In
Harch, 1940, we hed 3ix soparate patehes of the do-X which we were
wadng to vompleto our knowledgs of the patterns. (Hotes If we know

a Y oharsgbers, and we put those Lu at the sorvest intervals, we
obtain (n = 16) new complote Y characters, [lanked by 10 ¥ charasters
about wilch we know 4 aigne).

The iinel point which sriees is thlsi~ Xs a dopth absolutely necossary
for breaking the ‘Y patterns? IS 1z true that we only nesd use the
2000yl log of tho depth in order Lo sonfirm end axtend our original
break~da and that subssquently sll the work san be done (and has been
dous) on only one meessge. However, wvhe Lask of petting an ordigimal
skl on 2 alngle sessage long encugh and certala sneugh to rander
Viusplng' effective ssams to e to be a very greal ons, Une oan, how-
ever, say this., The chanoe of suscess would be depandent very conside
arabf.y on two unralated factors, (1) the nature of the elear and (2)
the aumbar of dots inM 37, uith an operater who rozularly wsea
S#i889 us hia stop, wdbth & M 37 conslsting <f 26 dots and with the
original break-in ocourring in the address, thea sertdinly it sould he
done. With an operator who varles nle stop between 98 and +489, with
16 dota InM37 zad i the break-in ocourred in o long pateh of hand,
thsn certelaly 1t could not be sshieved, Jomewhore belwesn these G
sxtramws ldea ths eritisal point,
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