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le This repert will bs deveted to mismcellansous observee
tiona resulting Lrom pitudies of the permutesion Fish msghine of
the latast type., The problsm of solving current {raffic soems
completely hopeluss, With the addition of the auto~-koy elament
olininated whoress (ke only feasible method of solving messagea
enciphered on the machine desoribed AinReport #Ve-48 seaus to
through depthas As weg menbionad inFeport (Fe48 the motor
action 18 sometlines awltehed off and this gives »iss to several
possitls tgohnigues uhilich are described bhelowe Yoy the wmost
part, however, the probloms nhieh seam gupable of solution are
comparstively trivisl, The focdsmenbel diXficuliy of the gensral
problem srises from the fact thai a orid does mob yleld key.
svern with a crib of geversl theusend lsbtters there 12 no known
method of deternining whesl order snd settizngse In the dlgw
cussion wilch follews the symbols and nomenolsture are those
ordinarily uwsed In Pigh problems cnd theee defined In Report
F¥=46y The only méw syadol 1s & which méans simply F + <,

2+ The slnplest methed of pepreseniing the relations be-

twgen F, Z, = and 7mis thyrouzh a 38 x 38 x 32 cubes Hither P,
7 or Scan be placed within the oubn end the other 3 elemants
becoxs ths co-crdinatess 7/ could not be ad ingide becauze
it is not, in most casaes, unigualy debe: a8 by P, T mnd 54
dctuelly the 77 co-ordinate need be only 30 elemsnts long becsuse
/ sud 7 producs identical permutations and so do T and . Poyr
gobtusl uase the cube ia aut by planes slong any saxis and Yeprae
- sented hy 32 squares each 35 x SZe The chiviee ol madse of

- reprssantation deopends on the problem undsy gonsiderations
For the co-ordinates the teleprinter alphabet iz mont conven=-
imly wgittm in the opder set forth below and spaced as’

Lestad e ‘

/ B493® ASDIIRLNEO UJWFYBOPOK EQeXV 8

i a result the bLody of the square is divided into blocks of
i, &, 10, &5, 0 400

we Or resding in depth it hep been found useivl Lo prepaxe
a rather oxtensive ostslopus of the slphabatas & separate page
reprosents cach pledn~ciphsr pelyr - actuully only Bl8 pegen are
neefed beckuse of coamplenentary relutionshipss On tbe top margin
of the pege is the cipher elphabst (arranged s indlosted in
parsgraph 2) snd the lefte~hand mergin of esch page showe, in the
form of & 4igrupl, the &3 ﬁuiu‘ combinaticng of = and Trhg'
wihich oan yleld the Pei relstion which the page yepresents,
body of the pesp contelns J8 rows, csch of wideh shows, for the
kog at ite laft, the plein velues corresponding to ths ciphaey
values Iin the top margin, The columns of ths page will inevitably
sontalin many repests and & plein text usyumption in & second
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messags does not, thorsfors, uriquely dotsrming the kay. Oxdine

arily the key will be detormined from plain text in 4 or §

mess A uni dotermingtion from 2 messages 1o very rares
Actu:ﬁr the uﬁs&a%m ia mu:!.ng‘xggm then & sort of the 1084
guiblc alphnbotu ‘%Hn axraeized In 512 grou tg of

' & text lstter Iin one mensuys

omtmnlnt ulcota appropriate o m& scang

the colums under the ¢i rtutlnttmn momlagaot

tha depthy This shows gumo plein text lotters

in the other mogsagene il tukh find & group of scceptabls

plain values all of whish appoar in & siogls oy,

' 4 The mt sonoceivable blem that can arise with
tho au is the det tion of the whoel order
vhan &ll settings are kmowne If & orid 1o availsbls thisz can
readily be dones Koy 1z derived beglmming from the known settings
Thnrommkeyspgohaeuchmdxmme mat {irst
bodividodintozmdvranatm assigned to correoat

e If &t & given point the contadng only 1 evoss
31:3 nong andgz conegim m ldcnt 8 5 _wheel ¥
also deternine the Impulge 1 5 ns 08 vheore

such definitive conclualons cen be mchod ‘w111 be rares Usually
the evidense will merely limit the posalbllitles Hut by coubine
ing data solution can be achieveds There is no amswer to the
question as to how long & crib is nesded Lecsuss the same iy}
of procedure can be used with no orib vhatevers, Clearly,
longer the orib, the quicker ths solutlon, :

Be¢ VWithout a oridb the problom mammamxmu
The bBeat approach zoems to be ?o selagt a segtion of lua:
thers sre only 1 or 2 crosses (o mlylcwadntn) sove
positions in sequonce or noAT SequONce. 4&n ideal atretoh
conglist of 5 sBucceagive poait.tm in each of whioh tha ratio
dots snd crosges iz O to 1 or 1 to O with the lone elemend
always in the seme positions mlymumtimmdbo
,m, Eamotmnwinyialdn“@ and the corroot agw

gfgid‘ daln boxts 1 o 8 of the whools

havobea:iddn d,or afmm;mnmmmnrm,
the pyoecsss io nmah 1ifieds Jowover, the Initial o

&

aé

most dAifficult and involves s trenendous rumbey of as
unlses, by good torm, a particulerl rnvomm strotoh of
- key a3 @ {But see Wm»h

Ce Bomuhnveboondmlomdueowmt&mo:m
geneyal m‘oblavhmthumolwdwh Inowns Hvon with a
grid of there seaums to e no feasible mothod of
dats tho starting points of the whoeels (but zee¢ paragraph

Te The llmitations on the Eo ogous.hnnun of the
nmachine se«: to present a ponz.b point ttacky, In the
square set forth below, loft-hand co-ordingtes represent the
pouuouortha ? (ormthorthoﬁ) xmlua,mtopwdmm
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the positions of the Z lapulsgs and the figures within the square
tho number of tiues out of $2 that esch & position goos to esch

poaitions The figurea are obtalned simply by enumerating the
ruulu of all psrsutations whioh the mschine san produce and
by corsidering sll T keys as equally likely.

123458

AN
DRSO
SR DO
P O Py
*au§*
GgOO@

8¢ The fest that &, position Q, munt 2, poaitzmn

1, 2 or 3 males it poaciﬂlo to :}oriw 52 tm t!wu ' 3 o
which have identical s 1ls in these 3 positions (1... of
°”§,:"”‘” sipher tgttho If we have atcr-!.b :: mfn&t thcnmwgt
8 e Za¥ T woye no wotor asotion the
thus obmm “ gould bs matched mrpainst esch of the 10 wheel
patterns snd & start made on Jdete settings and whoel
order, About 40 lettora of oydd { zbow! még mm)
lould ba mmciumt to m;ntiry an wheols uum

axt be used oy Sue If:; ta odvi
}7& of tn. toxt to 1 ) (andh
u orou 2 1- E, 2y 4 o,’x. Eors@
nnd whmwr 13 dot and 2 1g the cenplmn&af of the
forego g seoms to be 8§ timds out of 52, as botoro. but
is nctun yeoutorzebcoamthan oo 4 vdnuorz (/s 3y
T snd 0) that cannot be associated with a eross in {and 4
thet cannot be assoclated with & dot)s Tharefore, camo
mgthcxdbmouwmbhmmnut mmunsor to be
dotermined, umze 1dentifiod and set othey =
impulse can bo derl BUMQ mArMOY dnylto he abgence
of any sbselute nz:ttation with respect to the Z positions at
which &y, 84 and 8y can emorgee Ao enumeration shows
after zg, g abe sot, any othar =can Do deduced Irom 7,

of the Z values so the samg length of orid should sulfices The
sotting of the last 8 = whwels shovld be progrossively enalors
The Tingl step of identifying and sot the 7 wheals 1ip

With 7, 2 and Z @ll known, some of the of 7 gan Lo
dotermined in nearly ell poniﬁm. a8 doterninable
mzm&:::aonlyumoaouto:them t 1t soomn
appuarent that gulficient 7 oznbnu could be derived so as to
produce unique matches with the remaining wheoel pattorna
caloulations lave been made bub the procsdurs seems sim pi.
particularly aines identification erd setting of one o

the /wheols hm to further dordvation of // syubolse

comoqmt

SEGRET

chmssmcm ]
Authortty [e

. 58w, o, “;:/




SEGRET y 108

P The troubls with the fore%oing procedure is that it
fells coupletely whon the mschins is motorliged, 411 that can
now bs derived 1s a {.:;aignsntm portion of aextended s, and 1%
sgems as though it w be a virtusl ixpossibility tU match
thisz azainat the whwoel patternzs.s Concelvubly with a very long
erddh s8quUENcEes SUCh 88 eXeX OF XeXxs might agﬁu- vhich, of
oourss, would La unutcmodigo' The probab of ob
sugh & sequencs at any point ¥s the uet of (a) the prob
si? of such & sequonce ngpurina in a2 Zpattern - approximstely
8 = Ly sotusl enumeration slightly less = (b) ths probability
of 3 succsssive motor orosses - approximately (3/4)% = and
(e) the mbaamty of being able to derive 4 successlvesg
symbols = (3)%, Thia is ebout 4000806, It might slso be
posaible to find fragmonts which could be identified agy ro=
poating on & subssguent cycles The extonded period would
aversge about 1/3 more than the wnextended period ard 1t seoms
barely posaible thet fragments might be slowly and hboum
pleced togethers (The approximations (3/4)° and 1/5 are ba
on the maching deseribed in Heport #7=-40 whose whoels ste
forward about 3 times out of 4¢ It 48 not known whethey
suto-key olement changes this ratlos) With the wheol ordey
known this procedure would seem to bDe substantially essiey
but still too difficult te be succesalfulys IfZg and £y were
both in the tetrad conslsting of the 67, 69, 71 and 73 wheeln
and were consegusntly motorized identically, some ald =ight be
obtained by an independent derivation ofs ge If oX OF Xe in
23 colnglded with o8 or xx Insg 4% would eatablish that ee
or xx ia a trus fragment °r2§n§““m' The chance of obtalne
ing such & relation at nxz o is, however, on].{ 3/1084e
There sre other possibilitlies of the sane kind but all rather
remotee If, for exsmple, / and 8 appgared in sequence in the
eipher text (or //, 8/ or 88) 2 smcgesaive elements of & (exd
consaquently of 2) could bo derived on all § levels. If both
elementz of - o wore the same ad the 2 olemonts of some othar
Zin the tetred withz g were 4107 iy the 2o fragment would
be eatablished @s tmis pattern, (Tho 4lscussion Assuses Shat
all infgrenses are spplied only to hulld the s » pattemn,
wheress many of them wmight be uved to develop the patberns of
othor wheols. Howaver, s, 1s cloarly tho most liksly point of
initial entrys.) Thus ¢ e have consideored only agtions
that can be made with mathomaticsl certainty. Thore aye others
which can Do made on & probebllity bagis bLut there seoms no wy
to combine babllities et muccessive ecycles end their use,
thorefore, roduces en additional elemant of uncertaintys
It 18, perhaps dangerous to draw conclusions with msgot; to -
a technique that has nover been actuslly tried bud with the
mosoriced machine 1t seemsz slmoat hopelsaz to set the whoels
by this method even with & very long crid and with wheol order
inowne. In a exceptionsl cese, which fortultously ylelded
pore date than migﬁt normally ﬁa expeoted, success ulight he
achieveds The forepoing disoussion dleregards complstely the
provlem of logating ths orib sud sssumes that 1t can Lo core
reotly sst in the moeasapge, ‘
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10 A statistloal method has been daveloped for the
wotorless mechine but 1% 1s oox'ag;ctoiy izapplicable when 1t
is motorized,  Its basis is pl lenguage characteristics plus
the limitzilons on the machine permmtationze The method can
be used on sinzlo Lmpulses or on palrse I shall dosoride the
method as applied to a paly of impulses, first, becsuse plain
text characterlstlics are more pmmumoﬁ when paire of impulses
are conslidered and second, bacsuse 1t is slightly more inveolved.
If the 2 wheel theorxy im understood, its adaptation to a 1 wheel
ls simple whoroas the converse mighﬁ not be true.

ile In the following disgram the laft-hand marginal syme-
bols are & cheracters snd the top marging are Z characterss
The figures within the dlagram show ths numder of times oub of
32 that sach & goes to each Z, It is clear that the outer
left-hand mergzin must elways %0 with the upper of the top
mayrgins send that the inner leftehand margin 1s nlways sgsoclated
with the lower of the top margins, Tt will be noted that the
B x 8§ portion of the dlegram 1s 1dentical with the aquare of
paragrsph 7.

z
JE4O03TASDZIRLYENO
sgx+axuurcnyrwsv

/& 32

av 99248

4 X 88800

2+ 448380

34 224818

?K 990248

AM " 8€61l26812240
&8¢ 42¢12¢81424
DP 2128612686048
z¢C 4248248000
IBE Ce408B840800
RY 0424424480
LP BEl2612240
Xw 0042042848
HJ 4281261484
ovu 2l12e126048

If we consider ouch entry as the mumerstor of a fraction whose
denominztor 1s 32 end if we assume that all T keys eve e
likely the disgrem 1s a probability tadle, The f1 s in the
rows opposite euch & ropresent the a priori probabllitles tha
1t will go to tho verlous Z's indicated; the figures in the
column under each ¥ ropresent the a posteriori probadllities
that it derived fyom the veriocus &'s indicated, The last
portion of this statement assumes that 2ll &'s ere equally
likely which i1a true 1f either all P's or sllZ 'a are eq
likely, 1.0 & 13 rendonm if oither of itz constituents 1s
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randomes P 45 obviously not rendom but £ san be considered
random with & negligibls errore (lelthsr = nor 718 truly
random becauss the wiwel patterne sontain a slight prepon=
derance of crosses.) Consequontly the columns can be assumed
to reprozent true inverse probabillties. Ve must next tabulste
the prebabllity thg{i 2 givon T will correspond to & & the sum
of whose 1Yh gnd Jth fmpulscs 1s dote This Lis detormined by
edding together those ontriez in the Z colums whepre d\} 1s
dot and dividing by 38 The following the the result ‘Jr

1] = 45,
Cipher Frobe. x 38
B 52
£y i
4 X 21
9 - 26
o8 &0
TE a
AR 14
50 47
DP 13
ZC 9
In 17
RY 13
Ly 9
LR 4
27 {4
v 82
Yo now select the woabt fevorable Z1s aid make a tabulatlion as
Tollows = . ,
% G Probe
/8 “
D e B 88/328
T x R4/32
2.0 X 25/32
LP x 23/32
B"J x 22/38

The number of signs derived from thess 12 values of 2 which will
agree with the trus 845 will be the sversge of the probebllities
which 18 4781y I Puxg 18 dot 675 of the tiue, the number

1@3 which will agrég with ths true i (#687 x L78l) +

?. X ¢219) = 830,57, On & message of latters we would
actually use about 1875 letters so that the bulge would he
gbout 178 or Bos The deriveds ,. must bhe ¢ red with the
full 2 sheel devolopment of all™ possibls pairs of puttorns,
The average development is shout 3600 and there arvre 45 b 3

80 shout 168,000 trisls ere nscessary dub these can be dled
rapldly with I0 equipment or tape compsrators. Actually 5- i
sbout enough so that messapgsg conslderably shorter than 3000
letters could bs sot, After 2 =wheols are sot othor pairs
- ¢en be chosen involving one of the patterns alreedy set 20 as
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to shorbten the mmse, Just sa im dane in ordinary Pish proceduros
The detepmlnation of the optimim musber of  letters to be used
18 quite siample but since it depends on the digtridbution of
rrobobiliting for the partiounlar 13 1t must be separatsly de-
tormined for oach palre Yor ij = the optimum selection
soous to be the 13 letters tabulated aliovoe The deteramlnatlon
of the bdast 1§ pulr to start with dépends, oI course, on plain
lonpueze characterdistlics as well a3 on the probubility distrle
tution, After the Z koy is completaly detormined the 7

should not ba 4irficult, One mo would b to try to read
plain text on gonsratricos, In of the positions the ,
toxt 1s maﬁmﬂz determined, in 5/16 it would have %o be
found on a ol b ponsratrices and in the yomalnder on a
maximum of 10, The exsot nuubey of gensratrices for sach
cipher letter ocan be found from ths dlagram st the beginning
of this paragrarh by counting the numbdey of extries, other
than zer9, in the colwm urder ite The same dlagram shows the
probabiuexes to be assigned to the respective pgonerabtrices.
Identifylng and aetti.ngntm T whesls should be poasalble alter
a ghort streteh of plalin languags has been reconstructed,

12, The foregolng statigtical method can be adapted to
solve the problem of paragraph Be Yo dorive ‘i i aigns for
favorable siphar letters and compare the resultl with the le
dovolopment , trying all 45 posaible pairingase The 1llustrative
fgures of paragraph 11 will produge e bulge of Just under 5o
o1 a message of lettorse This lg auple since no s
iz involved, The subsequent steps roquire no eluborations

13. Anothwr statisticel methwd of solving tho ruragraph
8 problem soeds inforlor but will ha outlined becaunse there
may be othor spplications. 211 odpher lettors corresponding to
the sang or to s qomplamantary key sro collected togother
producing Bl2 groups, In 10 of these groups thw key will have
8 0 to X ratio of dots end orcgses, Jelect the group with the
grectost mupher of members and make 10 assuwaptlons ss to the
Zor /| impalaes corresponding o the lone elsment, Hach
azgwaption leads to a series of plain text lettors ant the
right one should yield a diastyibution corresponding to plain
lanpuages With & vory long mesaage it might be pousible to
reach & solution fram thess 10 groups alone, BHub we could, if
mceunmao gome of the 48groups with € to 8 ratlog, eithey
for orig agsumptions or to ¢hegk tontutive conolun!om.
Obviously it iz neceasery to collset olpher letters only in

thoss groups we cre planning to use,

14 ZExamivation of the wheel patterns set forth In R:goﬂ
=46 shows, curiously encugh, that sach of tham starts wi

dot crosse Those are known to be the t{yue starting polints of
tik & wheals, that s, the points marked 0 and 1 (or possivly

1 and 2) on the actusl maching, 4 thecry as Yo ths roason '
for this peeunlisrlity 4s that It fuellitaton tosting the machines
If all wheels are set at O no ::kagﬂia oparative tut all pere
mibting elemonta are offociive a¢ that it 1z easy to tell,
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bebly from perallel plaine-cipher lists, whather the per-
mms woecahanism 1y functioning prcporlg.' Yhen ell the wheols
are sot at 1 thore is no pormiting effect and gseh phin lottoy
mist Le converted into its comploment,

164 The zeroizing mechaniass mentionsd in uzaranrnph 88
Report :F=¢0, anables the o toyr to roturn guickly to tlm

nt ad vmich he started his uovaago - not to the Yrue zoxo
points of the whoels, Prommbg.z he rmat turn ¢wm by hand to
test his muchine, The dangers the zorolszing device were
apparently réeslized 8 long time ugo begzuse in Pebiw 1945
the opsrators were jagved instructicns (whieh wars Y in E
trafflic) forbidding them to use this meohanisme

tigltey Je Friod
Capty Sigmal Corps
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