
• 

• 

ZEAvi- 2-0
aoK: 13.93 

411/5-7 
II Satii L1114 

zax.ime. ro. 401 

TABLE OF CONTENTS AND LIST OF EFFECTIVE PAGES 

CONTENTS CHANGE NO. PAGE NO 

- 

  If —

Correction Pae 0 III 

Table of Contents and List of Effective Pages 0 IV-7 

Foreword 0 VI 

Table of Figures 0 VII-Ix 

PART I - INTRODUCTION 0 1-2 

Purpose of Book - to illustrate how abuse 
broke an unbreakable machine. 

PART II - THE MACHINE 0 2-29 

a) General Characteristics 0 2-10 
b) Its Security - Basic Test - The Maze 0 10-13 

and its elements - Stocker - Wheels - 
Reflector Combination. 

c) Weaknesses of the Device - regularity 0 18-20 
of motion and brevity of cycle - Stocker, 
Wheels, Reflector & Reflector Wheel 

d) Possible Remedies - Multiple Notches - 0 21-22 
Varying number of Non-Reciprocal Steckers 
- Pluggable Reflectors 

e) Summary - Still a highly secure machine 0 22-29 
if properly used. 

PART III - USAGE OF THE MACHINE - GENERAL 0 29-41 

a) General Regulations for the Enigma 0 29-32 
Capture and Betrayal versus Cryptanalysis 0 

b) Cipher Aids - Key Sheets - Allotment 0 32-38 
Lists - Indicator Book - Digram Tables 
- Areas 

c) Emergency Procedures - Machine out of 0 38-41 
Order, Hand Procedure - Compromise, 
New Keys 

PART IV LAWS OF PARTICULAR CRYPTOGRAPHIC AIDS 0 41-95 

a) Introduction - general flaws - gradual 0 41 
and systematic changes. 

IV 
ORIGINAL 



1111, SECRET-ULTRA -e5=5-=2. No. 401 

1 

CHANGE CHANGE NO. PAGE 

b) General Key Sheets - System in 0 4re47 
Wheel Orders - Non-random and 3-Wheel 
Rings. SixoSelf-Reciprocal Steckers - 
Systematic Grunds. 

c) Allotment Lists - Blocks of adjacent 0 47-51 
numbers - overlapping Bigram Tables 

d) Kennbuch - Well constructed but too long 0 51-55 
used. 

e) Bigram Tables - Needlessly reciprocal - 0 55-59 
Infrequent change - Betrayed by Dummies 

f) Offizicr, Stab ec Sonder Keys - Ste ers 0 59-60 
last too long Non-random Settings - "good 
for all months" 

g) Key changes when Compromised - Reserve on 0 68-72 
Board - Slides - Not Slippery enough - 
Standard Phraseology. 

h) Reserve Hand Systems - Discriminating this 0 73-05 
type of Cipher - Substitution and Trans-
position - Analogous Non-Atlantic Practice 

i) Cipher Areas - Cover Names Increasing Corn- 0 8.095 
plexity - New Keys not really so. 

PART V - UNDERLYING TEXT - U-BOATS 0 95-10 
a) Principal Codes 0 95-10 

i) Fleet Short Signal 0 07-102 
ii) Weather Short Signals 0 102-10 
iii) E-Bar Signals 0 1O5-1Ori 
iv) Disguised Squares 0 107a 

b) Plain Text Usage - The Worst German Crime - 108-112 
What Allied Cryptanalysts needed was given - 
Standard Phraseology - Re-Encodements - the 
easy way out not taken. 

PART VI - NON-ATLANTIC AND NON-U-BOAT SYSTEMS 0 113-13Z 
a) Naval Saboteur 0 113-11E 
b) Merchant Marine 0 115-12C 
c) Naval Attache 0 12' la 
d) Jap-German Liaison 0 12.`..-"i31 
e) Minor Codes and Ciphers 0 132-134 

PART VII - THE ITIDIr;TTE1,1IT 07 GERMAN CRYPTOGRAPHERS 0 134-13€ 
a) A review of the counts. 0 134-13E 
b) The moral of the story 135-13C 

V 



  No. 401 

LIST OF FIGURES 

la. Schlussel M - The German Cipher Machine 

lb. Schlussel M - Wheel cover Open 4 

2a. Cantured Enigma Wheel No. III (left side) 5 

2b. Captured Enigma Wheel No. III (right side) 

2c. Captured Enigma Wheel No. III (front view) 

0. Schlussel M - Power Supply and Printer 8 7 

4. Diagram of Electric Circuit through Schlussel M - Machine 9 

0. Stocker Plugs 12 

6. Captured Enigma Wheel (smashed) 13 

7. Enigma Reflector (front and back view) 15 

8a-f.General Regulations and Translations 23-28 

PAGE 

6 

7 

9. German List of Cipher Aids 30 

10. Folder for Cipher Aids 31 

11. Sample of Intercepted Enigma Message 36 

12a. Inner Settings for Triton Keys, June 1945 39 

12b. Outer Settings for Triton Keys, June 1945 40 

13. Cipher Allotment List - Coverword "Forelle" 45 

14. Effective dates of Allotment Lists 46 

15a. The general Indicator Book (K-Buch) Cover 40 

15h. Sample Page Part I - K-Buch (Numerical) 49 

15c. Sample Page Part II - K-Duch (Alphabetical) 50 

16a. Coversheot for Bigram Table "Teich" 52 

16b. Indicator Table Plan - "Teich" 53 

16c. Die:ram Table A - "Teich" 54 

17a. Offizier Key Sheet, June 1945 57 

17b. Envelope for Offizier Keys, June 1945 50 

17c. German Cipher Form 60 

VII ORIGINA 



7 T 7 No. 401 

FR Maki-qua 
LIST OF FIGURES CONT'D. 

18a. List of Special Keys Issued 62 

10b. Special (Sonder) Keysheet 63 

10c. Special (Sander) Instructions 64

10d. Special (Sonder)Instructions - Translation 65 

19. Captured, burned Cipher Aid 67 

20. Sample R.H.V. Message 73 

21a. Substitution Indicator Table - Hand System 75 

21b. Sample parse - Digraphic Substitution Table R.H.V. 76 

21c. Numerical Key Transposition Table for Hand System 77 

21d. Sample R.H.V. (Reserve Hand) Worksheet 

22a. Charred Discriminant List for Southern (Sued)Non-Digram BO 
Systems 

22b. Charred Allotment List for Southern (Sued) Non-Digram Systems 81 

22c. Numerical Key Transposition Table (henna) 02 

22d. Substitution Indicator Table for Henna 03 

23. List of Cipher Equipment Captured from U-505 - Atlantic Area 86-00 

24a. German Code and Cipher Areas at the time of U.S.Declaration 90 
of War. (Map) 

24b. Changes in German Codes and Ciphers - December 1044 to 
VE-Day (Chart) 

24c. German Code and Cipher Areas at VE-Day 

25. Typical Fleet Short Signal Message ( eta) 

26. Typical Weather Short Signal (WW) Message 

27. Typical E-Dar Short Signal Message 

27a. North Atlantic Disguised Squares 

27b. Subdivision of Square 

23. An American Dombe 111 

20. Typical Naval Saboteur (Eichendorff) Message 113 

92 

4110) 

9 06 

101 

104 

107a 

107b 

ORIGINAL 



. 41: No. 401 

TIP SECEET-111:11A 

LIST OY FIGURES CONT'D. PAT?, 

30. Typical Far East (Tibet) Message 119 

31. Typical Dlockade Runner (Tibet Sonderschluessel) Messai7e 121 

32. Typical Naval Attache (Bertok) Message 127 

33. Three Sample Unbroken Tirpitz Messages (Jap Liaison) 130 

34. Minor German Naval Codes and Ciphers (Chart) 132 

ro".. 

ORIGINAL 

e§ 
IX 



• 

• 

tv=emgi. No. 401 

they effectively spiked the-guns of their own attack. 

The cause of this fiasco lay in the German national trait of 

boundless blind and arrogant conceit. Their attitude was expressed 

repeatedly by German cryptanalysts captured in the closing days of 

the Tar, who stated "At an early stage we had progressed so far 

that further study was useless. The Enigma, used as we have issued 

instructions to use it, is unbreakable." 

The blunders the Germans made were mainly four: 

a) Virtually unparaphrased reencodements from System to System and 

Key to Key. 

c) 

d) 

Standard phraseology endlessly repeated. 

Gradual, rather than sweeping changes in cipher aids. 

Systematic rather than random Keys. 

In the pages which follow- 1.,e will trace the usages of the un-

breakable machine, and the abuses which broke it, confining ourselves 

to Naval usage during the period of American participation in the War. 

Ii - THE 

a) Its General Characteristics 

The only cipher machine used by the German Navy was a special 

model of a general type of device called the "Enigma" by its manu-

facturer, 1iLL012 and RINKE, of Berlin. In its first form, Series A, 

it had been sold commercially before the War. Later models were 

made increasingly complex and assigned Series-letters which progressed 

through the alphabet. The Naval type nad been assigned Series M as 

designator, Called by the Germans "Schluessel M". 

It was a well-built device--rugged, portable, compact (14" x12 " 

x 6 ") and fairly easy to operate./ It is recommended that the reader 
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INP SEtio 1-111.1 
the machine, each of which we will briefly discuss. 

a) the Stecker (See Figure 4) 

b) the Fast Wheel 

c) the Medium Wheel 

d) the Slow Wheel 

e) the Reflector combination 

(Reflector Wheel and Reflector) 

f) Back through Slow, Medium and Fast Wheels, and the Stecker. 

Although Figure 4 shows each of these elements diverting the current 

from a straight path, in fact each except the Reflector might, in 

tIgt4=7-.. No. 401 

certain instances (as in the case of Self Steckers) let the current 

go straight through it. The combination of all the elements can, 

therefore, be considered as an electrical maze. 

This Maze can be changed in either of two ways. The first is 

by changing tne identity of the elements composing it (using differ-

ent Wheels or Reflector, or Steckering differently). The possible 

ways of doing this gives the number of Cycles. The second way of 

changing the Maze is by causing to change their relative positions 

those portions of the Maze capable of motion. Tne number of differ-

--
ent positions which the movable elements can take is the length of 

the Cycle. We can, therefore, estimate the security of the device 

by considering (a) the number of choices of different elements in 

the Maze, and (b) the degree of freedom of their motion. We will 

consider them in the order given above. Again the writer is advised 

to use an actual captured device in conjunction with Figure .

The Stecker .(English "sticking" or "plugging”) was not a self-

contained unit of the device, as were the Wheels and Reflectors. It 
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was a method of connecting the Typewriter Keys, on the one hand, and 

the Lights, on the other, with the contacts on the right-hand side 

of the Fast Wheel. Users of the Schluessel M were each issued a 

series of ten double-ended wires, of which one is shown in Figure 5. 

These were plugged into the front of the machine in the fashion 

shown in Figures la  and b (only 5 of the 10 wires being put in). 

In Figure la, the reader will see that one of the wires connects the 

two holes labelled 6 with those two labelled 11. As might be in-

ferred from the fact that four holes were used, the result of using 

a given wire was to make a four-way displacement of current: current 

starting at the F (6) key entered the rast Wheel at point 11, while 

current starting at the K (11) key entered at the 6 point. Similarly, 

current leaving the Fast Wheel at the 6 point went to the 11 (K) 

light, and leaving at the 11 point went to the F (6) light. Each 

wire interchanged a pair of letters both going into and coming out 

of the machine. With 10 wires, 20 Jetters would be Steckered, and 

6 would be left Self-Steckered. There are 230,230 ways of selecting 

6 holes out of 26, and 624,729,075 ways of interconnecting the re-

maining 20 holes in pairs. The product of these two figures is the 

contribution of the Stecker to the number of different Cycles for 

which the machine can be set up. Once the wires are plugged into 

the holes, they stay there until a new plugging is set up. Hence 

the Stecker makes no contribution to the length of any given cycle. 

Wheels - Place was provided in the machine for use of three 

Wheels at a time (called by the Allies the Fast, Medium and Slow). 

In Fiwures 2a, b,  and c, one can see their external appearance and 

size. Figure 6 shows a partially destroyed captured Wheel, with 
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