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they effectively spiked the guns of their own attack.

The cause of this fissco lay in the German national trait of
bounddless blind and arrogant conceit. Their attitude was expressed
repeatedly by Germsn cryptenalysts captured in the closing davs of
the Var, who stated "At an early stage we had progressed sco far
that further study was useless. The Inigma, used as we have issued
instructions to use it, is unbreakable.m

The blunders the Germans made were mainly four:

a) Virtually unparephrased reencodements from System to System and
Key to Key.

b) Standard phraseology endlessly repeated.

¢) Gradual, rather than sveeping changes in cipher aias.

d) Systematic rather than rsndom Kéys.

In the pages vhich follow we will trace the usages of the un-
breakable muachine, ané the abuses which broke Lt, confining ourvrselves
to Naval usage during tne period of American parvticipation in the Var.
II - IHE JACHLITE
) Its General Cheracteristics

The only cipner machine used by the Germun Navy was a special
model of a generil type of device called the "Fnigma" by 1ts manu-
factnrver, HbhLaoOTd and RINKE, of Berlin. In its first form, Series A,
it had been sold commercially before the Var. Later models were
made increasingly complex and assigned Series-letters which progressed
through the élphabet. The Naval type nad been assigned Series M as
designator, éalled by the Germzns "Schluessel M".

It was 5 well-built deviece--rugged, portable, compact (14" x12 "

X 6 ") and fairly easy to operate./ It is recommended that the reader
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O the machine, each of which we will briefly discuss.
a) the Stecker (See Figure 4)
b) the Fast VWheel "
c) the Medium Viheel n
d) the Slow VWheel "
e) the Reflector combination n

(Reflector Wheel and Reflector)

f) Back through Slow, Medium and Fast Wheels, and the Stecker.
Although Figure 4 shows each of these elements uiverting the current
from a straight path, in fact each except the Reflector might, in
certain instances (as in the case of Self Steckers) let the current
go straight through it. The combination of all the elements can,
therefore, be consiaerea as an electrical maze.

''his Maze can be changed in either of two ways. The first is
by changing the identity of the elements composing it (using differ-
ent Wheels or Reflector, or Steckering differently). The possible
ways of doing this gives the number of Cycles. The second way of
changing the Maze is by causing to change their relative positions
those portions of the Maze capable of motion. <1ne number of differ-

™ ent positions which the movable elements can take is the length of
the Cycle. We can, therefore, estimate the security of the device
py considering (a) the number of choices of different elements in
tﬁe Maze, and (b) the degree of freedom of their motion. Ve will
consider them in the order given above. Again the writer is advised
to use an actual captured device in conjunction with Figure 4.

The Stecker (knglish "sticking" or "plugging") was not a self-

contained unit of the device, as were the Wheels and Reflectors. It

11
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was a method of connecting the Typewriter Keys, on the one hand, and
the Lights, on the other, with the contacts on the right-hand side
of the Fast Wheel. Users of the Schluessel i were each issued a
series of ten double-cnded wires, of which one is shown in Figure 5.
These were plugged into the front of the machine in the fashion

shown in Figures la and b (only 5 of the 10 wires being put in).

In Figure la, the reader will see that one of the wires connects the

two holes labelled 6 with those two labelled 11l. As might be in-

ferred from the fact that four holes were used, the result of using

a given wire was to make a four-way displacement of current: current

starting at the F (6) key entered the rast Wiheel at point 11, while

current starting at the K (11) key entered at the 6 point. Similarly,

current leaving the Fast Wheel at the 6 point went to the 11 (K)

light, and leaving at the 1l point went to the F (6) light. Each

wire interchanged a pair of letters both going into and coming out

of the machine. With 10 wires, 20 letters would be Steckered, and

6 would be left Self-Steckered. There are 230,230 ways of selecting

6 holes out of 26, and 624,729,075 ways of interconnecting the re-

maining 20 holes in pairs. The product of these two figures is the

contribution of the Stecker to the number of different Cycles for

which the machine can be set up. Once the wires'are plugged into

the holes, they stay there until a new plugging is set up. Hence

the Stecker makes no contribution to the length of any given cycle.
Wheels - Place was provided in the machine for use of three

Wheels at a time (called by the Allies the Fast, Medium and Slow).

In Figures 2a, b, and ¢, one can see their external appearance and

size. Figure 6 shows a partially destroyed captured Wheel, with
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