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Page 118 ENIGMA WIRINGS 

Name of Machine: ZAEHLWERK (CA-15) 

Source: 47 

No wiring was found for this machine, but a brief comment on it 
is made here since it is of the Group II type. 

The Zaehlwerk or Counter Enigma is a four-wheel model having 
gear drive and employing eccentric teeth for wheel progression. It 
was sold to the Dutch for military use. Subsequent to the outbreak 
of World War II, two machines were delivered to ()KW at Stahnsdorf. 
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Page 120 ENIGMA WIRINGS 

Name of Machine: GROUP II ENIGMA 

Source: 4 (p. 1, 5, 6, 12, 18); 6a (p. 10, 17, 19); 6h (p. 1-3); 
10 (p. 82); 11 (p. 1); 15; 30; 31; 32 (11. 9); 44 (p. 2); 48; 
55 (p. 4, 172, 177); 61 (p. 1) 

The Group II machine, also referred to as the German notation G 
machine, was the principal Enigma used by the Abwehr until the end of 
1944, for European communications. The British ISK section solved the 
machine in December 1944. 

Group II traffic centering on Berlin had approximately 270 out-
stations including some ships. This group together with a large group 
centering on Paris, Brussels, The Hague, Sofia, Vienna, Warsaw, and 
Zagrabformeone network. These also worked with a large number of out-
stations within the subgroups. 

Of the three wirings included here, the first two were originally 
given in digital form. The last one, a twist-free version, appeared as 
presented in literal form. The first wiring was furnished by the 
British with the following additional data: 

Wheels: 
I British Red 
II " Blue 

Green 

Wheel characteristics: 
Red: 12. 10. 2. 2. 
Blue: 19. 3. 2. 2. 
Green: 18. 8. 

Clip Differences: 
English German 
Reflector 2, 17 
Red • 18 
Blue ▪ 12 
Green • 6 

Conversion Table 
Wheel Order Reflector 
R.G.B. -9 constant 
G.R.B. 
B.R.G. 
R.B.G. 
G.B.R. 
B.G.R. 

Cyclometric turnover: 
R.B.G. 
ROSA 
SPTB 
SPTC 

Wheel Twists: 
Red g 8 
Blue * 19 
Green x 17 

English to German 
Left Middle Right 
- 2 +1 -12 
- 7 -11 -12 
-11 -9 -6 
- 2 -3 -6 
- 7 + 6 +8 

+12 +8 -11 
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 ENIGMA WIRINGS Page 121 

GROUP II ENIGMA (continued) 

1 

1 

-1 
1 

The machine associated with the second wiring was presented as 
being a variation of the commercial Enigma, differing from it by having 
the wheels turn over cyclometrically, i.e., no wheel can turn over 
unless all wheels to the right of it are passing through a turnover 
position. The reflector also is turned over by the wheel immediately 
to Its right. Like the British version, just described, these wheels 
have 11, 15, 17 turnovers fixed to the rings, but differ in notch 
placement and individual digit values. A literal wiring not included 
here, agrees with the second wiring in corresponding values but differs 
as to notch markings which are given as follows: 

Green: A/B/C/DENG/HI/JK/L/MNO/P/Q/RS/TU/V/W/XYZ/ - 17 

Blue: A/BC/D/EF/G/H/IJK/LM/N/OPOS/T/UV/WXY/Z/ - 15 

Red: A/BCDE/F/GH/IJK/LM/N/OPQR/STU/VW/X/YZ - 11 

A pencilled notation made on the paper giving this wiring reads: 
*wheels probably twisted". 
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Page 122 ENIGMA WIRINGS 

Name of Machine: GROUP II ENIGMA 

Endplate Sequence: 

Rotors:

Red I 

Blue II 

Green III 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
QWERTZUIOASDFGHJKPYXCVBNML(Keyboard) 

A/B/C/D E/F/G/H I/J 
RPVEOSBLGK 

A/B C/D/E F/G/H/I J 
WDLCIRUBKJ 

A/B C D E/F/G H/I J 
JHBQYUKCSL 

Reflector: ABCDEFGHIJ 
URZLVQYJWH 

K/L/M N 0/P/Q/R S/T U/V/W/X Y Z/ 
HJTYUCIAMWQXFNDZ 

K/L M/N/O P Q/A S/T/U V/W X Y/Z/ 
PVAQMXFSTOHGTENZ 

K/L WV() P Q R/S T U/V W/X/Y Z 
IDNVMAOWFPXGTERZ 

KLMNOPQRSTUVWXYZ 
MDKSPOFBNXAEITGC 

Notch patterns are Indicated by / 
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ENIGMA WIRINGS 

Name of Machine: GROUP II ENIGMA 

Endplate Sequence: 

Rotors: 

Green 

Blue 

Red 

Page 123 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
QWERTZUIOASDFGHJKPYXCYBNML(Keyboard) 

A/B C D E/F/G H/I J 
AKICRZVLDT 

A/H C/D/E F/G/H/I J 
AXEMDJSVCL 

A/B/c/b E/F/G/B I/J 
ASQWDPTCMH 

Reflector: ABCDEFGHIJ 
URZLVQYJWH 

K/L M/N/O P Q R/S T U/V W/X/Y Z 
MJEOWNBPXGQYHUFS 

K/L M/N/O P Q/R S/T/U VAW X Y/Z/ 
KQWBRNYGTZPIHUF0 

K/L/ N 0/P/Q/R S/T U/V/W/X y Z/ 
LIKUZVFJBNXRYGOE 

KLMNOPQRSTUVWXYZ 
MDKSPOFBNXAEITGC 

Notch patterns are indicated by / 
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Page 124 ENIGMA WIRINGS 

Name of Machine: GROUP II ENIGMA 

Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
(Keyboard) 

Rotors: (twist-free) 

Red r. A/B/C/D E/E/G/H I/J 
1. WRVSUEJFPT 

Blue 

Green 

K/L/M N 0/P/Q/R S/T U/V/W/X Y 2j (17-notch) 
LXHBIQYOKCAGNZDM 

A/B C/D/E/E/G/H/I J K/L M/N/O P 01' S/T U V/W X Y/4/(15 -notch) 
KGRZMSIBANYHTQXFWCLOVEDJPU 

A/B C D E/F/G H/I J K/L M/N/0 P Q R/S T U/V W/X/Y Z (11-notch) 
FNWJUHPZXRGOKASIBYTDLCQEMV 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
YDUBJGFWSEORVZKXTLIQCMHPAN 

Notch patterns are indicated by / 
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Page 126 ENIGMA WIRINGS 

Name of Machine: ORANGE ENIGMA 

Source: 4 (p. 1) 6, 12); 10 (p. 82); 11 (p. 1); 15; 48; 55; 61 (p. 1) 

The system GEQ, also known as ORANGE at tSA, was a German machine 
cipher used on the special diplomatic net by the Abwehr (Intelligence) 
and Sicherheitsdienst (Secret Police). According to the Britishpit 
constituted the majority of the traffic known to them as "ISK" or 
"Illicit Series Knox" - Mr. Knox being the analyst who first solved 
messages of this class. 

Attention was first directed to dEQ in July 1942 upon the return of 
Col.S.Kullback (SSD) from England. In October 1943 the British sent a 
complete list of keys for April - September. The first solution was 
effected on 12 November. 

The ORANGE Enigma used to encipher GEQ traffic was operated and 
controlled by the "Auslands Organisationflo which dealt with Germans 
living abroad. It is a multi-turnover machine with a rotating 
reflector but without stecker. It differs from the commercial model 
only in the wiring of the wheels and in their motion. These are char-
acterized individually as Red, Blue, Green, and Reflector, and posit-
ionally as fast, medium, slow, and reflectcr. The three regular wheels 
are interchangeable, giving six possible wheel.orders. The reflector 
by its mechanic° -electrical composition is a movable endplate rather 
than a true wheel and cannot be interchanged with the other wheels. 

The motion of the ORANGE Enigma differs from that of the 
Commercial in the following manner: the medium wheel moves every 1, 2, 
3, or 4 letters instead of every 26; the slow wheel moves at least once 
in every four moves of the medium wheel. The reflector moves during 
encipherment at least once for every four moves of the slow wheel. 
Presumably, motion is accomplished mechanically by notches on the rings 
of the wheels, as on the Commercial Enigma. Notches for the Red, Blue)
and Green wheels are 17, 15, and 11 respectively. The position of the 
notches as shown in the wirings is with ring setting at A. 
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Name of Machine: ORANGE ENIGMA 

Endplate Sequence: 

Rotors:

Red 

Blue 

Green 

Page 127 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplatl 
QWERTZUIOASDFGHJKPYXCVBNML(Keyboard 

A/B/C/D E/F/G/H I/J 
ASHEZQXJLR 

A/B C/D/E F/G/H/I J 
ANIECYRWVF 

A/B C D E/F/G H/I J 
AQDIMYTWCL 

Reflector: ABODE 
URZLV 

K/L/M N 0/P/Q/R S/T U/V/W/X yZ/ 
MKITYFCVBGNPDUWO 

K/L M/N/O P Q/R S/T/U V/W X Y/Z/ 
KJDPZULOGSXHMBQT 

K/L M/N/O P Q R/S T U/V W/X/Y Z 
BHKPNRUEZJXGOSVF 

FGHIJKLMNOPQRSTUVWXYZ 
QYJWHMDKSPOFBNXAEITGC 

Notch patterns are indicated by / 
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ENIGMA WIRINGS Page 129 

Name of Machine: GREEN and RED ENIGMAS 

5ource: 1 (p. 1); 6a (p. 10, 15-16, 21-23); 6e (p. 1-2); 25 (p. 1); 
34 (p. 212, 215, 231, 262 ff., 309, 323-325); 41 (P. 4); 
54 (p. 96); 55; 67 

Enigma machines used by the German Inteilionce Service between 
Berlin and South America have been associated with the colors "blue", 
"green", and "red". These colors were used confusedly in messages 
between the two points in reference to keys, stations, and the actual 
machines. 

1""1 

1 

The BLUE key was never solved. The GREEN machine was used by the 
Abwehr in 1942 and solved in December of that year by the British and 
in February of 1943 by the U.S. Coast Guard. The RED machine, as used 
on the 3-N circuit, was apparently employed by the Abwehr and the 
Sicherheitsdienst to replace the Kryha (non-Enigma) machine and was 
solved by the British January 1944 and by the Coast Guard in March 1944. 
As a result of confusion between Berlin and Argentina with the intro-
duction of the RED machine, a mix-up produced a machine using a combin-
ation of RED wheels and GREEN reflector. Apparently this machine was 
used by the 4-0 part of the Sicherheitsdienst group. A.;:, this time 
Argentina complained to Berlin of inability to decipher messages sent 
her because the machine'being used at that end was the G-208 Enigma. 

Another machine, the G-260, with a relettering of one between the 
wiring of its wheels and the wheels of the RED 3-Nan (twist-free) 
machine, was captured by Argentine Police in a raid on German agents' 
quarters, and was reported on by the U.S. Military Attache in Buenos 
Aires on 3 July 1945. 

Still another Enigma, the B-207 (RED "B" machine) is included 
herein chiefly because the term "RED" has also been tacked on to it. 
No evidence has been found to indicate that this is a South American 
machine or that it belongs to this group at all. Only the wiring as 
shown last, following the more detailed account of these machines 
under their RED, GREEN, or Sicherheitsdienst Group (4-0) headings, was 
available. No attempt has been made in this paper to account for 
any of the differences found. 
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Page 130 ENIGMA WIRINGS 

Name of Machine: GREEN ENIGMA (3-KING) (3-K) 

Source: 1 (p. 1); 6a (p. 10, 15-16); 34 (p. 231, 324); 55; 67 

The 3-King (WAN) machine, also referred to as the 3-K and the 
South American GREEN Enigma, was first heard 10 October 1942. The 
machine is a multiple-notch Enigma employing cyclometric motion, that 
is, no wheel can turn unless the notches on all whepls to the right are 
in position. Thus, the cycle of this machine is 26', since the 
reflector wheel is also mechanically stepped. All known multiple-notch 
machines have the same distribution of notches on their 11-, 15-, and 
17-notch wheels. This turnover pattern plus the rotary reflector pro-
duces a "lobster" effect. 

Four versions of the GREEN machine are included in this account. 
Two - the second and fourth - were originally in digital form but are 
presented here, for convenience, in literal form. The first one, which 
probably has twists, agrees correspondingly in letter value with the 
second one, but differs in notch placement. The third and fourth are 
different from each other as well as from the first and second wirings 
in letter value and notch placement. All four versions are alike, 
however, in notch pattern which is reportedly the same as for the Group 
II machine. 
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ENIGNA WIRINGS Page 131 

Name of Machine: GREEN ENIGMA (3-KING) (3-K) 

Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
(Keyboard) 

Rotors: 

I. r. A/B C D E/F/G H/I J 
1. AYXPGOWLVK 

A/B C/D/t F/G/H/I J 
AQIYGSHOFD 

A/B/C/D E/F/G/H I/J 
AULTIRJNHD 

KA M/N/O P Q R/S T U/V W/X/Y Z 
REIMCSNJDBZTQHUF 

KA M/N/0 P Q/R S/T/U V/W X Y/Z/ 
PVKWZRXEMJCUNTBL 

KA/M N 0/P/Q/R SIT U/V/W/X Y Z/ 
PCOBZSYGQVEKXWFM 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
TZMJVYPUQDNWCKSGIXOAHELRFB 

Notch patterns are indicated by / 
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Page 132 ENIGMA WIRINGS 

Name of Machine: GREEN ENIGMA (3-KING) (3-K) 

Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
(Keyboard) 

Rotors:

I. A/B/C D E/F G H I/J/K L/M N 0/P 
AYXPGOWLVKREIMCS 

A B/C D/E/F G/H I J/K/L/M N/O/P 
AQIYGSHOFDPVKWZR 

A/B C/D/E/F G/H I/J/K L M/N/O/P 
AULTIRJNHDPCOBZS 

Q/R/S T U V/W X Y/Z 
NJDBZTQHUF 

Q/R/S/T U V/W X/Y/Z 
XEMJCUNTBL 

Q/R S/T/U/V W X/Y/Z/ 
YGQVEKXWFM 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
TZMJVYPUQDNWCKSGIXOAHELRFB 

Notch patterns are indicated by / 
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ENIGMA WIRINGS Page 133 

Name of Machine: SOUTH AMERICAN (GREEN) 

Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ (Endplate) 
QWERTZUIOASDFGHJK'PYXCVBNML(Keyboard) 

Rotors:

Red A/B/C/D E/F/G/H I/J K/L/M N 0/13/0 S/T U/V/W/X Y Z/ 
DMSFENUICTBQZRVPLXKWJHAGOY 

Blue A/B C/D/E F/G/H/I J K/L M/N/0 P Q/R S/T/U V/W X Y/Z/ 
WCRDGYELTQJBUAISHXPFNZOVMK 

Green A/B C D E/F/G H/I J K/L M/N/0 P Q R/S T U/V W/X/Y Z 
QONFWEMBLAHUYCSIDZTRPJGXKV 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
WIPMTZNJBHURDGXCYLVEKSAOQF 

Notch patterns are indicated by / 
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Page 134 ENIGMA WIRINGS 

Name of Machine: GREEN ENIGMA (3-KING) (3-K) 

Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ (Endplate 
(Keyboard 

Rotors:

I. 1. A B C D/E/F G/H I 
r. ATOSLZEXM 

A B/C/D E/F/G/H I 
AYUJRIEGC 

A/B/C D/E/F/G H/I 
ANLJUYRIE 

J/K L/M/N 0 P Q/R S T/U V/W/X Y g/ 
RJHNQFDWKPVYIGCBU 

J/K L/M/N 0 P/Q R/S/T U/V W X/Y/Z/ 
TMZSWHKBPFXVLNQDO 

J/K/L M N/O/P/Q R/S T/U/V/W X Y/Z/ 
GVCZHMKSFPDBTXWQ0 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
TZMJVYPUQDNWCKSGIXOAHELRFB 

Notch patterns are indicated by / 

(11-notch) 

(15-notch) 

(17-notch) 
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Page 136 ENIGMA WIRINGS 

Name of Machine: RED ENIGMA (3-NA1J) (3-N) 

Source: 6a (p. 10, 21,23); 6e (P. 1-2); 25 (p. 1); 34 (p. 212, 215) 
262 If., 309, 323-325); 41 (P. 4); 54 (P. 96); 55 (p. 4) 

The RED (Rot) machine was used by the Abwehr and the Sicherheits-
dienst for communications to South America on the 3-N circuit. The 
first mention of its appearance was in a message from Argentina to 
Berlin on 4 November 1943. It was solved independently by the British 
in January 1944 and by the U.S. Coast Guard in March 1944. 

Like the GREEN Enigma, it is a multiple-notch Fachine employing 
cyclometric motion. The cycle of the machine is 264 since the reflector 
wheel is also mechanically stepped. It has the 11-15-17 turnover 
pattern distribution plus the rotating reflector which produces the 
"lobster" effect. Through a message from Berlin to Argentina, which 
indicated the wheel order as R231, the Coast Guard verified that 
wheels 1, 2, and 3 had 17, 15, and 11 turnovers resp,?etively. A 
curious thing about the reflector is that it is the same as for the old 
Commercial machine. 

Of the four wirings included with this account, the first one, a 
literal version with notches marked, corresponded to a digital version, 
not included here, which was labeled "Mercedes RED" but which showed no 
notch placement and had no explanatory data accompanying it. The 
second and third wirings are U.S. Coast Guard recoveries. They give no 
notch placement. The last wiring is a British version, given originally 
indiV.tal form. It is correspondingly different from all the other 
versions and its turnover pattern is indicated as being the sane as that 
for the Group II machines. 
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ENIGMA WIRINGS Page 137 

Name of Machine: RED ENIGMA (3-NAN) (3-N) 

Endplate Sequence: 

ABCDEFGHI 
QWERTZUI 0 

Rotors: (twist-free) 

Red I r. A/B/do E/F/G H/I 
1. BROAKJPZT 

Blue II A/B C/D/E F/G/H/I 
BLHAUOIWZ 

Green III A/B C D E/F/G H/I 
UCGYDKRPL 

JKLMNOPQRSTUVWXYZ 
ASDFGHJKPYXCVBNML 

J/K/UM N 0/P/0 S/T U/V/W/X Y 4/ 
LGVXSHEYUFNIMDWCQ 

J K/L M/N/0 P Q/R S/T/U V/W X 7/Z/ 
QNRFMCKYJDXGTEPSV 

J K/L M/N/O P Q R/S T U/V W/X/Y 
ZWNJXHVOFBATISMQE 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXTZ 
LDSBFEQZXRPAYWVKGJCUTONIMH 

Notch patterns are indicated by / 

(Endplate) 
(Keyboard) 

(17-notch) 

(15-notch) 

(11-notch) 
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I. r. ABCDEFGHIJKLMNOPQRSTUVWXYZ(17-notch) 
I. AYWPSKOUFEJVTCGZBNIRLXMQHD 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ(twist-free) 
LDSBFEQZXRPAYWVKGJCUTONIMH 

Notch patterns are indicated by / 

11 
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Paae 138 ENIGMA WIRINGS 

Name of Machine: RED ENIGMA (3-MAN) (3-N) 

Endplate Sequence: 

Rotors:

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
QWERTZUIOASDFGHJKPYXCVBNML(Keyboard) 

(with twists) 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(15-notch) 
AEPNZLIDVHJWTCXFROGBYMQUKS 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(11-notch) 
ADYQBNULEHWKPGXFVTZOJMCIS R 
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ENIGMA WIRINGS Page 139 

Name of Machine: RED ENIGMA (3-NAN) (3-N) 

Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXTZ(Endplate) 
QWERTZUIOASDFGHJKPYXCVBNML(Keyboard) 

Rotors: (twist-free) 

I. r. ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1. DAYWPSKOUFEJVTCGZBNIRLXMQH 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
DAOSWMUCGRPBNKFXJLYVEZHTQI 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
TSBEZRCOVMFIXLQHYGWUAPKNDJ 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
LDSBFEQZXRPAYWVKGJCUTONIMH 

Notch patterns are indicated by / 
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Page 140 ENIGMA WIRINGS 

Name of Machine: SOUTH AMERICAN II (RED) 

Endplate Sequence: 

ABCD 
QWER 

EFGHIJKLMNOPQRSTUVWXYZ(Endplate) 
TZUIOASDFGHJKPYXCVBNML(Keyboard) 

Rotors:

Red r. A/B/C/D E/F/G/H I/J 
1. CSPBLKQAUM 

Blue 

Green 

A/B C/D/E F/G/H/I J 
KTQWGCVPJD 

A/B C D E/F/G H/I J 
NXLEVRQJYI 

K/L/M N 0/P/Q/R SIT U/V/W/X Y Z/ 
HWYTIFZVGOJNE'XDR 

K/L M/N/0 P Q/R S/T/U V/W X Y/Z/ 
RULIMAHXFTEYSBOZ 

K/L M/N/O P Q R/S T U/V W/X/Y Z 
CGUKSWOTAHFBPMDZ 

Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
BAMVTNLWUSRGCFYQPKtiblDHZOX 

Notch patterns are indicated by / 
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Page 142 ENIGMA WIRINGS 

Name of Machine: SICBERHEITSDIENST GROUP (4-44) ENIGMA 

Source: 34 (P.324-325) 

The only instance known up to this time Of a machine using RED 
Enigma wheels and GREEN Enigma reflector was the case of the super-
enciphered instructions for the RED machine when first sent to 
Argentina. A Berlin message of 5 December 1943 read: "We got the 
maehines mixed up here". 

The Enigma involved here was u8e4 by the 4-0 component of the 
Sicherheitsdienst group and recovered by the U.S. Coast Guard. Its 
RED wheels agree with those used in the RED (twist-free) machine and 
its GREEN reflector agrees With the reflector used in the GREEN 3-King 
machine previously discussed. No notch pattern or placement is shown, 
but the pattern possibly follows the 17-15-11 design of all known 
multiple-notch machines. 
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same of Machine: SICHERHEITSDIENST GROUP (4-0) ENIGMA 
Endplate Sequence: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ(Endplate 

I (Keyboard 
Red Enigma 

— I 

Rotors:

I. r. ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1. DAYWPSKOUFEJVTCGZBNIRLXMQH 

I II. ABCDEFGHIJKLMNOPQRSTUVWXYZ 
DAOSWMUCGRPBNKFXJLYVEZHTQI 

I III. ABCDEFGHIJKLMNOPQRSTUVWXYZ 
TSBEZRCOVMFIXLQHYGWUAPKNDJ 

Green Enigma 
Reflector: ABCDEFGHIJKLMNOPQRSTUVWXYZ 

• TZMJVYPUQDNWCKSGIXOAHELRFB 

Notch patterns are indicated by / 
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