R.I.P. 77 — Instructions for M-5 (Orange Diplomatic “B” Machine) —
(PURPLE)

Source: NARA, College Park, Md., Record Group 38, Radio Intelligence
Publications (R.I.P.), Reference: 370 27/18/06, Box 40

Editor: Frode Weierud, Crypto Cellar Research
Web Site: www.cryptocellar.org

Version: 19 February 2019



- — e UCLLRODITICW

Mé j'}:‘ (|

- Reproduced at the National Archives
|

Authority .

Bﬂﬁﬁﬂﬁﬁxmoaejﬁﬁ%ﬂ. R "

s T # O e

SRS
Kes = {
- -
SECRET «~ CHANGE NO. 3
TABLE OF CONTENTS
and
List of Effective Pages

Contents Change No. Page Number
Letter of Promulgation O ° X
Distribution List s 1II
Correction Page 0 III

Table of Contents and
List of Effective Pages 3 IVend V

CHAPTER I = (A) General 1 1A=l to 1A-~3 inc.
(B) Cryptographic 1 1B-1 to 1B-2 inc.
Principles Involved
CHAPTER II -~ (A) Instructions for
Deciphering 1l 2-1A, 2-1B
Current Traffic 0 2«2 to 2-~18 inc.
(B) Machine Operating
Instructions 1l 2«19 to 2«23 inc.
(C) Chronologiceal Index '
Operating 1l 2«24 to 2-26 inc.
Instructions 3 2=27
2 2-28, 2-29
3 2-30 to 2-35 inc.
2 2-36
3 2=37
CHAPTER III - Appendices
Appendix 1 - Table of Additives 1 Al-l
Appendix 2 - (A) Indicators and R.I.P.
72 Selector Readings 1l A2-Al to A2-A3 inc,
(B) Complementary
Indicators 3 A2=~A4, AZ~AS
Appendix 3 -~ (A) Blank 3 A3-Al
(B) Recovered Section II
of Japanese Book 2 A3-Bl to A3-B51 inc.



e e - ULcu LAODIrICY - Reproduced at the National Archives

Authority. A4 1Y ! |
By lmrb‘&m Date Qw?_ﬂk — ‘
—— -—
- -
SECRET CHANGE NO, 3

Table of Contents and List of Effective Pages - contd.

Appendix 4 - Twenty Section
Wiring Diagram

Appendix 5 « (A) Sample Work Sheets
(B) Sample Conversion
Forms

Appendix 6 - (A) Vocabulary of
Abbreviations

(B) Japanese Distribution
of Purple System

Appendix 7 - Key Sequence Development
Sheets

Gnuowo O

—

A4-1 to A4~6 inc,

AS=1
AS-2
AB=3
AS-Bl, A5-B2
AS-B3

A6-Al to A6-A6 inc.

A6-Bl

A7=1 to
AT7-120 inc.



B s L T
oy NN A Date ]

CRET
L. 77

C R I
e GENEgéé

The cryptographic system ¢overed by this publication has
been arbitrarily labeled "Purple". It is a machine cipher system
used by the Japanese Foreign Office and Diplomatic Officials on
important foreign stations for diplomatic correspondence. In the
instructions issued by the Japanese Foreign Office from time to
time, this system has been designated "B" in order to distinguish
it from a similar though less complex diplomati¢ system known as
the "A". This latter system we have designated the "Red™., It will
be noted that the Japanese Foreign Office 'in issuing oryptograph-
ic changes and instructions from time to time, generally covers
both "A"™ and "B" in the same dispatch.. 4 1ist of the points
holding the purple system is shown under Appendix 6B. '

The Purple System was broken cryptographically to such an
extent that it has been possible to reconstruct the cipher
machine. Various printed data and instructions which are a part
of the system are being compiled and where the information is
complete enough, in the same form and manner as the originals
held by the Japanese. The reconstructed cipher machine (built
for deciphering only) is titled R.I.P. 72. -

The Purple System as far as is known at present consists
of the following elements:

1. The cipher machine.

2. A book, Section I containing instructions, indicators,etc,
‘Secti:n II contuins r.nd- 1. alphabets or sequences (0TU). -

3. New instructions and modifications of existing
‘instructions sent from Tokyo by dispatch to all
points from time to time.

Of the elements listed above, the cipher machine may be con-
sidered a fixed quantity. This is due to the fact that perman-
ently wired selector switches are used. Had interchangeable
contact drums been used instead, it would be possible to sub-
stitute new drums or interchange drums thus radically changing
the basic wiring pattern. is far as is known at this time, the
only manner in which this could be accomplished with the exist-
ing Japanese machine is by rewiring the selector switches, This
presents some major difficulties when it is considered that the
rnachines are in use throughout the world. 411 of the methods of
variation encountered thus far are inherent to the machine and
are incorporated in R.I.P. 72.

13-1
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The other elements have been recovered to such an extent
that it is now possible to read about 99 percent of the inter-
cepted traffic. On some days deciphering the traffic is just
the mechanical process of decipherment, On othersit is neces~
sary to apply cryptanalytic methods of attack in ordeér to fill
in unrecovered portions of the elements: of the system. Thé reason
for this as well as the methods of attack arc covered: in suceeed-

ingchapters, R

The following outline of the steps used by a Japaness opera-
tor in enciphering a dispatch is inserted in' order vo' demonst-
rate how the elements of the system are actually employed.

To encipher a dispatch on a given day the Japanese operator
first selects a sequence for that day from the part of a book
which they refer to as "O0TU",(Section II). (The section from
which he takes the sequence is made up of fifty pages with
twenty sequences on a page making a total of one thousand
sequences. Each page and line is numbered). The manner of
selecting the seguence is varied from time to time by instruct-
ions from Tokyo, but has consistently been some method of ar-
riving at page and line from month and day of encipherment,

The seguence selected is then plugged into the plug board
of the cipher machine. The manner of doing this is varied from
time to time by instructions from Tokyo but is the same day by
day for the.periods between the effective dates of instructions
from Tokyo. There are two variables in this process (1) The point
in the seleoted sequence from whick the plugging in is started gnd
the direction in which the letters are taken, i.e., 5th lettcr
from the left and proceed to the right, etc., etc. (2) The route
on the plug board followed by the operator in plugging in from
the designated starting point. The plug board of the Japanese
machine is set up as follows and the route to be used is given
as an alphabetic seguence i.e.,

IYDHLPSWZVRNKGCUE AOBFJIMQTIX
PLUG BOARD OF JuPANESE LLACHINE:

A0BFJIMQTX
EUCGKNRV Z
IYDHLPSW

In the route above, the letter of the selected seguence designa-
ting the starting point is plugged into the "I" position, the
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next letter into the "Y" position, etc. NOTE: The plug board

of R.I.P. 72 does not correspond to that of the Japanese machine.
Therefore, a conversion is necessary in order to plug a sequence
from the Japanese book into R.I.P. 72.

The use of a different starting point or route of plugging
in, even though the sequence be the same, completely changes the
cipher text generated by the machine, For example, between
November 1, 1940, and February 28, 1941, Tokyo used a different
starting point from all other points., While the sequence used
was the same, a machine set to decipher traffic from Tokyo would

not decipher traffic to Tokyo.

Having plugged in the seyuence for the day, the operator
then seleots an indicator at random from a list of 120. ]
Accompanying this indicator which is composed of five digits all
even or all odd (02648, 71395, etc) are numerals which designate
the starting positions of the selector elements of the cipher
machine. The machine is set up in acccrdance with these and the
indicator to which an additive of five digits is applied is
placed in the dispatch immediately preceding the cipher text,
Additives to be used arc established from time to time by Twokyo.
Generally the same additive is used throughout a calendar month
but there have been departuresfrom this practice.

141‘3
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The Purple machine produces a highly complicated form of
heterogenecsus polyalphabetic substitution. The Roman Alphabet
of twentysix characters is divided into two sections - one of
six letters commonly referred to as the six section and one of
twenty letters known as the twenty -section,

In the basic wiring of the machine the six section pro-
duces twenty five heteragenejus sequences. The cycle of the six
section is therefore twenty five. e twenhty five sequences are
used over and sver again and always in the same order, The only
variable is the starting point which is determined from the in-
dicator of the dispatch, The p>int most worthy of note in con-
sid ering the six secti®n is that each of the six letters con-
nected thereto is replaced in the cipher text by itself or one
Of the remaining five letters >f the six secticn. another pcint
is that the cycle of twentyfive resulting from the six section
will have an effect upnon the frequency characteristics of the
cipher text, The extent >f this effect is detcrmined by the
plain text frequency values >f the six letters >f the six section.

It will be seen from a study of R.I.P. 72 that while it is
true that the twenty section selectors rotate through twentyfive
points, the cycle >f twentyfive has no bearing on the twenty sec-
tion. Therefore, in a sufficient volume »f text (abzut 150 groaups
minimum) the letters »f the twenty section should produce a fair-
ly flat frequency characteristic when counted »n the basis »f
twentyfive while the six section will reveal a different charact-
eristic., The frequency will tend t> be flat but the average value
of the six secti~sn will differ from that of the twenty section,
If onc =r more letters of high plain text frequency are in the
six section,the average freyuency should be higher than that of
the twenty secti>n, If the six section is madc up =>f low frequency
lctters the average frequency will have a lower value. In »ther
words, in a freguency count based on a cycle »f twentyfive, the
letters of the six sectisn will tend to heve the same freguencies
and  a value higher Hr lower than thc twenty sectisn. It is pos-
sible, though rare, for the plain text frequency values of the
letters »f the six scetion t> be such that there is n) marked
difference in frequency between the six secticn and thce twenty
section. A difference in letter distribution will howevcr be
present.

The twenty section generatcs 15,625 (25x25x25) hetersgen-
eZus sequences. It is unnecessary t> go int> ¢ detailed study of
the cryptographic principles invalved as R.I.P, 72 will reproduce
4ll 15,625 sequences and further study is not nccessary in order
to recover the missing purts »f the systen.

1B-1
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In Appendix 5B is a form which converts the basic sequence to the
sne¢ for R.I.P. 72 f>r various dates thus eliminating the step of
arriving at the sequcnce as set up on the Japanese plug board by
using starting point and route..

To decipher a dispatch for a given date first refer to
Chapter II C "Chronological Index of Operating Instructions" and
pick out the necessary data for that date. If this data is com-
pPlete, decipherment is the routine speration of R.I.D. 72. If the
sequence is missing,cryptanalytic attack is necessary.

Cryptanalytic attack is based mainly upon the assumption of
Plain text values. This is greatly facilitated by the stereotyped
phraseology employed by the Japanese in drafting the beginnings
of dispatches. Generally the opening groups are composed of en-
ciphered expressions frow a ¢~>de used in ccnnection with the
Purple and other systems. This cd>de, as recovered to date is in
Appendix 64.

Recovery of the sequence may be attacked by two methods:

A« Recovery >f the six secf¥>n by frequency analysis and
from the plain-text values thus established, assumption >f values
in the twenty sectiosn and eventual recovery of the entire sequ-
ence. This methnd is particularly valuable where only one dis-
patch is on hand but it is nceessary to have a minimum of gbout
150 groups in srder t> produce significant results,

B. Recovery >f the six section and twenty section simul-
taneously by assumption of plain text values. This methosd is
useful when a number >f dispatches is >n hand.

Recovery of the 6's Sequence by Frequency Analysis

The separate wiring »f the leads t> the 6's wheel separates
the letters .f that sequence from those of the 20's sequence and
isolates their characteristics to such an extent that they can be
identified by a frequency analysis >f the cipher text. The most
marked indications of these letters are evident when some O)f the
letters in the 6's sequence have either very high or very low
frequency counts in the underlying Plain text. The presence of
two or more high frequeney letters will usually raise the fre-
quency counts of all 6 letters int» the high frequency level as
cmpared with the letters in the 20's sequence. This is the m:st
common case. Likewise, tw> or more low frequency letters will
lower the counts >f the sthers to a marked extent. A single high
or low frequency letter may not be apparent in the Jver-all fre-
quency analysis. Furthcr detailed analysis is required to deter-
mine the s>rder f the letters in the Sequence and t> identify the
letters when the freguency distributi~n is regular.

2-1B
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A. INSTRUCTIONS FOR DECIPHERING CURRENT
TRAFFIC

As stated in Chapter Ii, by applying cryptanalytic methods
Of attack it is now passible to read about 99 percent of the
intercepted traffic. This, with the Japanese custom of trans-
mitting forthcoming changes in the system itself, enables us to
keep well posted on indicator additives, indicators and selector
starting points. It enables us to determine the route being used
to seleet daily sequences in the Japanese book and to reduce re-
covered sequences to basic form. It enables us to reconstruct the
original Section II and thus make use of recovered sequences when
the route through the sriginal ecrosses nr follows previous routes.
Therefore, we are reasonably certain to have all the information
necessary to decipher traffic with the exception of some sequences.

As of April 1, 1941, about 50 percent of the sequences in the
original Section II have been recovered. When the route through
Section II is through recovered portions, solution is mechanical.
When the route is through unrecovered portions, cryptanalytic
attack generally gives the sequence, deciphers the traffic and
adds another line to the bnok.

Before proceeding with the cryptanalytic methods of recover-
ing sequences, it is essential to have a knowledge of basic
sequences (as they appear in the original Section II) vs those

that are used in R.I.P. 72. The Japancse plug board is arranged as
follows:

AOBFJIMQTX
EUCGKNRYVY 2Z
IYDHLPSW

The plug board >f R.I.P. 72 in terms of the Japanese is as follows:
(The electrical relationship - not the physical).

a0CLJVQZG

EUFTKXWBD

IYRSNPMH
Knowing the sequence used on a given date in basic form and the
starting point and route of plugging in (from translations of
intercepted instructions), it is possible t> obtain the sequence
ty use with R.I.P. 72 by performing the ¢ nversiosn indicated by
the difference between the two plug brards.

2-14
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24 The detailed analysis is based on the 25 step cycle of

the 6's wheel, Worksheet 6-A (Appendix 5) is designed for this
type of an analysis, The message is written (or marked off) in
25=1etter units and a frequenoy count is made of each of the 25
oolumns (alphabets) on tally sheet 6-A (letter-column coordinates;.
This glves & horizontal frequency distribution for each of the 25
polumns-{alphabbts) which are a graphic representation of the 25
secondery alphabets generatéd by the motion of the 6's wheel and
an over-all distribution verticéally for each individual letter,
There will result, therefore, 6 vertical coulmns with frequency
distribution differing in greater of lesser degree from the
remaining 20 columns. ZEach cell represents only one plain text
letter and the cells which represent the same letter will have

the frequency characteristics of that letter. Therefore these
columns take on the characteristie of peaking or bunching, as doer
any normal frequency distribution, and will have a different
appearance than the flat distribuﬁions of the columns of letters
in the 20's sequence. This is used to initially identify the
letters in the 6's sequence,

The next step requires the use of Worksheet 6-B (Appendix
5)+» The table at the left of this sheet represents the wiring or
the 6's wheel by listing vertically,under each incoming lead, the
outlet lead to which it 1s connected for each position of the
wheel. The letters in the 6's sequence corréspond to the numbers
in the table in their sequence position; i.e,, at position #3 the
letter connected to lead #3 (occupies #3 position En the 6's
sequence) is the ocipher equivalent of the letter which is

’

connected to lead #L.

If the Wiring table (worksheet 6-B) is matched against the
Tally sheet (worksheet 6-A) each wiring table column will indicair
the identity of the cells in the tally column under its corres-
ponding letter. At this point, that identity is expressed by the
position numbers of the letters in the sequence, The two sheets
can be matched by lining up the initial position (starting point)
of the 6's wheel against the top row of the Tally sheet (work-
sheets should have the same vertical spacing). When each letter
tally-column is matched against its proper wiring column a freq-
uency count of the sequence positions will represent the frequency
characteristics of the underlying plain text, Since each tally
column under the letters in the 6's sequence can represent only
the same 6 letters, then the six frequency distribution patterns
will usually be similar, In actual practice this is qualified by
the natural variations of frequency counts and will be most
apparent when there is a peaked distribution among the letters in
the 6's sequence,




’emePA .y %’LM R R

- -

SECRET ORIGINAL
R.1.P. 77 15 January 1941

By the foregoing an attempt has been made to show that
the identity and order of the letters in the 6's sequence can b~
found by a search for evidences of the characteristic behavior
of the letters when placed in the proper positions in the
sequence, A typical solution might be carried out in the follow-
ing manner:

1. Prepare a frequency tally-sheet (Worksheet 6-A) for
the first 200 groups of a message. Add the vertical columns and
enter the totals on the bottom of Worksheet 6-C (Appendix 5).
Note any outstandingly high or low frequency letters.

2. Obtain the starting point for the 6's wheel from the
key lists and check-mark that position on the wiring table on
Worksheet 6-B. Enter the message cycle steps (1-25) on the right
margin of the table (from the starting point) and fold the left
edge of the sheet vertically along the left edge of the table to
facilitate ease of comparison with the tally sheet,

3, Note the columns in the tally sheet vhich apparently
vary from a flat distribution., Check these against the columns
of the wiring table and note any repetitions of sequence positior
numbers which indicate high or low frequency letters. e.g. If
there is a high‘frequency letter occupying number three position °
in the sequence, then ‘each of the tally columns under the six
letters in the 6'8 sequence should show bunching in the cells
indicated as number three by the proper wiring column for each
letter., Check probable letters in their "sequence positions by
making frequency distributions of the sequence positions using
the forms provided by Worksheets 6-B and 6-C, Letters which are
placed in their proper positions will show similar frequency
distributions.

2-3
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Recovery of Entire Sequende

based on

Cryptographic Characteristics of RIP-72

As previously stated there are in this system three basic
cryptographic elements which must be recovered before a given
message can be read, The three elements are; 1) the basic
wiring of the rotary switches effecting the coryptographic substi-
tution; 2) the settings of those elements governed by the keys,
and; 3’ the plugboard sequence used for enciphering the message.
The first of these elements, the basic wiring of the rotary
switches, was determined in the solution of the first few messages
and, since it is a fundamental part of the‘system, no change in it
is possible, The second of these elements, the settings of the
respective switches, is determined by the key and remains constant-
if is once determined from any one message, it is known‘for all
messages bearing this key. The third of‘these elements, the
sequence used for any particular message, changes from day to day.
Therefore, in order to read all messages enciphered by means of
this system (the basic wiring of the rotary switches having been
recovered and the settings of the switches for each of the 120
keys determined) only the third-<of the basic elements has to be
recovered cryptanalytically and, since this element is a function
of the date, the problem resolves itself into the matter of solv-
ing a new sequence’for cach day's traffic. A method for recovery
of these‘sequences, based on assuming the beginnings of the
messages, was devised and is explained in subsequent paragraphs,

In view of the fact that it is a slow and trying process
to follow through the circuits which effect the cryptographic
substitution in the machine, for the purpose of deciphering a
message, a method was evolved wherein a table of the complete
substituttion alphabets for each of the first fifty settings of
the rotary swtiches, These tables are called "Key Sequence
Development Sheets" (Appendix 7) and by means of them the first
fifty letters of any message for which the sequence is known may
be deciphered without the use of any mechanical device or aid
other than the Key Sequence Development Sheet for the key used
in enciphering the message. In order to explain the theory
underlying the construction of these sheets, the key for the
message given in Chapter I as an example for setting up the
machine will be used and the Key Sequence Development Sheet for
this key will be developed,

2=l
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The true key for the message is 15973, It is sought in
the table of keys (Appendix 2) and is found to correspond to the
machine setting 12-12,12,1-(2-3-1). For the purpose of the
illustration with which we are here concerned, the machine itself
is now set up in accordance with instructions and the plugs and
Jacks are arranged to give the following arbitrary sequence on
the plug board:

AEIOUY BCDFGHJKLMNPQRSTVWIZ

If the garble switch is set to its inactive poaition so
that the rotary switches will not move with the depression of a
key, when the letter A is depressed on the cipher keyboard the
letter U-will be »rinted by the typewriter and when the letter E -
is struck O will be printed., The rotary switches do not move end,
if the other letters of the alphabet are struck on the cipher
keyboard, a complete deciphering alphabet for this setting of the
rotary switches will be printed by the typewriter. For example,
if the sequence AEIOUYBCDFGHIJKLMNP QRSTVWX
.24 1s typed ‘out on the cipher keyboard, the typewriter will »print
qut the sequeggp LOY IEAWNZI CFEMQJTBDERL VX
G S. If the 3&9326 switch is now thrown to ttsﬁéggigzipeaéﬁienﬂ“”"
and the space bar depressed, certain of the rotary switches will
move forward one position in accordance with the motion determined
by the setting of the manually operated cttipe switch, ® After a
single de ion of the space bar, the ga-‘io-switoh is returnede«=*<
to e position and if the sequence AEI QUYBC D For *¢»
GHIJEKELMNPQRSTVWX Z is typed on the cipher ke board,
the sequence IAEYOUVBXWZDHSKTJFPCG NLMQR
will be printed by the typewriter. It will be noted that this
sequence is different from that obtained with the previous posi-
tions of the rotary switches. This operation may be continued
for any number of steps for this key with the result that a table
similar to the following may be developed on the typewriter by
proper manipulation of the platen and carriage return between
successive positions of the rotary switches on the cryptograph:

Sequence

produced

from first

setting . UOYIEAWNZPCFEM IJTBDHRLVIXGS
SECOND IAEYOUVBXWZDHSKTJF PCGNLMQR
THIRD OEUAIYPGLBTNFVZMWEK RXJIQRSCHD

FOURTH AYEIUORFQJIDBYWHCPSTIEK NVGZLM

FIFTH UOIYAEXLBNGZR QRQEHDVWMPFXCJITS
etec.

Lo N ~
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The first letters of each of the foregoing sequences are
the successive decipherments of the letter A; the second letters
are the decipherments of the letter E; the third corresponds to
the letter I and so on in the order AEIOUYBCDFGHUJK
LMNPQRSTVWX 2Z to the final letters of each of these
sequences which correspond‘to the succéessive decipherments of the
letter Z. For convenience, therefore, this table could be arran.-
ged as a deciphering table for all messages enciphered by means
of the plug-board sequence AEIOUYBCDFGHJIJEKLMNP"
RS T VWX Z with the machine set according to key 15973, The
final form of this table is given in Fig, 1, below,

KEY SEQUENCE DEVELOPMENT SHEET FOR 15973

AEIOUY BCDFGEJKLMNPQRSTVWX Z-Ciphex
1, UOYIEA WNZPCFKEMQJITBDHRLVIXGS PS
2a IAEYOU VBXWZDESKTJFPCGNLMAQR le
3e OEUAIY PGLBTNFVZMWERXJIQSHCD aq
L. AYEIUO RFQJDBWHCPSTXENVGZLM iu
e UOIYAE KXKLBNGZRIADVWMPFXCJITS ne
n
6. YEUIOA DVECLSZJTNRGQBMEKEFWPIX c
e
(Fig. 1) s

It will be noted that in preparing the above table the
vowels AE I O U Y were plugged into the circuits controlled by
the rotary switch which-effects the substitution for the 6-lette:
portion of the sequence, while the consoneants BC DFGHJEKL M
NPQRSTVYIX Z were plugged into the circuits controlled by
the three sets of rotary switches effecting the substitution for
the 20-letter portion of the sequence., The table in this form
shows very clearly the segregation of the two portions of the
daily sequences into two’separate substitution systems and, if it
were extended far enough, it would be noted that the cycle of
substitutions for the six letters AE I O U Y begins to repeat
with the 26th alphabet, while it would be necessary to develope
the table through approximately 25 cubed steps before the cycle
of substitutions for the 20-letter portion of the sequence begins
to repeat, It can also be seen from this table that nowhere will
a letter of the 6-letter portion of the sequence be replaced by a
letter from the 20-letter portion of the sequence or vice-versa

2-6
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It should be stated at this time that the letters in the

Key Sequence Development Sheets must not be confused with their
alphabetical identities, but must be regarded as representing
paths between the plugboard of the keyboard unit and the erypto-

aphic unit, That is, the letters of the original sequence
A, E, I, 0, U, Y, B, C, etoc,) at the top of each develc 17
sheet represent the paths of all sequences from the plugho to
the cryptographic‘unit in the order of their connection there
rows of the body of the tables represent the paths from thi
crygtograghio unit to the printer (through the plughoa for
each of the first fifty positions of the machine for each key
set-up., e.g. For any message enciphered in the key 15973: the
cipher letter which is the first letter of the daily segueénce
used will‘always be represented in the tables by the letter A.
Therefore, for the first five positions of the machine it will
be the cipher text equivalent of the letters in the daily
sequence which are in the positions corresponding to U, I, 0, A
and U in the table sequence.

Now for the purpose of demonstration, the sequence M A F
NYD KWHBRQZETVXLIGPUJISOC is set up on the
plug-board and the foregoing procedure is followed with this
sequence with a view to producing a similar table for the key
15973, This table will be as follows:

MAFNYD KVWVHBRQZETVXLIGPUJISO C-Cinher
1ls YNDFAM SXCLWBEVIZUKHQGTJIORP PS
Rs FMADNY JKOSCDQPEUZBLWRXTVIG le
3. NAYMFD LRTKUXBJCVSEGOZIPWQH aq
L. MDAFYN GBIZHKSQWLPUOEXJIRCTYVY iw
56 YNFDMA ETEXRCGIQHJISYV LBOWZUP ne

L n
6. DAYFNM HIQWTPCZUXGRIXVEBSLO c
B e

(Fig, 2) s

Reference will now be made to the message appearing in the
example given in Chapter I. This message begins as follows:

WMIUP JKETI PVDQR OZEQN YHEOL, etc,
If the letter W, the first letter of the message, is sought in
the line of the table labeled "Cipher", its equivalent in Alphabet
No. 1 of‘the "Plain Sequences" is found to‘be the letter X, The
letter M, the second letter of the message, is likewise sought in
the "Cipher" sequence and its equivalent F is found in Al phabet
No, 2 of the "Plain Sequences." ’ s .
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Likewise, the third, fourth and fifth letters, T, U, and P,
respectively, are sought in the "Cipher" sequence and are found
to correspond to C, J, and B in Alphabets 3, L, and 5 of the the
"Plain Sequences.™ If reference is made to that part of the
instructions giving the deciphered version of this message, it
will be found that the cipher-text group WMIUP equals plain-text
group XFCJB, This procedure could be followed for the entire
message had a sufficient number of sequences been developed in
Pigure 2 to accomodate all the positions of the rotary switches
necessary for its decipherment, :

‘

If the table in Figure 2 is compared with that of Figure 1,
it will be noted that wherever the letter A appears in Figure 1
the letter M appears in Figure 2, From this phenomenon it will
be evident that the table of Figure 2 can be obtained from that
of Figure 1 by simply effecting a monoalphabetic substitution on

the table of Figure 1 using the following alphabet:
Fig. 1
AEIOUY BCDFGHJKLMNPQRSTVVWVIXZ Sequence
MAFNYD KWHBRQZETVXLIGPUJISOC Fig. 2
(Fig., 3) Sequence

Since the table of Figure 2 can be obtained from the
table of‘Figure 1 by the monoalphabetic substitution given in
Figure 3, it follows that the foregoing message may be decipher-
ed by first converting the cipher‘letters of the message by
means of the alphabet of Figure 3, deciphering the converted
cipher text by means of the table of Figure 1, and then using
the inverse of the alphabet of Figure 3 to reconvert the text
resulting from this decipherment to obtain the original plain
text of the message. The following is an example of this pro-
cedure:

WMTUP ete, Cipher text of the message
CALTS etc, Converted cipher text

This conversion of the cipher text is accomplished by finding
the cipher letters in that part of Figure 3 designated as
"Sequence for Figure 2" and taking their equivalents from
"Sequence for Figure 1", If this converted cipher text is now
deciphered by means of the table of Figure 1, the following
decipherment is obtained:

WMTTUP Cipher text of the message

CALTS Converted cipher text

NIZYVF Decipherment of converted cipher text using
table of Figure 1,
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The foregoing decipherment of the converted cipher text is now
reconverted by finding the letters appearing in it in that part
of Figure 3 designated as "Sequence for Figure 1" and taking
the corresponding letters from the "Sequence for Figure 2",
From this the following is obtained:

WMTUP Cipher text of the message

CALTS Converted cipher text

NIZVTF Decipherment of converted cipher text using
table of Figure 1,

XFCJB Reconverted decipherment of converted cipher

text,

It will be noted that the final resultant of this operation
corresponds to the text of the message as it was deciphered by
means of the cryptograph.

Therefore, if tables similar to that shown in Figure 1
are prepared for all of the 120 keys used in this system, and
if they are all based on the same plug-board sequence, such
tables can be used for rapidly checking the messages of any date
against the sequence for that date. Such tables have been
prepared under the heading "Key‘Sequence Development Sheets"
and are included in Chapter III, Appendix 7., 1In preparing these
tables the plug-board sequence

AEIOUY BCDFGHJKLMNPQRSTVWX?Z

was used because this gave a logical division of the 26 letters
into 6-letter and 20-letter portions and, while it is suspected
that the engraving on the plug-board of the machines actually
used by the Japanese breaks the alphabet up into a similar
division, their designations have no particular significance
with reference to this phase of the solution of their machine,

The most important use to which these tables may be put
is in the recovery of an unknown sequence. The method employed
in this procedure is definitely a "Probable Word Method" and is
based on the fact that the messages transmitted in this system,
with very rare‘exception, begin with the message number, As a
matter of fact, the appearance of a message without the usual
stereotyped beginning is sé unusual that for the purposes of
solution it can be ignored,
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’

For example, herewith are given the beginnings of six messages
from Berlin to Tokyo which show this tendency toward stereotyped
procedure,

1/12/t1-FYCBJIBFOCKYDGWPKSIKNSDOKU
l/ll/Ll-XFCJ’KZTXSINSHCDENMUKYOKUC
1/10/L1-FYC T YNKYDSYPEKSICCFHONSEHCEH
1/9/61 -FYCTIBBFOCFOVDDNOBBFYXO00SEH
1/9/61 -FYCJIBBFOCFOVDDNODDFYXYNCGCF

l/6/bl-FYCGVIFOCKAKUNENKYDSYSYSYP

It will be noted in the foregoing list of beginnings that
in five cases out of the six the first 3 letters of the messages
are F Y C and that the letters immediately following these three
letters give the message number, Fortunately, their practice is
such that all messages originating at any one office are given
serial numbers in the order of their filing for transmission
regardless of the system used in their encipherment. If good
intercept coverage is maintained on any given station and all
its traffic is religiously indexed, it is possible to approximate
the serial number of any message originated by that station and
enciphered in this system,

Example: From: Rome
To Tokyo 30 December 1940

74699 EYYIU IQRQI NFSTS STMGG ZCCRH EXQGM CIRHF EKGMP RBKPU
LDOPG, etc,

Indicator - 74,699
Additive - 23320
Key - 51379

The traffic index indicates that "this message's serial
number is probably either 123_ or 124, ' ]
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Therefore the probable beginnings are:

EYYIUIQRQAINFSTSSTMGGZCCRHEH
FYCJIDDNS__POCRYLOCY _ _ __
XFC YN__FOV__ __ __"—"-—=—=—"
CPX CCFWDN

CCFEKYD

FOCWDN

FOCKYD

Previous traffic indicates that Rome most frequently
begins its messages with 'FYC', This 11 give in the second
position of the message the identity: Yo - ¥Yp. This can only
be produced when there is a coincidence on tge Sequence Develop-
ment Sheet for key 51379 between the original sequence at the
top and the sequence in Row #2 indicating the position of a
letter which is its own plain text equivalent. In this case
there are five such coincidences:

Y 4 Y Y Y

(Hereafter letters from the table representing paths between the
cryptographic unit and the plugboard will be underlined)

There is no way of telling at this time which of these
five cases correspond to the correct substitution, so it will be
necessary to consider them all equally likely, and to carry
through each until it can be definitely proved which is the
correct one., This is done by assuming that the letter Y will
occupy each of the five positions indicated in the following
partially reconstructed alphabets:

AEIOUY BCDFGEJKLMNPQRSTVWIZ (1)

XEIO‘}TY BCDFGEJELMNPQRSTVWXZ (2)
AEIOUY BC%FGHJKLMNPQRSTVWXZ (3)
AEIOUY BCDFGH % KLMNPQRSTVWIXZ (4)
AEIOUY BCDFGHJEKLMNPQRSTVWXZ (5)
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It will be noted that the third letter of the cipher text
is a‘Y and that‘it represents the plain text letter C. The next
step, therefore, is to locate the C in each of the fbrogoing
sequences. In the third alphabet of the of the Seqnence Develop-
ment Sheet for key 51379 is found; Yg - Ue - Up p
Yo - fo - & - Cp; To'- Ko s Yo = § 8p end-

Yo = Pg - In the aboge, g? represents in the alphabet,

or Row, and Up rgpresents W in the top sequence., The letter C 1is

now nlaced in the partially reconstructed alphabets in accordance

zithwzgg positions indicated .by these five equivalents as shown
ere :

AEIOUY BCDFGHJEKLMNPQRSTVWIXZ (1)
Y C

AEIOUY BCDFGHJELMNPQRSTVWIXZ (2)
C h 4

AEIOUY BCDFGHJIJELMNPQRSTVWXZ (3)
Y C
AEIOUY BCDFGHJIJELMNPQRSTVWXZ (4)
Y C

AEIOUY BCDFGHJIXLMNPQRSTVWIXZ (5)
cY

The cipher text of the first few letters of the message 1is
examined for other occurrrences of C or Y and, since none are
noted which correspond to the assumed text, it becomes necessary
to go to the plain text in order to add other values to the
foregoing alphabets, In the seventh letter of the message there
is a possible Q¢ - Yp and in the seventh alphabet of the Sequence
Development Sheet’ the five foregoing possibilities give;
Yp p - Ec - Qc; g - Yo - Qe; Yp - - Ge - Qe

- 8¢ - Q¢ an - Rg - Qe ese values are now
entere into the foregogng alphabets to give:

AEIOUY BCDFGHJIJKLMNPQRSTVWIXZ (1)
Y Q C

AEIOUY BCDFGHJKLMNPQRSTVWXZ (2)
C Y Q

AEIOUY BCDFGEJKLMNPQRSTVWXZ (3)
A | c

AEIOUY BCDFGHJEKELMNPQRSTVWIXZ (4)
Y C Q

AEIOUY BCDFGHJKLMNPQRSTVWXZ (5)
CYQ
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‘

Since the ninth letter of the message is a Q, an effort will be
made to decipher it by means of the foregoing partially recon-
structed alphabets, Only the second gives a known value; .

Q¢ - Uc = Up - Yp. If the ninth letter of the plain text is a Y
then the serial number of the message must be 1244 and, if all
the assumptions previously made are correct, the second of the
partially reconstructed alphabets is the correct one and the
message begins as follows:

EYYIU IQRQI NFSTS STMGG ZCCREH ete,
FYCJD DYNYN POCFY LOCCY

FOovV

CCFWD N

CCFXY D

CCFFO V

Note that two of the assumed beginnings have a Y occurring
as the fifteenth letter of the message. If either of these are
correct it will permit the letter S to be located in the partia-
1lly reconstructed alphabet on which the last assumption is based.
Reference to Alphabet (or Row) No. 15 of the Key Sequence Develop-
ment Sheet for this key gives; Y, = gp - E; - S¢ thereby locating
the letter S in the second positign of"the sequence as shown
herewith:

AEIOUY BCDFGHJEKELMNPQRSTVWXZ
Cs YQ (2)

The thirteenth letter of the cipher text is the letter S.
Deciphering it by means of the Key Sequence Development Sheet
gives; Se¢ = Ac - Ap - Cp. This looks very good because one of
the two assumed beginnings used to locate the letter S in the
sequence has the letter as a possibility for this position. It
appears now that all the assumptions made up to this point are
correct and that the message begins as follows:

EYYIU IQRQI NFSTS STMGG ZCCRH
FYCJD DYNYN FOCFY L

The sixteenth letter of the message may now be used to
locate the letter L in the sequence. This gives S¢ - Ec - Ip -Ly
placing the L in the third position of the sequence as follows: =

AEIOUY BCDFGEJELMNPQRSTVWX?Z
CSL YQ
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Five of the six. letters of the 6-letter portion of the
sequence have been determined and all the occurrences of these
letters in the first 4 groups of the message have been deciphered,
At this point it is desirable to decipher the other letters in
the message in order; 1) to obtain definite corroboration of the
assumptions‘made up to this point, and; 2) if these assumptions
are correct, use the decipherment of these letters as a basis
for other assumptions to be used to complete the reconstruction
of the 20-letter portion of the sequence, The decipherment of
the first ten groups of the message is as follows:

EYYIU IQRQI NFSTS STMGG ZCCRH
FYCJD DYNYN FOCFY L ? S

EXQGM CIRHF EXGMP RBEPU LDOP G
S C ' S

Now, since approximately one half of the messages in this
system refer to previous messages, the message under study should
be examined for a message reference. These references are
usually made immediately after the serial number and will be
either;

Remy _(?) : WONf#EL PKSICCTF or
Re your_ (?) : KXDf ## PKSICCTF

In the beginning of the message under consideration, the S and
C in the sixth and seventh groups of the message suggest the
following possibility:

EYYIU IQRRI NFSTS STMGG ZCCRH

FYCJD DYNYN FOCFY LWDN- =28 - =
KEYD

EXQGM CIRHF EKGMP RBEKPU LDOPG

PKSIC CF

If this assumption is correct, the remaining letter of
the 6-letter sequence must be the letter M, because the thirtieth
letter of the message gives Mg - Cp. This is checked against
the Sequence Development Sheet and Cp - Ip - Ic - Mc. Vhen the
letter M appearing as the eighteenth cipher letter of the message
is deciphered Yp is obtained, thus eliminating the W D N as a
possibility. 80, the C in the twenty-second position deciphers
as the letter M giving the combination MS, which is used to
represent the number 3,

2-14



gy [NV raea Date

e W e
s -
SECRET ORIGINAL
HWeLoP. 77 15 January 1941

It is fairly evident now that the assumptions previously made
are all correct and that the message actually begins as follows:

IQRQI NFSTS STMGG ZCCRH
NYN FOCFY LKYD- -MS - -
R

HF EKGMP RBKPU LDOPG

AR K
ne o

DY
CI
CF

ME Odg

E
J
G
I

e HH

It is now a fairly simple matter to reconstruct the
20-letter portion of the sequence, Note the three following
sets of equivalents:

10th letter Ic - Np
1lth letter Ne = Fp
32nd letter I - Fp

Reference is now made to the Sequence Development Sheet and a
search is‘made for three letters satisfying these conditions in
the tenth, eleventh and thirty-second alphabets of the sheet,
Only two such cases are found, as follows:

10th alphabet Be - Ky Pe - Gp
11th alphabet Ee - Dp Ge - Fp
32nd alphabet Be - Dp Pe - Fp

" These two cases give the two following possible arrangements of
these letters in the sequence:

AEIOUY BCDFGEJELMNPQRSTVWIXZ (1)
CSLMYQ I F N

AEIOUY BCDFGHJELMNPQRSTVWIXZ (2)
CSLMYQ FN I

Since only one of these two possibilities is correct, an effort
will be made to eliminate the incorrect one. Note the following
equivalents:

(1) (2)

Alphabet 6 I¢c - Be - Np - D Ic - Pc - Cp - Dp
Alphabet 19 GC-XG-NP-DS Gc-Ec-Ep-DP
Alphabet 29 Gg - X¢ - Eg -Ip G¢ - B¢ - !g - Ip

.

Note that (2) gives a contradiotioen, placing both G and I in
the same position in the sequence, while (1) is still possible,
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These new equivalents are placed in the sequence to give the
following:

AEIOUY BCDFGHJIJKLMNPQRSTVWIX2Z
CSLMYQ I F N D G

Five letters of the 20-letter portion of the sequence
have now been located and it is only necessary to continue until
all the letters of the assumed text have been added to the
sequence:

AEIOUY BCDFGHJIXZLMNPQRSTVWIXZ
CSLMYQ IJFKRWENVADZOUBHPTGX

The example above is a favorable case chosen to illustrate
typical procedure, Normally, more than one message will be inter-
cepted in the same day's traffic and partial recoveries from
several messages can be used ta complete the sequence,

Variations of this procedure are often used and are
listed below:

l. Start with a letter going to itself., This is the
method used to obtain the 6's sequence in the example above;

2, Use a complete chain of letters, This was the proce-
dure followed in getting the start into the 20-letter sequence
in the example above,

3. Use a fairly long incomplete chain of 7 or 8 different
letters or more and assume for the value of one of the letters of
the chain each of the 26 letters of the Sheet in succession, A
wrong assumption will usually yield a contradiction; i.e,, two
different values for the same letter, Thus, the right set is
found through a process of elimination.

L, Determine the values of the letters in the 6's
sequence statistically, After these have been determined and
their plain«text values substituted in the cipher text, sufficient
additional plain«text may be filled in to enable the use of one of
the first three methods,
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. 5, Use two or more messages enciphered with the same-’
sequence, If the messages to be used have the same sequence, a
substitution made in one message is valid for the other and the
procedure is much the same as for a single message. Suppose we
have two messages whose first cipher groups are G'X B E C and
G DY BQ, Assuming both messages start with XFC, we look for
a letter in the cipher alphabet which goes to the same letter in
the first plain-text alphabet in each of the two sheets. Let
the letter be H and let it go to the plain-text letter Q. Then
H=0G6and Q = X,

6. Use two messages, one going to Tokyo and one going
from Tokyo. In this case the two sequences are different, but
their relationship is‘known so that, if a value is assumed for a
letter in one messege, the value for this letter in the other
message is uniquely determined. The following form is useful:

(1) AEIOUY BCDFGHJIJIXLMNPAQRSTVWX Z To Tokyo
{2) EXCTWL MFSBNREGUYQIOJVZAHDP. o
(3) AEIOUY BCDFGEJELMNPQRST VWX Z Fnm Tokyo
Suppose the letter G is assumed to have the value D in the
message going TO Tokyo., It is placed under D in sequence (2) and

its corresponding value in a message FROM Tokyo is given by the
letter X which is directly under it in sequence (3).
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Recovery of Either "To" or "From" Sequence ‘then Other is Known.
(for sequences subsequent to 1 November 1940)

’

The two daily sequenc¢es may be derived from each other,
when one has been recovered, by transposition. The key for the
transposition of the "From Tokyo" sequence to the "To Tokyo"
sequence is:

23-13-18-19-15-16-10-3-25-8-14-24-20-1=6=7=11=26~17=12=0=L~2] = 5=
2-22

Example: 5 December 1940
From: QMEWKVGTNXALRIJBFPSZUOHDCY
To : FRPSJIJIBXECTIDZQVGAYFLNWUKMO
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CHAPTER II
B. MACHINE OPERATING INSTRUCTIONS

R. I. P. 72 consists Of the following three parts:

A. The selector unit.
B. The combination key board - plug board.
C. The printer.

All power units are designed for operation >n 110 volts direct
current only. Connections to power source are made by pluggling
the polarized lcads of the selector and printer units into a 110
volt DC s»ource.

The cryptographic function >f the machine is performed in the
selector unit by a series of 25 point interconnected selectors or
rctary switches similar t» those used in automatic telephcne in-
stallations. By using different combinations of starting points-of
the various selectors and different orders >f selector rotation,
plus different orders .of plugging sequences into the plug board,
variation of the system is obtained. The select:r unit is in real-
ity a complex arrangement Of switches which receive an impulse
from a depressed key >n the key brard and return that impulse tc
a point on the plugboard and a letter >f the printer. Due to the
nature Jf the cryptographic system for which the selector unit is
designed and wired, six of the twenty six plugs leading from the
selector unit t> the plug blard are s> wired within the selector
unit that an impulse through 2ne is always returned by that one
or one of the other five. The same is true >f the remaining
twenty leads - an impulse through one is returned by that one or
one 3f the Hther nineteen. The plugs ccnnected with the six sec-
tion are numbered 1 t» 6 -- those connected with the twenty sect-
ion 7 to 26.

The selectors are arranged within the selectsr unit from
left to right as follows:

l. A pilot selector >f three levels which runs in synchron-
ism with the six secti~n selector immediately t> the right. It is
the function »>f the pilot selector to regulate by metering action
the m>tion of the selectHrs connected with the twenty secticn.

2. The six section sc¢lector which is .f six levels and which
as previously stated runs in synchronism with the pilot selector,
This selector performs the switching >peration between the six
leads of the six section.

3. The twenty sectiun selector bank which consists >f twelve
selectors O>f six levels each. The internal wiring is such that the
first four rotate as a unit und produce the effect >f a single
selector Of twenty levels. The sec>nd and third groups of four are
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wired in the same manner, An impulse from a key connected with
the twenty section passes through all three banks »f selectors
and thenfe t> the plug b~ard and the printer, The electrical

path through the three banks >f selectors depends upsn the rel=-
ative settings »f the three banks at the time the key is depross-
ed, _

On the panel > thc sclect r unit is a ten print manually opera-
ted rotary switch, Points 1 to.6 of this switch are s> ¢ nnected
with the pilct select r that the order of rortation of the three
banks >f selectors in the twenty section may be varied i.e.,

w. 1=2-3, 2-1-3, cte. (appendix 24 gives the complete operation of
this switch.s :

Each time a key »n the key brard is depressed, an impulse
passes thruugh the select.r unit and the pilot and six section
selectors move one step in .rder to be ready for the decipherment
of the next letter. (All moticn is in one directisn =~ forward).
One bank Of the twenty scction selectors will als> move sne step
- the bnc that moves being giverned by the setting of the 10 point
rotary switch., This motion is repeated with the decipherment ~f
each letter until the pilot and six section selectirs recach step
25« At this point, the bank of twenty section sclectorswhich has
been in m:ti»n pauses for -ne step and the bunk in the twenty
section seccnd in motion (as established by the setting of the 10
p>int switch) moves 'ne step. Depressing the next key causes the
pilyt and six section sclectors and the bunk >f twenty section
selectors first in motion t5 again move une step. This moticn con-
tinues until the pilct end six section select rs again reach 25
when theypause while the secnd bank in motion moves one step
again. VWhen the bank »f twenty section selcctors second in
motion is 5n p3int 25 and the pilnt and six section select-rs
reach p2int 25, the bank first in mcotiosn pauses for tw» steps
while the bank third in mstion moves sne step and the bank second
in motisn myves one step. This is the basic motion Af the selector
unit,

The £~1lowing five successive selector readin;ssre inserted
t> show the srder >f sclect:r m>tin at the time the sec~nd selec-
tor in moti:n reaches print 25:

Six Twenty secticn order
sectioun select >r of
seclect r 1 2 3 moticn

23 1 25 1 1-2-3-
24 2 25 1

25 2 25 2

1l 2 i ) 2

2 3 1 2
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setting" designated in the table. Finally inspect the selcctors
to see that the pil t and six section selectors are synchronized
and also that the four selectors in each of the three banks of
the twenty section are synchronized. (Should any selector be out
of synchronismj successively trip the pawl of that selector until

it is in step.

Throw the switch on the key board plug board unit to operate
and turn on the printer unit switch. Insert message form in the
printer and with the key board of the printer unit type in the
reference data of the dispatch. Return the prinfer carriage to
the starting point and type out the dispatch on the key board of
the key board plug board unit.

The printer will print twenty five characters to the line.
It is good practice to log the settings of each selector at the
end of every four lines as a check as to whether or not the
selectors remain synchronized. The figures logged should show the
following pattern at the conclusion of each four lines:

A. The six section selector should be on its original
starting point. .

B. The selector bank first in motion in the twenty section
will lose four points except when the selector sccond in motion
reachcs point 25 when it loses un additional point. (The reason
for the apparent reverse motion of this selcctor is the pause
each time the six section sclector reaches point 25. The direct-
ion ofmotion is forward.)

C. The selector bank second in motion in the twenty section
gains four points.

D. The selector bank third in motion in the twenty section
gains one point when the seclector second in motion reaches point

25.

Following are selector settings at the conclusion of each
line (25 letters) of deciphered text with the following starting
points and selector motion: - 19 - 22, 23, 23, 1-2-3:
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While the basic motion and basic wiring of the selector unit
remains the same, the system is varied by using various combin-
ations of selectoar starting points and motions. To date only 120
>f the large number >f pussible combinations have been used. Each
is distinguished by a five digit indicator - all even »r all odd.
The system is further varied by changing daily the order of plugg-
ing the 26 leads from the selector unit int> the plug board.

: To decipher a dispatch for a given date first refer to the
section in "Chronological Index >f Operating Instructions"
Chapter II C which applies t» the date of encipherment of the
dispatch. In the table of additives select the one applying to
the date and subtract it from the five digit indicator which
immediately precedes thetext f the dispatch. If the figure ob-
tained appears among the 120 listed in Appendix 2 the dispatch
is in the Purple system. Read the paragraph in Chapter II C
headed "Special Instructions" for any particular instructiosns
applicable t> that period.

~Turn t> Appendix 34 and select the sequence for the date.
This sequence will appear in tw> sectins - one »>f six letters
and one of twenty letters. The leads frocm the selector unit are
plugged in numerical order int> the receptacles designated by the
sequence. For example, the sequence for February 22, 1941 is
YVJNRDMBX etc, Plug #1 plug in the "y" receptacle, #2
plug in the "V" receptacle and continue thrugh all twenty six
plugs in numerical order into the twenty six receptacles designa-
ted by the sequence. (Leads 1 to 6 are always plugged into re-
ceptacles designated by the 6 sectisn of the seguence),

From the table of indicators and starting points in
Appendix 2 select the data which applies t> the indicat r >f the
dispatch. This will z_pear us f:llows: (Example not actual)

6 section 20 Section Selector Switch
selector select rs motion setting
12 9 14 4 2-3-1 L

Throw the t>ggle switch on the right hand sidec >f the key b.ard
plug board unit t> "Set Up"™ and the 10 point switch on the panel
)f the select:or unit t; point "7n, Depress the space bar of the
key boerd plug b.ard unit successively until the starting point
2f the six sectin selector appears in the numbered jewels on the
panel Of the selector unit. Should the lights under the jewels
fail to register starting prints may be set up by referring to
the numbers sn the drums >f each selector. Next throw the 10
point switch successively t, points "8&n, "gn, and "10" and sct
up the twenty sectin starting prints in the order in which they
appear in the table. Turn the 10 point switch t: the "switch
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R.I.P. 77 CHAPTER III Apr
c. g@onox.ooch; INDE; OF om-:négmo msmucnons

Period rrom Februarz 20 1939 to Ootober 31 l9h0
Seguence...,

8 cade A8 Tos AW

_g;_g;;_gé_z_ s ?&QOOP&%-i#bA&%aOﬁ—AﬂﬁBﬂﬁi!lﬁi
In §ection II of‘orgginal book:. .

From Pebruary 20, 1939 to November 30, 1940
start with page 10 row 10 and use row per day
in sugcessgion.

From December 1 1940 -~

lst to 10th of month use pages hl to 50.
1lth to 31st use pages 11 to 31. Row equal
to the number of the month.

STARTING POINT: Letter at extreme right.

DIRECTION: Left.
ROUTE ON JAPANESE PLUG BOA4RD:
IYDHLPSWEUCGKNRVZAOBF JMQXT

Additives: Refer to Chapter III, Appendix 1.
Indicators: Use data to the right of indicator.

Special Instructions:

If sequence is not feund en—-pages Ak He- A3

of- Appendix —-wut e in original book use a
form in Appendix A5 to convert.
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Sequence:
For g,I.P...‘.Zz'. Wpaeeem £ e 1 AT

In Secfion II of original-books:

PAGE: Number of the month multipliéd’by’thréé.'

ROW: To the page number add the day of the month. .

: (Should the sum exceed twenty-continue on the
next page. If the sum is forty one or more
subtract forty.)

STARTING POINT: From Tokyo: 5th letter from right.
To Tokyo: 10th letter from right.

DIRECTION: Left.
ROUTE ON JAPANESE PLUG BOARD:
IYDHLPSWZXTVRNKGCUE AOBFJMQ
Additives: Refer to Chapter III Appendix 1.

Indicators: Use data to the right of indicator.

Special Instructions:

A, These instructions effective for London only:
beyond February 28, 1941, and until March 22,
1941.

B. If sequence is met found enpeges AR -te ARS
of Appendix 3 -Pbut is in original book use a
form in Appendix A5 to convert.

C. For certain subject matter the Japanese
employ a plug board shift after encipher-
ing ten letters. The selector settings are
not changed. A form in Appendix 5 may be
used to obtain the ten shift sequence from
either a "From" or "To".
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Period from March 1, 1941 to Vecemnea

frfs' lGqy|
TNOTE: These instructions not effective for London

until March 23, 1941.)

Sequence:

For R.I.P. 72 use pages %29 #o . in Appendix 3=

In Section II of original bock:

PAGE: Equal to the sum of the number of the day and
the number of the month.

ROW: The day of the month counted up from the last
line. On the 21st day and thereafter subtract 20.

STARTING POINT: 12th letter from right.

DIRECTION: Left.

ROUTE ON JAPANESE PLUG BOaRD:

IDLSYHPWECKRZUGNVABJQXOFMT

Additives: Refer to Chapter III, Appendix 1.

Indicators: Use data to the left of indicator.

Special Instructions:;, .« secme

. y L
ccTiva AP 1990,

.
SeE E cor 76 N”’ '7’ rev m.»2 AN,

A.
B.

Use of "To" and "From" sequences discontinued
except for London until March 22, 1941.
Commexcing March 23, 1941 epply above data to
London, From iMarch 1, 1941 t> March 22, 1941,
inclusive, use operating instructions effect-
ive lovember 1, 1940. Segiesces lbebed en
pase #9d ef /ppendix ==

If sequence is st £2and 8 pawEes MBS to
. GancordlX et @ 1in Original book use a

form in Appendix a5 to convert.

For certain subject matter the Japanese

emplcy a plug ooard shift after encipher-

ing ten letters. The selector settings are

not changed. A form in 4Appendix 5 may be

used to obtain the ten shift.secksew: £aem ("™
abivew g "Exost' oy "2V,

cnk
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SECRET CHANGE NO. 3

Ho!opo 77 I ﬂay 1932

Period from January 1, 1942 to o
SEQUENCE:

In Section II of original books

PAGE In accordance with the method effectlve
“and March 1, 1941 is used to determine the
ROW sequence which sets the plugging-in route.
STARTING POINT: lst letter (at the left),
Direction: Right-
ROUTE ON JAPANESE PLUG BOARD:
Two sequences are used each day. The sequence for the
dey determines method of plugging-in (scrambler) - the
sequence below is the one that 1s plugged in,
In the event that the sequence for the dcy eppears on
line 20 of Section II, the line above (line 19) is used
for the line below.
Form A5-B3 18 provided for purpose of making conversions,
Additives: Refer to Chapter III, Appendix 1.
Indicators; Use data to the right of indicator.

(FOR EVEN INDICATOkKS - run encipher;
(FOR ODD INDICATORS - run decipher
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PERIOD FROM MARCH 1, 1541 TO DecemseR 3/, /9¢1 (CONTINUED)

E. In addition to the normal traffic on the TOKYO-BERLIN,

BERLIN-TOKYO circuit, despatches were first intercepted
in April bearing the group H I K A L before one of the
120 regular numerical indicators with the additive

applied in the usual manner. Despatches so designated
are enciphered in the Purple System but with a modificat-
ion of the March 1, 1941, instructions, Briefly, the
change consists of a minor change in the daily sequence
and a radical change in selector starting points obtained
by taking off the information in columns rather than lines.
The sequence change has remained the same through April,
May, and June but there has been a monthly change in
starting points by varying the column used and the direc-
tion in taking off the data. Despatches prefixed HIKAL
are usually in "CA" code. Following are instructions by

months:

APRIL 1941

Change sequence for given day as follows:

NORIAL SEQUELNCE -

ABCDEFGHIJXLMNOPARSTUVWIXYZ

HIKAL SEQJUENCE -

DEFABCGOIJKLWNHP yRSTUVMZIXY?Z

ARRIVE AT STARTING POINTS AS FOLLOWS:

Apply April additive and seek starting points in data
to the left of indicator as set forth in operating
instructions effective liarch 1, 1G41.

Set #6 selector
Set #1 selector
3 below.
Set #2 selector
2 below.
Set #3 selector
1 below.

ETLECTOR 1I0TION

on %1 selector setting of indicator.

on il

on

on

as

selector setting of indicator

#1 selector setting of indicator

M1 sclector setting of indicator

called for by indicator.
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SECRET CHANGE NO. 2
R.I1.P. 77 uly
MAY 1941

Change sequence for given day as follows:
Same as APRIL 1941,

NOTE: Comnencing 7 May 1G41 first perform the sequence
shift indicated in Paragraph "F" below.

ARRIVE AT STARTING POINTS AS FOLLOYS:

Apply May additive and seek starting points in data to
the left of indicator as set forth in operating
instructions effective March 1, 1941.

Set #6 selector on #6 selector setting of indicator
3 above.
Set #1 selector on #6 selector setting of indicator.
Set #2 selector on #6 selector setting of indicator
1 above.
Set #3 selector on #6 selector setting of indicator
2 above.

SELECTOR ii0TION as called for by indicator.
JUNE 1941

Change sequence for given day as follows:

Same as APRIL 16G41.
ARRIVE AT STARTING POINTS AS FOLLOVS:

Apply June additive and seek starting points in data to
the left of indicator as set forth in ovnerating
instructions effective llarch 1, 194l.

Set f6 selector on %3 selector setting of indicator
3 above.
Set #1 selector on ;3 selector setting of indicator.
Set 2 selector on ,#3 selector setting of indicator
1l above.
Set ,f3 selector on /3 selector setting of indicator
2 above.

SELECTOR MOTION as called for by indicator.

-
-~

2-28

J



 RPAY Lo DA e )
1 BY—M NARA Date '&'w,fwm«uu

= ——
e o
SECRET CHANGE NO. 3
Rel.P, 77 T ey 1942
JULY 1941

Sequence is derived from basic sequence for date with a daily
change in plugging route. Starting point in basic saeme as

March 1, 1941 instructions., See Para. E-1 this Chapter,

ARRIVE AT STARTING POINTS AS FOLLOWS:

Apply July additive and seek starting points in deta to the

left of indicator as set forth in operating instructions
effective March 1, 1941,

Set #6 selector on #l selector setting of indicator one below.
Set #1, 2 and 3 selectors on #2, 3 and 6 selector settings
respectively of indicator two below.

SELECTOR MOTION as called for by indicator.

SEQUENCES USED DURING JULY 1941.

July 2, 194l: CDXJYNUVLHAEPBLQTKGMIFZSOW
July 4, 1941: RGYTEFDNWCXSJUAVPOZQMIKLBEH

July 65, 1941: DPRVZYQMIJHUOCXKNLBSEFWAGT

AUGUST 1941

Sequence 1s derived from basic sequence for date with a daily
change in plugging route, Starting point in basic seme as
March 1, 1941 instructions,

ARRIVE AT STARTING POINTS AS FOLLOWS:

Apply August additive and seek starting points in data to the
left of indicator as set forth in operating instructions
effective March 1, 1941,

Set #6, 1, 2 and 3 selectors on selector settings of indicator
two below in that order,

SELECTOR MOTION as called for by indicator.
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SECRET CHANGE NO., 3
R.1.P. 77 T Way 1942

SEPTEMBER AND OCTOBER 1941
No HI KA L traffic during this period.

E-l. HIKAL sequences for the period July 1, 1941 to are de::
rived from the basic sequence for the day using the normal start.-
ing point in the sequence. The last letter of the basic covered
by the following sets the point on the Jepanese plug board at
which plugging-in is starteds

LAST LETTER IN BASIC
ABCDEFGHIJKLMNOPQRSTUVWXYZ

STARTING POINT
OTKHUBRGYNSMCZEWDFJLAPQVIX

For example a basic sequence having "pP" for a finel letter would
be plugged in starting with the "B" position as follows:

AO(B) FJMQTX
EU C GKNRVZ
IYD H LPSW

The normal starting point in the sequence for the period is the
twelfth letter from the right and it is this letter that is plugged
into the "B" position as above., The direction in the besic 1is the
normsl for the period (to the left) and the route to be followed
veries with the point at Elugginﬁ-in is started. In the example
above& the route is from "B" to "x"; "A" to "o"; "E" to "2"; "I"
to "W', If the last letter in the basic had converted to "N" the
route would have been "N" to "Z"; "E" to "K"; "A" to "X"; "I" to
"y", ° If the last letter in the basic had converted to "S", the
gogta would have been "S" to "wW"; "I" to "P"; "AM to "X"; "E" to
2%,

A sequence plugged in as sbove is on the Japanese board. To con-
vert to our board use the following:

AQOCLJVQZG
EUFTKXWBD
IYRSNPMH
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NOVEMBER AND DECEMBER 1941

The following new method put into effect between November ___ and

December ____ 194l.

The last letter of the basic sets the point on the plugboard st

- which plugging in 1is started. However, certain changes ere necessary
in order to adapt this to our machine. The originel Japenese basic
sequence is different from ours because of the difference in wiring
of the two machines between the plugboard and the printer. This 1is,
in effect, n simple substitution superimposed upon the output of the

machine,

If we convert the last letter of the basic sequence as follows, the
value thus established will give the starting point of plugging on
the normal boards

LAST LETTER IN BASIC

ABCDEFGHIJKLMNOPQRSTUVYWXYZ

STARTING POINT ON OUR BOARD
OTKHUBRGYNSMCZEWDPFUJLAP QRVIX

Having found the starting point on the board the method is to proceed
to the right to the end of the line, fill in the balance of the line:
from the left and then the remaining two lines from left to right -
from top to bottom,

EXAMPLE
Basic for December 7: Starting_péingﬁglgggigg_ég
DVBKGQRVJIHYELNZOCTXPFSMAP (W)
- " converted becomes (Q))
Plug in
Normal Jap. Plug board: 2 ) Yl
: 3
EUCGRNRVZ
:t 4
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In selecting starting pointsg
(1) Take off settings from left to right as follows:

JANUARY = 1, 2 and 3 wheels of indicator and
6-wheel of indicator one below,

FEBRUARYe 2 and 8 wheosls of indicator and
6 and 1 wheels of indicator one below,

" MARCH = 3 wheel of indicator and
6, 1 end 2 wheels of indicator one below.

APRIL - 6, 1, 2 and 3 wheels of indicator one below
in regular order.

(2) Interchange the settings of the "1" and "3" wheels in all
ceses in which two indicators are involved,

For example, the step by step conversion to crrive at the
sterting points involved for the month of February, 1942 follows:
6

20=wheels
KEY Wheel 1l g 3
46028 25 20 3 2 Normal (listed in R.I.P. 77)
46028 25 2 3 20 Converted
46280 20 25 8 16 Normal below
46280 20 lﬁ 8 26 Converted
46028 3 20 20 16 oOrder in which taken off
46028 3 16 20 20 Converted for use with R.I.P. 72

MOTION as called for by indicator.
MACHINE OPERATION:
COMPLEMENTARY INDICATOR = operate maechine for decipher,
NORMAL INDICATOR: (EVEN)-operate machine for encipher.,
( oDD)-operuate machine for decipher,

2-34



"8y _\IV. 1apa Date Za.@f ,.
- -

SECRET - CHANGE NO. 3
oy T Nay 1942

December 7
on Jap. Plug board

>®

Difference between
Jap. and our board

ve

HEP> EROK

<KAo wvuom
OO IR
Lt X
ZRy 3«
WM QUOX
ESL oOo==
MmN Ny

Decomber 7
for our Machine

YQMHGSPIAKEZVUJOTCNFXBRWDL

ARRIVE AT STARTING POINTS

Apply additive and seek starting points 1in date to the left of
indicator as set forth in operating instructions effective

Merch l, 1941.

Set #6, 1, 2 and 3 selectors on selector settings of indicator
three below in regular order.

SELECTOK MOTION as called for by indicetor.

The new method put into effect between November and Decomber
1941 has been continued into 1942 with the exception of the

Tollowing additions:

The pege and line used is determined by the indicator and dete
of message, ie.,

PAGE - The first two digits of the indicator after additive
is applied equal the number of the page used. If over
50, the page number equals the first two digits minus

ROW - Equel to the date of the message plus the month., If
more than 20, subtract 20 and use row on following

page.
ARRIVE AT STARTING POINTS

Apply monthly additive end seek sterting points in data to the
left of indicatore
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R.I.F. 77

Selector settings for the months of January, Februery, March
end 2April as taken from the normal list of indicators follow:

JANU/RY

Set #6
Set #1
Set #2
Set #3

selector
selector
selector
selector

FEBRUARY

Set #6
Set #1
Set #2
Set #3

M/AKCH

Set #6
Set #1
Set #2
Set #3

APRIL

Set #6, 1, 2 and 3 selectors on selector settings of indicetor

selector
selector
selector
selector

selector
selector
selector
selector

on #3
on #6
on #1
on #2

on #2
on #3
on #6
on #1

on #1
on #2
on #3
on #6

selector
selector
selector
selector

selector
selector
selector
selector

selector
selector
selector
selector

one below in regular order.

By LAY, IARA Date

of
of
of
of

of
of
of
of

of
of
of
of

D —

CHANGE NO. 3

J

indicator,
indicator one below,
indicetor.
indicatore.

indicator.
indicator one below.
indicator one below.
indicator,

indicator.

indicator one below,
indicator one below.
indicator one below.

2-35




By LM A Date 2L

&

SECRET CHANGE NO. 2
IE.I.I s 77 y
F. On May 7, 1941 a dispatch was sent from TOKYO to all

points holding the purple system placing "1941
Instructions" in immediate effect. The change proved
to be the use of the sequence shift after enciphering
ten letters on all traffic. This shift, which had
hitherto been reserved for despatches of greater
secrecy than usual, is covered in paragraph "D" above.
There is a form in Appendix 5 which gives the sequence
shift. These instructions were later modified to the
extent that the sequence shift was made before
becinning the encipherment of the despatch. This became
effective on Llay 15, 1G41.

Washington, on traffic requiring a higher degree of
secrecy, occasionally enciphers despatches in the
Purple System which are prefixed by RED indicators.
These are apnarently a special series of starting points
which have been applied to RED indicators ani are
emnloyed with the Purple System without so designating
externally in the despnatch. Starting points and
indicators recovered to date are on Page A2-A-L
entitled "Conplementary Indicators."
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SECRET CHLNGE NO. 3
R.1.P. 77 T May 1942

H. On August 20, 1941 Tokyo instructed ell holders of
the Purple System to divide dispatches into two, three,
four or five perts end to trunsmit the parts in irregu-
lor order. For oxample in a dispatch of 100 groups the
originator might start enciphering at any point approxi-
mately the center of the dispatch, proceed to the end
and insert "DDDD" indicating two parts in all and the
end of the second part. Encipherment 1s continued at
the actual beginning of the dispetch and when the point
at which encipherment started is reuched "ppDBB" 1is in-
serted plus fillers to complete r five letter group as
necessery.
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CHAPTER III - Appendix 1

TABLE OF ~DDITIVES

1939
From February 20 to ,pril 30:

lst tO loth L I I A AN 32210
llth tO 20th Srr s s s s 23120
218t tO Blst Ses s s s rr s T 12320

May.....o-aoluouov.conloo.oo-co.. 51230
Juneoocooaooooo-ooooln.oo.anooro. 52520
July.---..'u--o-..coo...-.‘..-.c' 02120
; AuguStnoooooonoolooa..oloo.‘l.a.. 33220
: September...--..-o..‘c.-o-.....-. 22110
g octobero.l.tloooa.aol-'-ooo.oooco 21012
Novemberoaovooivlooon'.ovou-.l.'l 01223
Decemberooﬂio-vool.aoc'.otuo.nn.. 50205

| 1510

Janudry.ll.ll..lol...".’l....'l. 12321
FEDTUETY ¢ s svniocs o s sviooie:s o oisiomeces L0502
Harcn......-.-...--......-....... 95252
April..........'ll...'......'.... 32023
'._. I\'Iay.......l.ll......li..l...l..'l 22033
i June’....-....‘l’.....-....OIl..-.. 10203
July...........niuol...0.'-.-0..' 52025
| AUZUSGs e ¢ aoeinannias onnesesssensess D250
September.'....."l.........'l..I 32230
octoher....---o-o.o--o.o-uooon.oc 12320
NOVOMDBOTs ¢ s soseisss s ssnsnsss snecee 22050
DOceMbeY: s s sevsoinnsaseiesssssosss 23320

1941

e

e SRt LA

Janudry--........-.....-........' 51230
FODITUAYY 0o o e sv0niss secweesssinses ILI20
l.iarch.......................-.... 08083
Marcp-...(TOKYO-London-TOKYO).... 02120
A FEIE 32321 can
Ay oyr¥o AT

e

R

1 U 3:1!5’
July 50922
Auzust 12213
‘ September 90029
! Cctober 18112
November 82313
December 03210
1942
January [ 20300
February 01230

March 91008
April 12123

L 1 Al
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INDICATORS
STARTING POTNTS
Initial Settings 20 Initial Settings 20
Six 20 wheels Wheel Six 20 Wheels Wheel
Key Wheel "1 2 3 ilotion Key Wiheel "1 2 3 i'otion
02468 21 14 2 15 3=2-1 L6028 25 20 3 2 1~2-3 P
02684 10 92519 2-1-3 46260 20 25 9916  2-3-] ce>
02846 14 310 14 3-1-2 L6802 18 12 19 12 1-3-2
04286 15 16 23 11 2-1-3 48062 17 2L 7 18 3-1-2
04628 i 21 22 17 1~3=2 L8206 13 13 24 4 3-1-2
04862 12 5 9 9 1-3-2 L8620 22 11 18 23 2=3-1
062486 19 2 12 10 2-3-1 6028L 1 113 25 3-2-1
06482 9 717 1 1-3-2 60428 24 6 L 13 1-2-3
068214 6 10 15 24 2-1-3 60842 2 17 20 8 3-1-2
08264 16 8 5 22 3-1-2 62048 7 18 21 3 1-3-2
08426 L 23 6 5 2-3-1 62480 8 19 14 6 1-3-2
08642 23 4L 11 21 2-3-1 62804 3 15 16 20 3-2-1
20486 5 22 1 7 3=2-1 04082 12 L 23 16 2-3-1
20648 7 16 18 8 1-2-3 64208 11 8 21 11 3-2-1
20864 16 19 16 19 2-3-1 64820 2 2 4 15 1-3-2
24068 9 23 9 25 3-2-1 6&02& 14 22 8 4 2-3-1
24680 18 5 7 7 1-2-3 b&240 3 13 6 18 2-1-3
24,806 10 12 14 21 1-2-3 6£402 8 17 25 6 3-2-1
26084 6 21 11 17 3-1-2 £0246 L 20 12 3 1-3=2
264,08 20 110 22 2-1-3 60462 22 7 310 3-1-2
26840 21 6 2 1 2-3-1 80624 1 15 24 12 1-3-2
28046 5 9 13 20 3-1-2 82064 23 3 1 5 1-3-2
28460 25 18 5 14 2-1-3 82L06 24 11 20 24 3-1-2
28604 17 25 22 13 2-1-3 E2640 13 2L 17 9 1-2-3
L0268 15 14 15 23 1-3=2 ZL026 19 10 19 2 3-1-2
L0682 7 8 21 24 2-3-1 &4L260 10 22 23 15 3-2-1
L0826 13 6 20 23 1-2-3 84,602 1 15 13 18 2-1-3
L2086 L 14 13 12 3-2-=1 86042 11 23 22 19 2-3-1
42608 2 L 5 2 1-2-3 60204 16 17 7 21 2-1-3
L2860 2L 216 5 1-3=2 66420 17 6 17 16 3-1-2
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SECRET
R-I.E. 77 S imiae
INDICATORS
ST
( cont'd )
Six 20-Wheel Six 20-theel
Key Wheel 1l 2 3 Motion Key Wwheel l1 2 3 Motion
13579 3 24, 8125 3-2-1 57139 19 20 6 4 2-3-1
13795 15 21 1 11 1-2-3 57391 25 10 25 20 2-1-3
13957 21 13 14 7 3-2-1 57913 23 16 19 13 1-2-3
15397 18 25 4 14 1-2-3 59173 6 19 15 10 3-2-1
15739 9 12, 6 2-3-1 59317 20 18 2 17 3-2-1
15973 12 12 12 1 2-3=1 59731 14 5 3 3 1-3-2
17359 22 17 10 9 2-1-3 71395 8 311 8 1-2-3
17593 5 11 922 3-1-2 71539 5 6 223 3-2-1
17935 9 8 18 7 1-2-3 71953 6 122 4 2-1-3
19375 18 1913 3 1-3-2 73159 23 520 1 2-3-1
19537 15 12 24 25 3-1-2 73591 19 13 19 20 3-2-1
19753 3 10 23 14 1-3-2 73915 24 3 4 19 2-3-1
31597 17 21 2512 2-3-1 75193 10 20 9 5 3-2-1
31759 21 221 2 1-2-3 75319 25 2L 10 24 1-3-2
31975 16 7 17 16 2-3-1 75931 2 L 16 18 3-2-1
35179 8 15 7 17 3-2-1 79135 22 23 12 9 1-2-3
35791 14 16 511 2-1-3 79351 12 9 113 2-3=-1
35917 I 11 14 15 3-1-2 79513 11 25 3 6 1-3-2
37195 20 14, 8 8 2-3-1 91357 1 22 6 10 1-3=2
37519 13 13 15 21 3-2-1 91573 7 17 11 22 3-1-2
37951 6 1 519 1-3-2 91735 8 23 1 9 2-3-1
39157 16 25 9 14 2-3-1 93175 25 7 612 1-3-2
39571 L 9 16 22 2-3-1 93517 10 13 18 15 3-2-1
39715 17 512 6 3-2-1 93751 20 325 8 1-2-3
51379 14 2 818 2-1-3 95137 19 L 7 21 2-3-1
51793 3 20 19 2 1-3-2 95371 12 21 20 11 3-1-2
51937 21 14 3 16 1-3=2 95713 11 6 22 20 3-1-2
53197 23 24 15 25 2-1-3 97153 18 22 11 17 2-3=-1
53719 15 8 13 7 1-3-2 97315 22 10 4 24 3-1-2
53971 9 11 23 23 3-1-2 97531 24 12 2 10 1-3=2

A2-A-3



SECRET CHANGE NO. 3
Rel.2e T ay
COMPLEMENTARY INDICATORS
INITIAL SETTINGS

Six 20-Wheels Wheel Six 20-Wheels Wheel
KEY Wheel 1 2 3 Motion KEY Wheel 1 2 3 Motion
01234 - - 23014 1 18 17 5 3-1-2
01342 T9 T¢ ¥ I-3-Z 23140 13 17 21 4 2-1-3
01423 _ o o - 23401 2 19 13 4 2-1-3
02143 — T 24031 14 10 23 17 3-1-2
02314 - - 24103 25 4= 2 25 2-3-1
02431 1% 2 Ta 7 I.32 24310 - -
03124 13 § 5 24 3-2-1 30142 "~ - Kol
03241 7 7 3 16 2-1-3 30234 17 Ts Zo ¥ %.I.Z2
03412 20 24 7 11 1-3-2 30421 _ - -
04132 12 23 18 18 3-2-1 31024 I Yo B Z-3-I
04213 3 8 11 6 1=2=3 31240 %71 13 9 10 2-1-3
04321 - - 31402 i
10243 I8 I4 T T4 3-I.Z2 32041 Is Is I ¥ I1I-3.2
10432 1 12 21 19 1-2-3 32410 5 18 24 13 2-1-3
12034 4 21 4 3 3.1-2 34012 16 - -
12340 _ L TN 34120 10 I9 Z3 20 2-I-3
12403 - - 34201 1-2-3
13402 ~ T Is Is 3.I.Z 40123 1I2 Is B 2-1-3
13204 24 8 22 6 2-1.3 40231 6 e
13420 _ I 40312 I T -
14023 _ - - - - 41032 T T Is I 312
14230 - - 41203 - =
14302 © T % 9 Z.3.I 41320 ~ - T T -0
20134 _ P 42013 ~ R
20341 T~ - T - 42130 22 Is § I3 3-2-I
20413 I4 DBl 42301 5 _ 24 - -
21043 20 _ 24 T _- - 43021 - -
21304 - - 43102 Jo Is T4 71 3-1I-Z2
21430 7 Iz Is 7 1I.3.2 43210 - =
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CHANGE NO. 3

COMPLEMENTARY INDICATORS

INITIAL SETTINGS

20-Wheels Whoel
al 2 3 Motion KEY
Z-1-%  7BBcY

- - 78695

22 I To 3¥.Z2-I 78956
e e o e 79586
- T T Do 79658
5 - 79865
- - T oI 85697
- - 85769

T I2 T B-Z.I 85976
» -~ 86579
2 te > - 867956
s e 86957
Ty W B e w 87696
I Sy 87659
= =T =T T.3.2 87965
I4 21 2 1-2-3 89567
- - 89675

T T T Cerw 89756
- T T I3 95678
I3 T 71 3-2-1 95786
- 95867

e N E - 96587
fm © T Rares 96758
R 968756
=, " " SN 97568
o T T erer 97685
T Is I.3-2 97856
_ _ To _-_-_ 98576
Sy 8 T e e 98657
- T T TS 98765

A2=A=5
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Six 20-Wheele Wheel
Wheel 1 2 3 Motion
- = = = THe
24 o 21 Z2 2-1-3
7 1=2-3
5 Is 7 T2 _- -_
3 - - - ===
4 %o T T ZIF
To I I6 B 3Z-3-.
17 7 16 19 3-2-1
5 Yo I3 I 3-3-T
Zo I5 8 I8 3-3-I
%3 3 4 13 3-2=1
8 T 3 T 351
3 T2 T T3 331
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SRFHUAEDOIWNZPBX 4
MXUFREDYZHQPTKSO 2
BGNZ"TAVMCDLQJUX (2/23/39|3/18/40
BSGQXYILUCRAJOTM [2/24/39 4718740 0/17/42
XPHETQBIUTSCARGD [2/25/39]5/18/40 R/16/42
KUCNXFAQTS™JYDPO |2/26/3916/18/40 |3/15/413/15/
E"BRFPVCIZNYJQLA |2/27/3917/18/40 | 4/14/41
ZGHVJXBSMUDRLOPA |[7/28/39]8/18/40 4
KSQOZUMVIDTG™LBP |[2/29/39]9/18/40 |6/12/41
HBONMADYCGKFVIPS |72/30/39]10/18/40 .‘RHEL_
PUEHKDAJHMLCFO™SY |72/31/39 8/10/
AHFQLZEVSXRPJIMTY EE:SFH
SURHZKFBGNLQDXP |8/2/39 |10/8/41
JIYRKCDPB™AVFSMT |[8/3/39 |11/7/41
YGMLOJRENFWPTHBC |8/4/39 |12/6/41
QXMICNHEJAVFSRUB 9/39
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LDRBOXJSUYVKZHQMNM 8/39
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43-319

- S o



SECRET ‘ CHAPTER III - Appen@ ORIGINAL
R.1.P. 77 NO, 1 - ENCIPHER : JANUARY 15, 1941
9% 3 4 5 6 .T.8.9.10.11 12 13 14 15 16 W 18820 =
k4. T3, 6 ATE . BRI0 5[16 18 9 3 15(12 20 14 2 19| 1,
2,61751218201019151213145834111672.
3.] 219 12 17 20 4131518 11| 6 8 314 5|9 110 716 3.
4.114 9 1 413| 517 712 16|151018 2 19| 6 11 20 8 3| 4,
5.19161086215 3.20. olis 14 _5 13 2 AT, T 1 45
6.201518197512 313|211 10 4114|1516 8 617 6.
7.é1o1é1211 3 217 5 61320 716 18| 1 9 414 15| 7.
8. 1 2014 15 7|12 313161017511 6 9| 418 519 2|s.
9. 9 14 20 17 12|15 7 4 2 18| 3 16 19 a111o161359.
10L.10T 13 5_T7 J0l16 11 2482011591914 312 18 6[10.
1. 2 593 8161T 18 S T 11| 21912 15 10 3 6 ¥4 20 ¥ (M.,
12.1341621712111714199510381315 6 20 |12,
13.|16 611201719108937151412 15 213 4 18s.
1411311 4 912! 8 3 514 17| 1 22018 6| 719 15 15 1014,
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SECRET NO, 3 - ENCIPHER ORIGINAL
Relebe 17 - JANUARY 15, 1941

1 2 3 4 5 6 T 8 91011 12 13 14 15 16 17 18 18520

et & 20 41517'811314 7T31O121819 QT 46 T2 5§ 1.
2,94812291814 7T11 13|15 5 6 3 1|17 2 18 10 16| 2.
3.5 114 ¢ 1911 1518 g . 8| 2 413 1012 A6 20OAT “6{. 3| 3.
4?16102511 7201241514 o v L8 ol B S BUR R < o (R
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6% (I 15181 — 35 465212 157_1_—9 16120 8 1614 1—-1~ B
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8,1217203é21§714181015 8514'6~11 ' 56 A3} 8,
9:131'41116 T2 9101718785‘261.9432015. 9
10,1013514 716 18, 17 & 8| 1 6 1971 82124415‘2010f
11_7:9__3:_18-_6—3_2(;16 218.10 8 11 17" 5 4—?21513 1 14 11,
12,11 815101113 6 16 52012247@14 S 1718 19(12.
19a 3 T 1 219114 12 8146 IJ120 4 10" S 1571351 118813,
14,17 1220 6 4| 31118 1 5 213 9151018 7 14 8 1614,
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20. |20 7149841032166517121511131918120;
21.13_1917“1_2 161015m41é 3 ’?2;) 3 8 11 5-1—;} T 8 2é1.
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23. 17161910 5|1 1318 6 211 171514 20| 4 912 3 8|23,
19/ 91620 6 5|8 10 11 13 14 |24.
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£ e B
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23 il B b [ 8

7
13 4 5 812[1715 1 51611 318 20 9 |es.
9 10 11 12 13 14 15 16 17 18 19 20
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izl 17100 1060, 261 B, B 713 14 18 15 120 1 520 6 4|13,

14 41142 T 3, .8/18 16 5 4 20| 2 1 .9 1¢ci18 10 14 17 13|14,
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t ] ] 3 1 ] ] [ ] ] ] ] ] ] [ ] ] t 1 1 [ ] t ] 1 1 [ 1 ' ] ]
193 1 g8 3 $1 193 3 i | i 1 19 1 3 1 1 1 19; 3 3 3 3 1 193 g g 8 3 1 119
] ] 3 ] [ ] ] ] ] ] ] ] [ ] ] ] ] ] ] ] ] ] ] ] : ] ] 3 ] ] 3
203 3 i i ] 1 20 1 i ) 3 i 203 i H . i 20 1 1 i 1 1 203 i i i i i 320
] ] ] ] [ ] ] ] ] ] ] ] ] ] [ ] ] [} ] ] ] ] ] ] ] 1 ] ] t ] t
21 1 3 3 3 i1 213 31 1 1 1 1 213 3 1 i i 1 213 3 31 1 3 1 21 3 | - 1 1121
] ] ] ] ] ] 1 ] 1 ' ] ] ] t ] [ [ ] ] ] ] ] ] [ 1 1 : ] ] 1 ]
223 13 i 3 i1 223 1 13 i 1 22 i1 1 1 i 223 1 1 1 $ 1 223 3 31 3 i ] 122
] 3 ] ] ] ] ] ] ] ] ] ] ] ] ] ] [ [ 3 ] ] : ] ] ] ] t ] ] ] t
23; 1 1 i1 1 23; 1 3 1 1 i 2312 13 i 3 1 233 i 1 i i1 23 ] ] 3 i 1323
t ] [ ] ] ] ] ] ] [ ] [ ] ] ' ] [ ] ] ] ] ] ] [ ] 1 ] ] [ ] ]
243 i i 1 3 L 243 3 1 1 1 i 243 i i i i i 243 3 i 1 g3 943 13 i ) 1 1 124
] ] ] ] ] ] t ] ] ] ] ] [ ] [ ] ] ] ] ] ] 1 ] ] t ] ] [ ] ] t
25: 3 3 3 3 3 25 3 3 3 3 3 25 2 & 3 1 1 25 % 1 3 3 3 25 3 3 3 3 3 325
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mmhmmmWan. 1941

6's Prequency Tally Sheet.

1 2 3 &4 5 6

1.2 31 4 95 6 1.2 3 4 5 6

. 1.2 31 4.5 6 1.2 31 45 6 L2131 4 5 6

1231 4 5 6 L2 31 4 5 6 12 31 4.5 6

1231 4 9% 6 1.2 3 4 8 6 323 496 6

By " \[V_ MAPA Date

3 4 5 6 1.2.3 4.9 ¢

.2.3.4. 5.6 12 3 4 5 6 12

1l 2 3 4 95 6 L2 3 4 5 6

Frequencies - PPN BB BN AR BB T WK BB 7 & 8% 32 5% % 3B

CIPHER TEXT LETTERS
(In order of frequencies)



PURPLE SEQUENCE CONVERSIONS -~ FEBNUARY 20, 1939, to OCTOBER 31, 1940.

1 .
3 1|l e|3]| 4|5 |6 |Y| oo [10]|12|12]| 13|14 15|26 |17(|28 |19 (20 | 21|28 | 23|24 | 25
—
«~ (A) BASIC ,
—
>
| 9 |18 | 26| 8|17 |25 | 12| 7| 10|16 |21 |19 | S|[16 | s. |20 | 22|22 | 3 |24 | 25|16 |4 |12 |13
Y
(B) NORMAL
1 23|24 | 25
(A) BASIC
~
7
3| 4a|lz22l2 | 5|2a|11| 1]14 6| 1315|225 |8 |26 |16 | 18|17 |23 | 20 |19 7 | 24|10 )
(B) NORMAL :
(FROM TOKYD)
24 | 25|17 | 23|26 |16 6 | 22| 9| 2| 8/20|20 |3 |22 | 11| 13|12([18 | 15|24 2| 19| 5
NORMAL
(T0 TOKYD)
2| 22| 4| 2|21 | 5|15 | 26|14 | 20| 3 [ 21|24 |28|25 | 20| 8] 9|12 6| 7 |19 | 23|16 | 17
*(C) sHIFT
(FROM TOKYO)
SHTFT lmuspwlmauﬂopoﬁowuvpa_uuuamou 3| a4l 7| 1| 2 |14 18| 12| 22

(10 TOKY0) |
. !

* Applied after enciphering the first TEN (10) letters of text of certain special &ispatches. There is no external or internal
indicator to designate dispatches employing the shift.

R.I.P. 77
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Ro I.P. 77

S

PURPLE SEQUENCE CONVERS. /S ( MARCH 1, 1941 to

1

2| 3]4]| 5] 617 ]18]| 9t110}11]12{1

SHIFT
PLUS
(B) F

(A) Basic sequence from SECTION II. .
Aww Normal sequencé based on March 1, 1941, instructions.
(C) Shifted sequence - March 1y 1941 to May 7, 1941, Used for speical dispatches after enciphering two groups
_ -with normal sequence, -
May 7, 1941 to May 15, 1941, Used for all dispatches after enciphering two groups
- with normal sequence.
May 15, 1941 te « Used for all disptaches from beginning of dispatch.
(D) Used for nwoa»ww dispatches Tokyo to Berlin and Berlin to Tokyo March 1, 1941 to ilay 15, 1941. HIKAL
appears before indicator '~ selector starting points based on normal starting points - change monthly.
(E) Used for special dispatché&s Tokyo to Berlin and Berlin to Tokyo May 15, 1941 to
HIKAL appears before indicator - selector starting points based on normal starting points - change monthly.

A5-B2

B



3

May

CHANGE NO.

SECRET
™

R.I.P.

o el

FURPLE PREDICTIONS JAIIUARY 1, 1942 TO

A[B [C|DJE| FIG|H) 1| JfK([L|fMINfofP|aQ|R|[s]| T| ulv|w]|x]| vz
O)jT |K|JH]J U]l BIR|[G| Y| NS |m|clz|E|w[D|]F|u[L] AP || V] 1]x
OUR
BASIC - ;
JAP v
BASIC
AlB |C|DI.E|] FIGIH| I| J[K|L|MI[NJO|[P|[Q|R|S|T [uU|lVv|w|Xx]| ¥y|lz i
UIF IMJQJOJRIHID| Y| s|c|T| Llu|afv|w|ag|k|s [Ee|x]|pr|z| 1|N
JAP : ek
BASIC : R
OUR = FTHE
BASIC :
(A) Al EJtjojul vivie]z]c|x|w|ufk|[F]s]|]L| Plafp | Hla|m|R|NT
(8)
e L 53
() ;
TO GET (B} = (C)(D} EQUALS (A)(B B)) IS OUR SEQUENCE
TO GET (C) = (B >W EQUALS (D)(C C)) IS BASIC FOR DAY CONVERTED TO JAP SRk
To GET (D) - (A)(B) EQuaLs (c)(D D)) IS BASIC BELOW NOT CONVERTED . R
SECRET SECRET




secret

TOKYO
A7 aiZed
HaNo1

SAIGO

G
FRBIN
HONGKONG

IONDON
BERLIN
ANKARA
PEKING
AMOY
TIENTSIN

(IARDR 1D

BEFORE_INVASION

BRUSSELLS

HAGUE
PARIS

A6-Bl

GE NO4 1

HANKOW
SHANGHAT
HSINGKING
M
ROME
CENEEA
BANGKOK
BERNE
VICHY

Buer~os }//?&S

(' 'y < ﬂN



