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ABSTRACT

The Biafran War, or Nigerian Civil War from 1967-1970 was a significant conflict in
post-colonial African history. We obtained encrypted messages sent from Lisbon to
Biafra via telex during the conflict. We employed manual and computerized crypt-
analysis methods to decipher a series of transposition ciphers sent by Biafran officials
in 1968 and 1969, which were encrypted using unknown variants of columnar trans-
position. We then derived the keywords the system was based on and the method
used, and analyzed the codewords, names and traffic contained in the plaintexts.
Some five-figure ciphers sent during the same period remain unsolved.
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1. Introduction

During the period from July 1967 to January 1970 the secessionist state of Biafra was
involved in a conflict with the Nigerian Federal Government. The Republic of Biafra
was proclaimed on 30 May 1967 by Colonel Odemegwu Ojukwu, a former military
governor of the eastern region of Nigeria. After thirty months, Biafra surrendered and
was incorporated again into Nigeria. According to the historian de St Jorre (1972),
between half a million and a million Nigerians died, mainly from starvation, during
the war.

Through the efforts of their roving diplomats during the war, Biafra achieved recog-
nition from the states of Tanzania, Gabon, Haiti, Ivory Coast, and Zambia. Biafra also
struggled to secure diplomatic and military support, purchase weapons, and smuggle
them into its controlled territory via airlift. The efforts of the diplomats have recently
come to light through the decryption of telexes sent from Portugal to Biafra during the
war. The telexes were intercepted by professionals: the Swedish FRA! Grahn (2019)
and the US Central Intelligence Agency (CIA) Kriebel (1968b). Some of them were also
intercepted by at least one amateur radio operator, Frode Weierud. The transcriptions
available can be found on the CryptoCellar website (Weierud (2019)).

CONTACT R. W. Bean: r.beanl@Quqg.edu.au; G. Lasry: george.lasry@gmail.com; F. Weierud:
frode.weierud@gmail.com
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The remainder of this article is structured as follows: In Section 2, we describe the
interception of the telex messages sent via the Lisbon link, and in Section 3, how we
deciphered most of them via cryptanalysis. In Section 4 we present our interpretations
of names and codewords that appear in the decrypted messages. In Section 5 we
describe how we identified the various callsigns. In Section 6, we highlight some of the
contents of the messages. We conclude our findings in Section 7. In the appendices, a
personal account of the interception process is given, as well as a description of I'TU
telex channel indicators.

Note about notation: Elements of text extracted from ciphertexts, or excerpts from
plaintexts are written in monospace font.

2. Intercepting Enciphered Messages from the Lisbon Telex Link

Frode Weierud, at the time an engineering student and radio enthusiast living in Oslo,
intercepted a series of telex messages sent on short-wave frequencies in the months
of August and October 1969. These appeared to be related to the secessionist state
of Biafra, formerly part of Nigeria. The first message was in English plaintext and

labelled “BAL191 - FOR O FROM CHRiSshown in Figure 1.
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tczc bal 191/2/8 bis - 02 1720

for o from chris

following articLe‘appeared on page 15 of the daily telegraph
of 2/8/69.

''nope makes nigeria peace move'?
by christopher munnion in kampala....

the pope Last night mace an unprecedented move for a peace

settlement in nigeria by holding meetings with representatives
of both sides in the conflict.

after a day filled with iremony, he took the opportunity of
receiving separately deputations from federal nigeria and from biafra

the meetings took place at his regquest in the apostolic
nunciature (vatican embassy) in kampala, where he is staying.
there was no immediate indication from either side of the effect
of the initiative.

observers in uganda think it is unlLikely that the pohs
inflLuence will help towards breaking the deadlock on the two-
year conflict.

he has incicated the depth of his resolve to mediate by saying
he would stay in africa for a month if he saw any chance of
bringing the two sides together.

the federal nigerian delegation in kampala is Led by chief
anthony enahoro, commissioner for information and nigerias chief
peace negotiator. heading the biafran deputation is mr.
austine okwu, gen. ojukwus roving envoy in east and central africa.

Figure 1. BAL191 - cleartext message (Source: Frode Weierud)

The first messages intercepted were in plaintext, but soon messages started arriv-
ing in ciphertext, in both five-letter and five-figure groups. For example, the message
“BAL192 - FOR CHIEF SECRETARY FRONhd& in Figure 2, arrived on 10 Au-
gust. The message was across three teleprinter pages, and consisted of 128 five letter
groups. In the middle 64/10 appeared to mark the half-way point and 128/10 ap-
peared at the end for a check. The 10 referred to the day of the month while 128
was the total number of five-letter groups. Based on the frequency of the letters, it
appeared these messages were also in English.



zczc bal192/10/8 biscaia 136 10 1840
-

immeciate
for chief secretary from cc

baple hwrhlL gafrt ecovn botel ethaa vatsd btfns momve rtfei
idnos fpgoe nrepn ekigt uonat. befca phyit hngds Lmrao fefie
rdioh tsoau isate hauns eegch fiiih cebns oncoh yyaee cvmgs
icwoa omngt reues nncaa awfto ciigs tsumt ehkng cegya eecbt
absln ciegs sgfum tragh neplx imipn tneoe nintt trcai ienlLr

page?2/50

oeetg nrreg rydir htooe genoi eotae ehrmm hontt nsLfg iplat
gynld oddrd saimo emglh 64/10 oufei aeciu ivvmn cragn eocas
wwofc ftsri eueso teslc rrrmm ncdia eneov aahhi inorg srbev
oranc eneeo 2ihme bkceg elLrds naabe robrn skeer aamtn wnoro
frrid euvosn erkyg hfdra rrayi meobs vvcgp deipe crugd ctobi

page3/30

indhs neeff nteen utnms fptai epaau siiob udrib oeosh gletb
ecome ehonf ngine fgien Lbmor friLce mtris iiaff hfsdn rberh
escko rieon caane rfmas secee eaaol mozaw rheae oohrs 128/10 +

coll 64/10 128/10 +

Figure 2. BAL192 - ciphertext with five-letter groups (Source: Frode Weierud)

Another message labelled “BAL157 - FOR O FROM DR ’'Oditdkzed on 16 August.
It was in a five-figure cipher with 62 groups, as shown in Figure 3.



Figure 3. BAL157 - ciphertext with ve- gure groups (Source: Frode Weierud)

Considering only the ve-letter messages, the rst set of 15 messages in 30 parts
was received between 2-16 August 1969 and the second set of 9 messages in 11 parts
from 19-21 October 1969. The message headers label the messages begin@Ad or
BIS. BIS is thought to stand for \Biscaia" as in the \Bay of Biscay" beside France
and Spain; the word had appeared in cleartext (e.g. message BAL089).

The messages were from what has been called the \Lisbon telex link" mentioned
in (Stremlau 2015, p. 113). Biafra had only one telex machine and this provided the
only link for communications to and from the outside world. Biafra was engaging the
services of a public relations rm in Geneva, Markpress, to pass on information about
the war in Biafra to members of parliaments and the public in Europe via the mass
media, and many of the messages were intended for wide public distributions. Other
encrypted messages were between Biafran diplomats in European cities (Lisbon, Paris,
London, Frankfurt, Rome and other major cities) and the leaders of Biafra.

The Lisbon telex was located at the Biafran delegation house at 16 Avenida da
Torre de Bebm as mentioned in Freire (2017), Angelo (2019) and Iroh (1976). Due
to the fact that the radio signals from Lisbon could be received so well in Oslo, we
are convinced they cannot have used any form of directional antennas. Most likely
they used dipole antennas which radiated equally well in the North-South direction.
The Biafran delegation house was a villa with a large garden well suited for such an
antenna. Based on six di erent sources, we can conclude that the Biafran side of the
telex link moved around during the war, and was located in Uli, Aba, and Umuahia
at various times.

(1) Kirk-Greene (1971) implies that the Biafran telex machine was in Uli at the end
of the war and went dead in January 1970. \[Uli] was nally in danger along
with the Lisbon telex".

(2) This is backed up by Winnipeg Free Press 1970 stating: \The radio and
teleprinter link with Biafra via Lisbon went dead on Monday morning Jan 12."
(Although (Grahn 2019, p. 217) stated the last telegram FRA received was dated
30 January 1970.)

(3) Time Magazine (1970) stated \The last telex message from Biafra to Markpress,
a Geneva public relations rm that has handled the Biafra account with skill,
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said tersely: \Despite widespread rumors to the contrary, the airstrip at Uli is
functioning normally." Next day it fell and with it the nation that it had kept
barely alive for so long."

(4) Onwumechili (2000) noted \Telex links with the outside world and Radio Biafra
station, which were constantly re-located, were e ectively maintained throughout
the war."

(5) The Express (1968) said \Umuahia will be the only telex connecting Biafra to
the world".

(6) Special Libraries Association (1971) wrote \[in 1967 it] was to Aba that the
Ministry of Information, the directorate of propaganda, and Biafra's important
telex machine were moved."

A personal account of the interception process can be found in Appendix A. As
far as the authors are aware, until contents of some of the messages were summarized
in Grahn (2019), there were no mentions of the ciphers in any public writings in any
language. Grahn does not discuss the deciphering methods used or describe success
rates, and the only piece of information from the book that touched on methods was
that a \transposition specialist" at the FRA worked on the ciphers. The FRA no
longer has any of the original ciphertexts. In further sections, we touch upon the list
of codewords and names Grahn compiled for his book.

Appendix B contains an attempt at tra ¢ analysis to identify the origin of the
messages, from where they were sent, by whom they were sent and to whom they
were addressed. The intention is to clarify the extent and size of the Biafran overseas
communication network.

3. Deciphering the Cryptograms

In this section, the process of deciphering the letter ciphertexts is described, highlight-
ing the various steps towards the solution, including:

Transcription and OCR, to allow for computerized cryptanalysis (in Section 3.1).
An overview of the messages with dates of transmission, group and part counts
(Section 3.2).

A preliminary analysis, which led to the conclusion that a transposition cipher
was involved (Section 3.3). An overview of the classical columnar transposition
cipher is also given, as well as known methods for its cryptanalysis (Section 3.4).
Identifying group count markers (Section 3.5).

An initial breakthrough and the rst two solutions (Section 3.6).

A second breakthrough and the partial recovery of the plaintexts for ve ad-
ditional messages that match a certain scenario (Section 3.7), followed by the
reconstruction of their full plaintexts using manual methods (Section 3.8).
Reconstructing the encryption scheme (Section 3.9).

Recovering additional keys under various scenarios (Sections 3.10, 3.11, and
3.12).

Reconstructing the indicator system, found to be comprised of a base key and
a per-message key, and correcting errors in previously recovered keys (Sec-
tion 3.13).

Solving three earlier messages that illustrate the evolution of the encryption
scheme (Section 3.14).

Formatting the decrypts and correcting errors, to assist in the analysis of their
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contents (Section 3.15).

As a result, all the ciphertexts with ve-letter groups can be deciphered and read
in clear.

The ve- gure ciphertexts were also analyzed but could not be deciphered (Sec-
tion 3.16).

3.1. Transcription and OCR

As a rst step, we transcribed the cipher printouts with the aid of Google Docs OCR.
Some messages had been received multiple times, which aided reconstruction when
errors in transmission or reception had occurred. Further corrections were made to
the transcriptions, as progress was made in deciphering the messages.

3.2. Overview

The ve-letter messages intercepted by Frode Weierud in August and October 1969
consisted of 24 messages in 41 parts, as previously explained.

Generally, transposition ciphers are more tolerant to garbles, because the letters of
a garbled group are spread throughout the plaintext and usually only a ect one letter
of a given plaintext word. Garbled ve-letter groups only a ect speci ¢ columns in the
transposition rectangle (see Section 3.4). As long as there are not too many garbled
columns, it is possible to correct the resulting decryption errors, based on adjacent
columns in the transposition rectangle.

Also, some ve-letter messages were repeated several times and from the multi-
ply received messages, it was often possible to assemble a complete message without
garbles.

A total of four ve- gure messages were also received in August 1969 - BAL027,
BALO32, BAL157, and BAL158. Of these, BAL157 and BAL158 were in almost per-
fect condition. BAL027 and BALO32 were garbled, with the group count of BAL027
indicating the complete message consisted of 741 groups, and the count of BAL032
listed as 151 groups. After removing errors, only 489 or 148 total or partial groups
were present, respectively, including the group count.

A summary of the dates, group and part counts, type and garbles may be found in
Figure 4. Further detail on the message contents, senders, and origin may be found in
Appendix B.



Figure 4. Message overview summary

3.3. Preliminary Analysis

A frequency analysis had already been conducted around the time the ciphertexts were
intercepted, in an attempt to identify the type of cipher employed. Figure 5 shows the
most frequent letters in a sample of messages, across all the messages, and in a corpus
of English texts:



Figure 5. Letter frequencies

It can be seen that the top letters are usually those expected in English texts, with
some minor di erences, like a higher prevalence of the letter O in the Biafran cipher-
texts. Such a similarity is highly indicative of a transposition cipher, with underlying
English plaintexts. This hypothesis was also supported by the fact that the Biafran
ciphers were processed in the FRA, the Swedish SIGINT organization, by an expert



on transposition ciphers.

In a transposition cipher, the plaintext elements are reordered, or transposed into
di erent positions. This is in contrast with substitution ciphers, in which the elements
are replaced with their respective substitutes. There are several types of transposition
ciphers. Those include:

The Columnar Transposition cipher, described in Section 3.4 and in Lasry, Kopal,

and Wacker (2016).

Double Transposition, in which two steps of columnar transposition are applied,

using the same key or two di erent keys (see Lasry, Kopal, and Wacker (2014)).
Other variants such as the Grille ciphers, Rail Fence ciphers, and Route ciphers
(see Friedman (1941)).

The main weakness of transposition ciphers is that they do not conceal the original
plaintext elements. A generic method to attack transposition ciphers is anagramming,
i.e., sliding segments of ciphertext around, looking for sections that look like anagrams
of English words or parts of words, and solving the anagrams.

Anagramming is more e ective when applied in parallel to multiple ciphertexts that
have the same length and are the result of di erent plaintexts being encrypted using
the same key. This process is also known as Multiple Anagramming and it is described
in Bauer (2002).

It is also possible to combine transposition and substitution in a compaosite cipher,
such as the ADFGVX cipher (described in Lasry et al. (2017)), and in that case,
anagramming does not work anymore.

At this stage of the project, it was not clear what type of transposition might have
been used, but as the columnar transposition cipher was historically the most widely
used, it made sense to evaluate it rst. The columnar transposition cipher and methods
for its cryptanalysis are presented in the next section.

3.4. The Columnar Transposition Cipher

The columnar transposition cipher historically was and still is the most commonly used
type of transposition cipher. Its working principle is simple. An example of encryption
is illustrated in Figure 6.

Important note : In this paper, numerical transposition keys are indexed starting
from 0, e.g., (2, 1, 6, 5, 3, 4, OY

2In the literature about columnar transposition ciphers, keys are usually indexed starting from 1, as this no-
tation is more intuitive when illustrating a manual cryptanalysis method. In contrast, computerized algorithms
employ numerical key values starting from 0, for convenience.
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Figure 6. Incomplete columnar transposition

First, a transposition key must be selected and must be known by the transmitting
side who encrypts the message and the receiving side who decrypts it. The transposi-
tion key consists of a series of humbers, specifying how the columns of the plaintext
should be transposed or permuted. This key may be derived from a keyword (for
short keys) or for longer keys, from key phrases, as those are easier to memorize than
numerical keys.

In case a keyword (or key phrase) is used, the equivalent numerical key is extracted
by assigning each letter of the keyword a numerical value which re ects the relative
position of the letter in the alphabet, from A to Z. In our example, the keyword is
KEYWORDIs the rst of the keyword letters to appear in the alphabet, so it is assigned
a numerical value of 0.Eis the next letter and it is assigned the numerical value 1, and
so on, until we obtain the full numerical key (2, 1, 6, 5, 3, 4, 0). In case a letter appears
more than once in a keyword, successive numerical values are used. For example, the
numerical key for the keyword SECREWould be (4, 1, 0, 3, 2, 5), with successive values
1 and 2 used to represent the letterE which appears twice.

To encrypt a plaintext, we rst copy the plaintext, line by line, into a plaintext
rectangle. The width of the rectangle is equal to the length of the key. On top of
the rectangle, we inscribe the keyword, and on top of the keyword, we inscribe the
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equivalent numerical key. This is illustrated in part (1) of Figure 6. Note that the
last rows of the rectangle are incomplete, and therefore the rst three columns of
the transposition rectangle, before transposition, are longer (by one row) than the
other four columns. This case is referred to as an incomplete transposition rectangle
or irregular columnar transposition (ICT). The case where all columns are of the same
length and all rows are complete is referred to as complete columnar transposition
(CCT). We use this terminology throughout this article.

Next, we transpose or reposition the columns according to the transposition key
to form the ciphertext rectangle, as shown in part (2) of Figure 6. Plaintext column
0 is copied to column 2 in the ciphertext rectangle, plaintext column 1 to column 1,
plaintext column 2 to column 6, and so on. The resulting ciphertext rectangle also has
three columns longer than the others, but those are not necessarily the rst columns
from the left, as with the plaintext rectangle. Finally, after transposing the columns,
we extract the text column by column from the ciphertext rectangle to obtain the nal
ciphertext, as shown in part (3) of Figure 6.

The decryption process is similar, but those steps are performed in reverse order.
First, the ciphertext is copied into a rectangle, column by column, as shown in part
(2) of Figure 6. Special care is required for the case of an incomplete transposition
rectangle. In such a case, we rst must determine which columns are long and which
are short, according to the key. In our example, the ciphertext columns 1, 2, and 6
are long columns, as they correspond to the rst three plaintext columns, 1, 0, and
2, respectively. After lling the ciphertext rectangle, taking into account the length
of the columns, we reposition the columns by applying the inverse transposition key:
Ciphertext column 0 is copied back to column 6 in the plaintext, ciphertext column 1
back to column 1, ciphertext column 2 back to column 0, and so on. Finally, we read
the text from the rectangle row by row to obtain the decrypted plaintext.

Another example with a complete rectangle { CCT { is given in Figure 7. Encryption
and decryption are easier, as all the columns have the same size.
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Figure 7. Complete columnar transposition

Historically, several manual methods were used for the cryptanalysis of columnar
transposition ciphers, including the CCT and the ICT cases. The best-known example
is the strips method described in Friedman (1941), that can be applied to CCT cases
with short keys. At rst, the cryptanalyst arranges the ciphertext in columns on paper.
He then cuts the text into strips, each column into one strip. Next, he manually tries
to match the strips against each other using those arrangements which create the
most probable bigrams, or pairs of successive letters. There are some bigrams that are
easy to recognize, such a® always followed by U. After that, he extends the process
to the reconstruction of trigrams, quadgrams, and so on. The cryptanalyst repeats
this process until the full key has been recovered. For ICT, the analyst may use \hat
diagrams" to apply this process to all possible starting and ending positions of the
columns. Those methods tend to be cumbersome for keys of length longer than 20,
and in particular for the case of ICT.

Another example of a manual method is multiple anagramming. This method can be
applied to the special case of two (or more) plaintexts having the same length and being
encrypted with the same key. The permutation of letters as a result of transposition
is identical for both plaintexts. Therefore, any rearrangement (anagramming) of some
of the ciphertext letters which produces a valid plaintext when applied to the rst
ciphertext would also produce a valid plaintext when applied to the second ciphertext.
A good description of multiple anagramming can be found in (Bauer 2002, p. 467).

A number of publications describe modern computerized approaches, based on hill-
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climbing, simulated annealing and genetic algorithms (see Matthews (1993), Giddy
and Safavi-Naini (1994), Clark (1998), Russell, Clark, and Stepney (2003), Dimovski
and Gligoroski (2003), Chen and Rosenthal (2012)). Those attacks are e ective when
the length of the key is less than 20, and they are less e ective with lengths above 30
or for the case of ICT.

A powerful two-phase attack for columnar transposition ciphers with longer keys
may be found in Lasry, Kopal, and Wacker (2016). At the rst phase, the algorithm
looks at all combinations of potentially adjacent columns, assigns a score to each
combination - the adjacency score, and from them builds a tentative initial key, which
is improved at the second phase using quadgram scoring. CCTs with very long keys
(up to 1000 elements) can be solved. The method is also e ective with ICT. In the
case of ICT, the exact starting and ending positions of the original columns in the
ciphertext are unknown (unless the key is known), and each such position falls between
some range. For ICT, in the rst phase, all possible starting and ending positions of
potentially adjacent columns are evaluated and scored using an alignment score, and
both the adjacency and the alignment scores are employed to generate a tentative
initial key. With ICT, the method can recover keys with up to 120 elements. The
attack is described in detail in Lasry, Kopal, and Wacker (2016) and in Lasry (2018).
It was used extensively in the current research.

3.5. ldentifying Group Count Markers

In messages which consist of ve-letter groups. markers of the forrm=d such as11/4,
22/4, 75/11, or 149/11 can be found. The second partd, after the / sign, was found
to indicate the day (of the month) the message was encrypted. For examplell/4
indicates that the message was encrypted on the 4th of a certain month.

After further examination, it was hypothesized that each message may consist of one
or more distinct cryptograms. It was found that the rst part n of n=d indicates the
count of ve-letter groups from the beginning of a certain cryptogram. Those markers
always appear in pairs, denoted as;=dand n,=d, and eithern, =2n;0orn, =2n; 1.
The second marker -n,=d - is positioned at the end of the cryptogram, andn; is the
total number of ve-letter groups in the cryptogram. If n» is even (there is an even
number of ve-letter groups) then n, = 2n; and the second marker -n1=d - is placed
between the two halves of the cryptogram, as shown in BAL25B, for example:

TDDTA SMLES CHESS ACFCE DTSDS BICTR OEDSS BNDEE NAANS NNEDI
PEEEM1/4 OODME RTUTS WMETG EEDSN NOPGS ICDAS LRRSS TENTS
GYDSD AMEES LYIB34

If ny is odd (there is an odd number of ve-letter groups), the rst marker n;=dis
placed after the group in the middle of the cryptogram (the median group), and in
this case,n, =2n; 1, orng =(ny+1)=2. An example (BAL40) is given below:

CTSGT IYEEF CSINL ESFVG HVRAR PEHBU EPTSO WNPOW OWIAF EDSLT
EEEEE ETERI SXPTA HNISS DAFUT IKRRB ACAOS CSNIM EEEYM CWOUR
VMDNI GCEEN BEOHN VEEMR OSEON EINPP TIOVU RFDZV UPEAY TAGON
CUROE OERRB HNEIA VOYND BA/RTVRXSOH HERDE RIOAE SRAEU

HEEHS RBHRR AEOTF BOEOE RTLNN EFAPO OEELC EEEES ACELN AGTEP
GFJRF NOIDS DRNEE IHHHE HSSOH REFTR RHOLT RGREL ETDNI ESIPS
FTPTS EOHER NAUET OWIIF EYRAE CJETA WEKSR ARSSK EENRC IROKE
69/21
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Often, the second markern,=d s followed by another sequence of ve-letter groups.
As mentioned above, it was assumed that those groups were the beginning of a new
cryptogram. It later turned out that long plaintexts were indeed split into smaller
parts, each part being encrypted separately. Therefore, the,=d marker might indicate
not only the end of a cryptogram, but also the beginning of the next one.

3.6. Initial Breakthrough - BAL25B and BAL26B

Both ciphertexts BAL25B and BAL26B have 110 characters each. Both are from
August 4, 1969. Those are the shortest ciphertexts, and each ciphertext consists of 22
groups of 5 letters, with markers11/4 and 22/4. Upon examination, they were found
to share a common code group BICTR. Also, in multiple groups, the rst letter of
certain ve-letter groups (in bold below) is identical in both ciphertexts.

BAL25B

TDDTASMLES CHES®FCE DTSDECTR OEDSSBNDEE NAANS NNEDI
PEEEM 11/4 CODMERTUTSWMETGEEDSNNOPGS CDAS LRRSHEENTS
GrDSD AMEES LYISS 22/4

BAL26B

TBHHLSSHNI UTINEAMOWO MAHRSIETR SMNIEBAEDS EHLOE OOERT
PETSO 11/4 CRPOAREFIO VEETEELOOENYEIV | ALOD RSUQBITSP
GNPSA WTECS TOGTE 22/4

This nding is consistent with two CCTs with 5 rows each, their rst row sharing a
signi cant number of identical letters (T, S, A, B, P, O, R, W, E, N, I, T, G), possibly
resulting from an identical plaintext beginning. With this hypothesis, an attempt was
made to solve the transposition by combining the two ciphertexts and interleaving the
ve-letter groups (e.g., TDDTA TBHHL SMLES SSHNI CHESS UT)NEo.that the
combined ciphertext has 10 rows.

Using hillclimbing and hexagram scoring, the following plaintext was obtained, con-
sisting of what seemed to be two distinct original plaintexts (as expected as two ci-
phertexts were combined before decryption):

PARTTWOBEGAN®COLBNL
ECTEDMONEYCOMMATHEYINR
EFUNDEDDDDDPLEASEDICER
ECTTTTMESSAGEENDSSSTDS
MESSAGEENDSSSSSSSSSRIS
PARTTWOBEGNEMUSTBOR
EMEMBERALWAYSTHATMOIOS
TOFTHEPEOPLEHELPINGCEU
SWISHTODOSOINCOGNITTRO
OOOPLEASEADVISEEEEERTE

The transposition key (the rst index is 0):
10, 3, 12, 18, O, 13, 11, 7, 14, 19, 16, 15, 1, 20, 8, 4, 2, 6, 21, 5, 9, 17

Several observations could be made:

15



(1) The two parts indeed start with the same phrasePARTTWOBEGINBich is com-
posed of the identical letters found in the same respective positions (T, S, A, B,
P,O,R,W,E, NI T,QG).

(2) The penultimate column and the one on its left (NNEDIOOERMd BICTRBICTR
respectively) are not part of the original plaintext. At this stage, they were
assumed to be either dummy columns or some form of indicator.

(3) In some words like \refunded", \direct", \end", \incognito", and \advise", the
last letter is repeated (e.g., ADVISEEEBEThose repetitions seem to appear at
the end of sentences, and probably replace a full stop.

(4) Another punctuation mark, COMM spelled out in full.

(5) In addition to the stereotyped beginning (PARTTWOBEGINISere seems to be a
stereotyped ending MESSAGEENDS

(6) Even after removing the two columns which are not part of the plaintext from
the key, it was not possible to match the numerical key with a keyword from a
dictionary or a corpus of word n-grams.

Following this initial success which occurred on November 26, 2019, an attempt was
made using a similar technique to solve other ciphertexts, either:

Single ciphertexts:
BAL18 assuming key length 42 and 5 rows
BAL50 assuming key length 40 and 5 rows.
Combining ciphertexts that are from the same day and have the sam&=d mark-
ers, e.g.:
Several messages from BAL141, combining them into 30 rows and assuming
a key length of 149.
Combining BAL25A, BAL26A, and BAL29 into 15 rows and assuming a
key length of 142.

Trying to solve transpositions with such long keys required the use of the attack de-
scribed in Lasry, Kopal, and Wacker (2016). However, those attempts did not produce
any results. Since the attack is otherwise able to successfully solve CCTs with similar
or even more challenging parameters (e.g., longer keys and/or shorter ciphertexts),
this clearly hinted at the possibility that the Biafran ciphers might not be just \text-
book" CCTs. Also, there are no documented historical examples in the literature of
key lengths much longer than 25. Key lengths 142, 149, and even 40 or 42 are anyway
di cult to process while encrypting or decrypting a message, and did not look very
likely.

The possible crib PARTONEBEGIN&s used in order to try to solve BAL25A and
BAL26A, which precede BAL25B and BAL26B, respectively. The n-gram statistics
were also adjusted to account for repeated letters (e.g EEEEEBr SSSSSS without
any success.

In parallel, attempts were made to nd solutions that do not assume that the cipher-
texts are columnar transpositions. Multiple anagramming allows for the recovery of
plaintexts regardless of the transposition type, provided the messages were encrypted
using the same key and have the same length (Bauer 2002, p. 467). Such an attempt
was made on messages with the same markers and from the same day (e.g. messages
from BAL141), using quadgrams and even hexagrams, without any result. This could
also indicate that those messages were not encrypted with the same key.

Other hypotheses were considered, that would encompass the BAL25B and BAL26B
scenario as a special case, again, without any success.
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3.7. Second Breakthrough - BAL31

The next breakthrough was achieved on December 12th, 2019, by assuming BAL31
(markers 61/4 122/4 ) to be a CCT with 10 rows and a key length of 61. Hillclimbing
produced in the following decryption (probable words are marked on the right side):

OSPSIXZEROTHSEORDASHTHEYHAVENSEWRCRESTMAREACLOWISILSHOONTRACT
SHABAFROMCHIDIA$SVOBBSEMTEUIRDCIYGWUYDXOPHREIRAEYAR (passport, expired)
EDRYYYYTENDEREAND GRRKORTRALEPRYNTEDMOGPVTOHANGLINEATHEGG (doctor)
LINSAPPLYINSDLOIKORADASHAPOORRACEINSOSSHEMDELECTAMPLEROFTHEG (applying)
ROUHEWVISREHASONAIASHHEHADBYHASOCIFOFISAHSTNPTASHHEADIPLOM (swiss, donald)
ATITRYISAFORTAREVELCERTIFICPERESSORENNASABYCTASPPOEMICOLO (visa for travel certificate press)
NDRHBEOCTGHEPTARHVEWANDUTALMERNAFTHREGALAAMARGOIRATMUGGL (doctor, five want)
ISESTOCTMEINMISTEELKINGNADEOSTOOURSEACWWDEMTLORTNSSILLIG (guide)
REPRELIEVEFIIGSVEESSAGEERNDINSMENINTOSTANOVENESALLEMICOLO (messageend)
NMRKINGATABORIEMSSSSSTEBINEASHESWORETHEMSAGAINGESHALLAR (endsssssssss)

Recovered transposition key:

16, 28, 32, 55, 46, 43, 21, 58, 12, 3, 0, 6, 47, 44, 51, 49,
26, 11, 42, 57, 48, 45, 23, 60, 14, 5, 2, 8, 19, 15, 18, 10,
52, 22, 36, 34, 39, 37, 24, 9, 40, 17, 38, 31, 30, 27, 33, 53,
20, 54, 25, 29, 41, 56, 59, 13, 4, 1, 7, 50, 35

Even though some of the guesses later turned out to be wrong (e.dponald), the
presence of so many signi cant fragments of plaintext could not be the result of pure
chance. In addition, the presence of a stretch of repeated S was expected from the
decryption of BAL25B and BAL26B.

Another attempt with an improved version of the software implementing Lasry,
Kopal, and Wacker (2016) resulted in the following decryption, with longer signi cant
fragments:

EWHOSECONTRAGPINALLESTARSIXZEROTIARDWIESASHTHEYHARE
DIREDDOIMEYARIHADTXPPUIGWUWFFREMCHIORENARAKSSVOREBEMIC
OLINREPEATHRGGREDRHTGGVALTEDMYYYYTENDENYPETOARSIKR®DRA
EA EADEROFTGIRLINCOMMERPOSSPISY INGNDCLEATKORADASHAPOLI
SHHEHASADIPMBROUPDASSYHHRBEWISSREBANATIONALDASHHEBIAS
NFPORTSEMICRATICPASAEPENTRYVISAFE@ESBYRREVELCERTIFICAT
ELIREPEAMIUGGLTNDRMUGEIAREED OCTANIAARAARNEWANTTR
ALTNMISSSILLIGEBEMICWERURSESTOGNMEVODELTOEELKINOGUST
SILLIGSEMICOIFREPEAINLAINORELIEVEFNANOVENNERSSAGEENDS
ENGHPASHLLARONMRATTIEWRKKINGABOHHHEMGEENDSSSSSSSSSSS

Since BAL31 had markers of the formn, = 2n; (61/4 122/4 ) and could be partially
decrypted usingni, = 61 as the key length, attempts were made on other messages
with the same characteristics. For some reason (not clear at the time) the attack
under those similar assumptions failed for most of the messages with, = 2n4, such
as BAL214A (71/19 142/19).

However, the attack was successful against four additional messages: BAL1924/10
128/10), BAL139B (64/16 128/16), BAL214C (41/19 82/19), and BAL151B (43/16
86/16), as shown here.

17



BAL192 (with key length 64)

SECRETLNBSEMEEORUGWUMBAFRGMERIPBEGINSFRIDARGHRIGHEI
GHFORRAKPANESEATEDOANDOKAGBUHEFENAULDARRIVHBY¥HIERSEC
FROMCCREPHATEASEINFORMCHIEBEINESDRYENABLEVIEANDOANDUGW
UMBAARAEASH-FOROARRIVEHEREEMMALITIESTOBECOMPLETELINEORM
MVISSIORRUDOKGGHTTOBEGHNSASESECRETLNBSENENEOSDAFFIATHA
THISWIFEHASBEMENBEFOREILEAYN EFORHHHEHEEMOQTCCNOENHEREFO
RONEWEEKWAMPTOWECRETLNBSEVENIMPORTANTREPORDARFFHURHIM
ANDCONFIFYILEZERBOREROMOQC CNIHROUGHKOGBARMICDEISTAKIN
GI'HEFLIGHT@GNPAEASDVISIDROKIGBOTIMABNDAYMORNINGGHEBBAYNIG
HTSECRETLNBSENWOGSNDHISGROUWHPHISMESSAGEENDSEMNDS&ENEIGHT

Recovered transposition key:

21, 28, 49, 61, 34, 24, 9, 6, 0, 43, 52, 3, 40, 22, 29, 50,
62, 35, 25, 10, 7, 1, 44, 53, 4, 41, 38, 56, 59, 32, 47, 19,
13, 23, 31, 51, 63, 36, 26, 11, 8, 2, 45, 54, 5, 42, 39, 57,
60, 33, 48, 20, 14, 17, 16, 30, 37, 55, 58, 27, 46, 18, 12, 15

Some regular patterns were observed in the key, when tabulated di erently (see Fig-
ure 8).

Figure 8. BAL192 { patterns in recovered key

At this stage, there was no clear explanation for those patterns that seemed to
be hinting at some kind of transposition with a key shorter than 64 but with some
yet-to-be-explained discrepancies.

BAL139B (with key length 64)

WNROHUNABELTHENEXTEMRTTWOBEGINSTUESISVAHICHWILLTAKESOME
ERBACKETSUNDRBRACKANDNURSDAY SRESPEHEVRFOURDAY SEH5A
DSTTTHEREISNEASTLATIVELYBRACKBIUNBRACKSITTOASIKKBFCDURSE
KSVRIRWAYSCONNECBREBSABENAAIRLINEFLIGHESIOTROUBRARAWILS
SDEWEENMOSSMANANDSMIGLLSLROMSUCRONYTOMOSSMANRVISEYOUASSOONASWEHE
AREONLYONCEAWEEKDASHONRESRISCHNBRACKREROMLUMETIERANDSUVO
CHSURDAYSPARAHAVEVIBBEHONLYONEFLISMEANDPERHARBICHEYQH
ERBUIRIESTOTHEEMBREBKKREPARFK®OLLONTAYWMIUWILLINANYCANEE
SHECONCERNEDBUTHAVEWNKRIDAY ARRIVIGIGLLOATIFORMUSOFBIEO
DUYRECEIVEDTHEIRREEBDENATURDAYCOMMAREEEH-THEIRFLIGHBA

Recovered transposition key:

31, 51, 19, 50, 62, 32, 25, 10, 7, 1, 44, 53, 4, 38, 35, 56,
59, 13, 16, 47, 22, 41, 20, 18, 28, 49, 61, 27, 24, 9, 6, O,
43, 52, 3, 37, 34, 55, 58, 12, 15, 46, 21, 40, 29, 63, 33, 26,
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11, 8, 2, 45, 54, 5, 39, 36, 57, 60, 14, 17, 48, 23, 42, 30

This key also has some regular patterns (see Figure 9).

Figure 9. BAL139B { patterns in recovered key

BAL214C (with key length 41)

CONTAINIMPORTMEGTBEGINBNTHETHREPARTE
RIALLLLTHESEMATRIRRRIVINGTONISERANOMAL
SCOULDNOTBEOPERRBSMARKEPRVHICHTO
HECUSTOMSHERESPTDMATERIAASKEPPSTRPL
EASEARRANGHFEEUTKDTOHHINISNGRICOAG
ESTOBEOPENEDTHHEIREHEYAREARRUUUUUBONO
RDERTHATEXPEGOABWIERSEXXXKEDFEIGNE
RMAYBEKNOWNRNNEENVHATTHEYAREODONAS
EKEEPMEPOSTED&SVEIEYBELONGGGOWRUTHA
TTHEFINDINGSAREBENHEPACKAGIFECGISEE

Recovered transposition key:

40, 8, 32, 18, 22, 36, 4, 10, 0, 28, 12, 14, 24, 2, 34, 38,

26, 19, 17, 20, 16, 27, 11, 13, 23, 1, 33, 37, 25, 15, 29,
21, 35, 3, 9,39, 7, 31, 30, 6

This key also has some regular patterns (see Figure 10).

Figure 10. BAL214C { patterns in recovered key

BAL151B (with key length 43)

PHEIIGHODFTHEINSPEGRKMDWOBEGINETWOUNNRST
AGENERALOFPOLICELETGERMANFILMCONEMI
EREFERENSE®NEZERMASVHEYALSOCLAIMEBRE
IOSTROKEONESEVENDINREESTOFAMERIBARTIE
FEOFONESIXAUGOSENINICHTTVVVSTATIGNEHN
SESIXEIGHTCOMMRUCONSTFRHOTLEMENKREBOO
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