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1. EZnclonad is sopy of FPart III of Hubt & rejcrl for waek erding

2, Cable mns sent to you today advising that thane had been
as 1 ¥ay extension of UK D bub that the ilrice dally stockar change
had gons inte elfect. Thers uis 308 raluctsnce Lo sawe sy suggesticns
sz to thw peopls jyou have bean prsining on hend 3EC, I Ghink it is
felt hape that L€ these people now know how Lo do the Jok, luriber
trainine and experirentetion al . H. 13 unneGessiry. Hesgver, it 1s
hoped that if ihay srs Lrunsferred Lo other wari they will s be
avelichble if the axtension of UF D doss ceour belore zmachlns sethods
havs besn fully developed.

3, The thrice-dzily change will ialroduts = resl problem cnly
in rare instsmoss. Lf the first sst of stedkar ave recovaldd; mod-
sarsp after Ao chenge w11l producs sbout T1S correst taxt ( 22/2% %
21/25 ) if thore lg no error in the indleator. This is substaatial
encugh Lo snebla the nesessary cerrestlans te ta s3slly mds. The
change of getting a correst indlestor is sbout 355. It varles alightly
depending on whether or not the plsin or clpher varalons {(or both to=
gather) contaln repaated latters. 1f a namber of messazas are avall-
able Lhu obviocus thine to do 1s to try Lhes until cne Is found with
po indleator srror. I thers are only a few and nona works *Sulddling®
can be trisd, that is, zssure sach whesl In turn Lo be szong and try
1t i= all 25 sther coszitions, This involves 75 trials and wlil work
emlsgs neve than cps wheel is off or abeut ST of the Lims. Howover,
78 trials with an BOL chance of suceess whieh will yleld euly 3% plain
sext seoms lowe degirzble than trying «ll 150 changs poasibilition,
this belns sure to yleld 1007 plaln text. Carbelaly ihe latter zethod
iz proferaecls for the 2300 chanze sinee Uhis will lawelvs ondy 34
trislse (Csleuiations ars my ¥Bj.

Le 4 dacede lndicstas s prospacllive changs in Jerman ~dr Foree
medtnw zrads systexs. Ig lasgnage, &3 wanal s s sryptls sl anbigucuse
Tre folicwins repraemds Hut 3 sonslusions wilh ressact thorstol-

rThe socers, implissbion of thls slgnal wonld Rppesd Lo ba A%

foliougie

£. That the Tersan Alr foree Antand o dnbrodues o new hand
gyshar (shich one must suppose 1s & replavemnd for Double
PMayfair). The dste of introduction liss hetwess the present
time and sugusi 1744.

b, That the cypher iuvelves scae kimd of spocially prepoared
forms which are complizated to print and onde cosniated caumot
be veprinted.

6. That tha cypher L& highly llkaly Lo invelve truocsposition
of acme kinde”

fngl, ~ 2 paguEs szdter Jo Frisd
d) Capte Sizml Corps
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SURJECT: Eiscollencous Itcus 20 Juns 1944
0 3 CO, 334, Yar Dople

l. ZEnclosed 1z mlorofilm (Dw133) oovorinf both
the Tudd § dooks Thiz wes roquestsd in U, S« 174,
soction would spprecists receliving a set of Llow-upse

8. 4 sscond draft of the eryptographis dlotl is belng
typed &nd & CO rmadbamd‘gram t to U{thinlf“
dayss Tt i3 :EJJ. ¢onsidercd ogly a mﬁ:ﬂ i

Je In rasponse to Ue S. 168 I had s photostat made of the
Diccionario Cryptosraphico (TL 3563)e Xrs Bxsll, the hesd of the
Berkeley St. Fortuguess section, voluntesred To have the nocessary
figures written in and to send 1t %o ¥ou direstly together with
negesssry charts, tables and instructioms for resding sll the
FPorteo systems shout which you inguireds All of this materlal
should have reached you before thise

4. Enclossd are s seriss of photostats covering captured
treining mebterial on the "Rasterachluasel® togethor with Zritish
commentse A8 alroady reoported, this :{gzzm is to be used by both
Army ond Alr Foree beginning 1 August » Ho iz known &8
to whether or not it will rsglnce the Touble Plnyf in the police

traffice A training course designad to prepare personnel for working
on this system was started his morninge Tt begen with a 2 hour

ticns of
p Near Esst

talk by Col, Tiltman who reviewed gemeral wmoe of sol

transposition ciphers, traced the hls of Cerman fisld ciphers
from the be of this war, and ed with s dezcrhlcg:m
of the "Baster % and & disgusgicn of ponslible met of

attack, The treiming progrem L3 to last aboul 10 da Beveral
of the psople mmbﬁuw'smmpmug;smm;_
It was interesting to nots that the fleld elipher vsed Ly thes Cer
at the vory outbresk of the wer was similsy some respecky o
the "Rasterschlussel®s It used a 1J x 1¥ mastrix with 3 calls \
blacked out in emch row and colwm and with a colored or shaded band
running from lower left to upper right. Twe koys were used, one
for transeridbing the unshaded portlon and the second for ths subse-
uent transeription of the sheded portions The Indicstor showed
g}m point at uhich inscription started snd the colmms first to be
transeribede These ware different for the twoe keys bubt in sach case
transceripiion procseded oyc from the starting column chosens
Flayfalr supersedsed systems of this type on 1 Fo 1240 and with
var changes and Inrovations hes dominated the un grade fisld
ever since, Tho big unknown factor sbout the "Rasteraschlussel” is
the matter of distributione If sath steneil ls widely dlstributed
i1t will obviously be & great desl aasslsy than if sach division has
its I;vn. It row seems guite definite that the stencil will change
dallys

¥altor J. Tried

Znels - 1 microfilm ' Copte Signal Corps
Fhotoatatse "
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pifficulties 4in the Supply of Rasterschluessel
to the Cermen Forcess

1. Raater, the now stoncll hendlay, which wsa to replsce Touble Flaye
faiy on August lst as the stendurd hendkey of the Corman Army and Gelele,
1o both esasy to work end difficult to breslk. 7rom the firet however the
Germon authorities have besn worriled about the difficulties of manue
fecturing and distriduting the ciphor material.

8., During April, bofore the declision to introduge Hagler was mens-
tioned, s widespread inveatigation wae leld into the peasidhllity of -
ourtalling hendlkey requirsnantse The relerences intercepted were fron
Western Uermany and Irange, bub the survey may have Locn mors gunsyale -
An instructlon from Luftgau XX on ey lst that atetlons «1th only one
cipher mechine would contime to be sllotted the handkey, woull appesar
o be relevanie.

“ 3. The first explicit mentlon of Fastor eamphaslzed the supply ¢1fficultye
It wae a lod message of Aprll 20th, eg folliwei-

To Jeneidoer Plskkorps Nafue, :

1) It is not possible to provide a roprint of keys in the new -
handkey yprocedure (Raster) ebout to be lntroduced 2) A suitsble atock
18, therefore, to Do meintslned &t Luftllotte and Iultgen Hlus In case
of demand, 35 Landirey requirexents scoording Lo the latest reckoning
are to be reported on ey Snde Indenta st incrpssed requiroments rate,
will owing to the spealal circumstences of productlion only boke slfect
after & querter ((thres months)) o.2s en ineresse in sn indent ordered
in day cannot bo supplled Llll sugust,

OKL, GeneFafs 2 Abte IV C Haratall'in 10220/44 gohelm. ,
4. On Hay Oth s mossage from [uftflotte & to Fallachirm ACK 1 pefw
erred to the overburdening of the (shelmsohrliftsiells ol UeneHalue
causad by ¥ AOK 1's large indents for Weys especielly handkeys. Whlle
thers is hore no explicit reference to Raster, the message iz of cone-
gldershle interest as indicating a possible bottlensck in the mamface
ture of keyse :

Be “ne eipher material required for training seems on the whole to
have been Alstributed sdeguately, Onedivision in Ttaly, probauly 3
Panser Oren. ive, complained on June 2Uth thet sdequate tralning had
bsen impossible. I/W's of the siznals btrupp of 700 I.D., captured at
Cherbourp, sald that they recelved no tral in the uze of lastere
But & large mumber of returns stating that tralning wes comploted were
sent early {n July mainly from G.A,F. stetions in Germany, France and
the Low Counirles, dut slso {rom other statlions inecluding Army stations
in the Test ard aiaawhﬁrn. Thare 13 little doubt that, In gonsral,
training was completed up to scheduls smd practically all signals
personnel will be raasdy to use Zagter on August lst.
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6. To all appearsnces, ths distrlbution of operational Rasterschluessel
was progressing satisfectorily early In Julye From various reforonces
on Testern O.4.0. networks 1t appoared thet kaz; ware alrsady with
Inftgan or Xorps end ware paing nanded out to thelr ultimate users.

On Ttalisn srmy netsorks divisions were essking g% the end of June for
theiyr businags haster keyse. The usual detes Tor key distribution are
from the 18th of the month proceding uso. P/7 ovidence suggested thab
the keys for @.u{i:ust , Joptember, md Octohar had in some o6 boon dig=
tributed to dlvisions in Wormandy belore the middle of June, Howevel
thers were hints thet distributlon diffisulties had nol been entirely
overcoms, An Inatruction (rom OFL authorlsed thoss Inftflotten and
Inftzaue, which hed hean in the hahit of areparing spoclal handkeoys for
sertaln suhordinnse networks in thelr aves, 10 gontinue prepering Shem
4n ths old fora for fugist, as 1t would bs farossivle to supply the
stations comecerned sith Rastorschlhessel Helore Sopbanbare
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7. 'The signs of serious supply difriculties appesred quite suddenlye

On July 7th an instruction fyom Jugdkorps II steted that whera
tohluseselblosks ((the trensperent foms sheats on whigh the messages are
encoded)) oould not be delivercd in sufficiont gquantity through the

ususl supply chennel (¥aghschubwes,), stations were t0 obtain through
statl office, (Verwaltung ¥achschmbweg) trensparsnt paper to be ':
used for some a0s On July 1Oth a departsent of Fe tur
Rousn sont & message in Nightjar to & de srtmemt of Pefehlushoher Nordwast,
asiing whers “chluesaelblocks could be obtained. On July 11th Flakkorps
IIT ssked Cone Lsfue Marstall for 400 Soxluesselblocks, which
Fachachubdienst could not supply before Septembers On the swmse duy

L.Ne Abte 1V/812 told 8 JeDe that 1t was upable to get lmster (corrupt)
for Raster cipher matorial belora Beptember lst, K¥ilitey Befehl-
shaber Frankreich stated that on the mthoru{ of Thekla (0.D.Weat)

Raster would not come into force on the West t1ll Zepterber lat.

8. It is clsar that the Gerwans from the Tirst expected diffioul

in the compilation, print snd distribution of Hesterblooks and
printing and dﬁ.atr{mumx of Schluesaelblocks snd thet it 1s this p
second T oblem that seems to have temporarily defeated both GeAoFe and
Gorman Army suthorities. : '

It would, however, be unwize %o ssqume that the postponement 1is
%en:ral or aven to put too abmolute o trust on postponement in the
GHVe

Dlntx*ib_u_gion H , ATXTA L’Iﬁ[g&,

1t.Coletlatir~Conynghane, Haln Buildinge
uajor Brown, Block P
¥y, Eilney Poayry, Hat G.
T,T.3.2 (&r Parker), Hut €
- /cdr,Coser, Mt 3¢
Uy J.Cooper, Elock Fs

e H.Elwards, T ok Pe
¥ajor Oedd
Eaior wills a SIXTA

. ¥rs ¥hitfield

¥rof. Vincent
¥y, Yelochman
¥ajor Babbage
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SUSJECTY Hiscellamsous Ibanms
e 3 00, 8534, Var Lepl.

1. Cricket is the only CAF key which has thus far zons over
completely from Flaylfsir to fssters Ope other GAF Xey has used
some Paster bubt mors Fluyfalr, Hepstitiem of old Tlsyfair sgueres
on other keys laads to the bzlief that thoy srs Just marking time, .
waiting for Rastor to da introduceds Thore has been ng appesrance
of Haster whatever ig Army or Follice traffic or on other My keys
except for prsctice messages which have bsen anclphered on the cape
tured stencilse 4 fow very sstisfgotory Bits of Intellirance have,
howevey, bean glesned from thls praecties treffie,

2o Thore have, &8s yeit, basn no Haster zelutlons. Vork is in
progress on somé re-encodements but the texts sre doubtful due to
varistione in punctuation, sbbreviations and um of cover nantse
A re-trensmission of s unresdeble messepe le elao aveileble for
study. It shows significant repetitions tut there ure slight Cise
erspancies in the letter count, 4lso, unfortunately, it seems as
thoush the srrora in the first transmiseion were sabstantial rather
than trivisl. : :

3. O%a 2499 has just besn received. Fhan & referenco to
Hezelin Cryptosraph Type B 211 appeared in the trefflc the ISK
section smtudied lNr. FPriedman's paper on thes snelygis of this machlne,
Thev ere fairly definite, however, in thelr concliusion Ghat the new
machine {which %1z oslled # 41) iz not the T 21) or an adspltablon.
thereof. L% iz 3til) being used only for practice $raffic and the
totsl weteriacl on hanl is nov aboul 12,000 Jetlorss

4. I have finally hsd an opportunity to tave up, with the head
of the Year Past ssctlom at Barkelsy Ile, Ire 0livor's notess of 13
Bxy 194¢ (inzex 4 to Monthly Information lstiter F 1ll. Ths o

things thet require comment sre that Tr. 41iver 1s guite right in
the correcticon he mukes 1n psrasraph & (his 7 8) axd thet the Franch
code nsed for LTh s &n sdeptation of "SITTIINKY. I understand

that PSIPTINRY 13 2 woll-knmown Fransh ecommorcisl code containing

100 papss of 109 groups cach. Eew values heve hoon inserted
throughout tha book and sz a result 3t heas bssn expended to 115
PELSE

5, Supplement of 17 July to Monthly Information lLettsr # 3
stetss in parsgraph 15 that T "havs by nows recsived the Hdgerton
book on Frameh swstam identificsilon® and that ¢ new elition ia
attached &5 Annex . The now editiorn 1y much appreciated tat I
naver racaived any prior beol,

8. The Bulgerisn gquestlons contanined in inmex D to the fors-
golng supplemant have been rudmitted and I will advise shoertly as
o what Infermation 1s svsilable.

7. The remaining parasrephs of this rsport deal with matiers
coversd by Xonthly Infommation letier & Je

Authortie NAYD 960 3B
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SUBJECT: Misgellansous Itewms
70 t 00, 82, ¥ar Dopte

1. The answers of the head of tha Btrlmhzost. zmlaaﬂun
seetion to the questions gonteinsd in Annex D Supplemant o
- lonthly Information Latter 73 are as £ollows fw

8(1) Diseriminant 99911 iz used in fyont of traffic betwesn
softe and Stockholm and Sofia mod Ankarss o sorixinant
01313 12 probably & misteke for S1313 which 1s the
swe a5 35511 Diserlminent 20801 1s used in fyont of
traffic hetwsen Istambul snd Sofis mnd Edlrme and foflane
1 know nothing of Alseriminant 02208,

(2) Very often no discriminants sre uged in guzes whore the
icn::gr cods in use 1s well lnown %o both partlexs '
congerneds

(8) 7The A pazination for $9U1Ll 1s quite correct

(4) Tha disoriminant 44422, as used recently in traffis
netween fofls und Dudspest, indicates a xew code (with
@ @ifferent peginztion from the 0ld 44422), Thiz has
not yot been solveds

(8) 1 gannot give any further information on this pulnts"

2e Apparently you are studylng some of the less important
Palgarisn gystemss iy previous reports hive eovered the 4
pal aystema, fven though they sre not resding the treffle
am sire the Sritish have some information on the minor systems
gugh as p8 tion mequences snd probably some ldentifisst ™
If you % lot me know whish diseriminants you are working on or
“;ﬁ %11:0 to work on T will try to sexd you whatever dsta is
svallable, :

3., ‘The use of laster has not yut ineresseds One stengll hag
been reconstyucted fros B rowencodements and & few mossspes have
besn plsced. Tiw recovery of the row ond golump coeordinates apd
1ndicator encipherment keys iz lsborious end is being done simply
by setting mezassges #iich use ths rogovered etenglls Spesdiep
setting techmigues are being zoughls

Ealtor Je Frisd
Capte Gignal Corps
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§LS0T: Rastorschluessol
104 GO, Tl Yay Lepts

le The GAY las sorne over entlraly to Hastor hoth on the Yesteyna
Proat ord in the Meditorvencsn thoutres, 5he only Mlaylelr atill on
tae oly comgg fram some urivte lsolated in Erittany, Orlekel started
wgins Fasbter on 1 Auguote Snowdrop ard Cookrosch galtched to It od
Al Fupnely and within the next fow daye @ll other keya graduelly went
GVED . _ .

B, "he Vestern Awmy will not start uglng Raotor until I Octabors
The pleng of the ledlbarrancan Arhy sré walmowns Pollge bealfliec 1p
definitely soing over to Naster alse bub the date s waimown.

e Tha suyuat stanoll pad for Crlekat has been eapiureds I%
reachsd here on 10 August et wines e subabitute psd wad nsed beginnd
17 iugust the dese of oapture wes probobly sboul the 1iths, All Criagg
grefiie foy the firgi 18 L’mTi af the month Is belng dscliphered lop
tho purposs ol shwiylng habiius and erxoyrse

d4e ™ Lo the tilmse of this capbure 30 mesgages had boen mel on
the reapnsbpostad shanall (Report (P=78)s This was Jound selficlent
o affect alnmant campletd recovary of tho row and ol co-opdinaton
gnt the indlestor snoijhiovmant tablae 411 ldentilications wers
gonliraad by ths gaptaros ,

Le Lo gdéitlonul abanolls heve boon pegovereds A oW rew-gncodise
monto ars sveilable snd thase sre belng worked oms Zrige Tiltmess
art ths losonrsh [ection are now shtudying this prodlesam. They are
teyine to develop msthods for stencil ysoovery sludich do not rely on
re=-gncolgnsntie ~ ‘

. 6. Coples of your two papers on setilng mepsuges wers recelved
here s few dnys ego anl I had & chanes Lo vead tlem yeslerdey, 740

- arith mostiod sesze Calyrly roapld but this trelfic in not stereotyped

aud the mathod cwmobl Leve u very wide applicstlone The other mellod,
in wy opinion, 1a t03 slow 0 be pragilesl, Aboul 10 days &go 1
guzzeated a procedurs whilch I feel would be a great Jdeal gquicker and
simpleve. It involves diveot utilization of the spetial reletions

of the stencil whercas your iethod procseds throuph an 1o ape
progfh to these reletionse I enclode & byiel Jduscriptlon of my auge
gestionge \

Enele - : ' Walbey Jo Fried
 Cupte Signal. Cowps
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dage 2
Vothod for Setting Fesbey Hegskges on Enown Utonell

1y When steneil, lranspoaltlon key and mamerlcsl key are Jnour,
thers are 240 possivle gstarting polnts wth en average of 0F laitisl
fvanscoription coluwnmis for duche & rough eabimate fs that by the meiluwed
Sagarivad below & benn of 2 pacple (one of whom must Lo thle to precogrdee
Corman plaln text) ahwild bo able, &fter some practice, to test all pow
sitiors In about 2 hourse. ‘Ihie average tLime w thas e abhait 1 howy
o iesz i bad heblis Covelop Ir the polectlon o aturting polntse w’lf
couree, AL elther starting row or colimm ig iwmown, the problem lg conparee
tively siwples It Ll sasused thet nelither 1o known.

B¢ Ihe wothod will firat be deacrided as & o penclil and papor.
pethoGs fosume the minlabure stencll of Flge 1 ‘I’i'th tas trapspoplilon
ke shown, an English messaze ol lengih 37 the olipher text of uwhish ia
written double length on the enreoxed pirlp, &nd 2 nwmerdeal key of Te
The rows ol tho stenall are lottersd for purpsaca ol rafarencs and the
red lino shows ths end of the megsage LI-1t stactas in cell ade

Je the top yow of Mz, £ saawuas thet the nosseys asbarta 1n cell ad
and anows the 18 stencll colizanz lald out horlzontally, 'The lengtha of
tre Vlocls reprosont the nuwhoere of white sguayves and thoy are arranged
in mumerioul soqiences The aelly merked 1, 2y 3, 4wl § In rod ropes
gork the positlons of the plaln text lettars In pow ge Tor this somimpe
- t4on eoluzn © waat Lo fhe Initial transeriptlon solumn, If, therefore,
the oipher gtxlp 18 rlaced spsinst tho $op row of 3"1;‘ g2 8o that tho
sipoor text bLogina at the Diret cell of the 6Lk tlogk the letsers opposite
the nimbored calls must come Iyom yow ge MRVYD disproves the paosguupblone

4e Ue next Lest gE o3 the starting pelinte The ascond row of
Yige 2 now yoeprecents the columne, The omly changs 1z $helt dlock 4 hag
baen shortensd by ene cell and block 11 lengthened by onoe XHowevey,
sithayr colwm 3 or 10 might row hsve beon the hdtiai trangeriptdon
colunn: go the imitlel letter of the cipher atylp mugt be tried agzeinst
the first cell of both of theas bloeks, RUAIE end IXFLE are yielded
end the assamption i1z Aluprovele

. $e “he third row of Vige & yrepressnts the testing ¢f 8l as tix 43
sumed gharting point, Dlock £ had to he ghortencd one coll snd block €
lenpthongd onse The top 1w of "ze & 1o the segquense of columns covis
tafning white vells, Irom upper left to lower »izkt, Dy sllding this
asquence zainst lteell, » nurbar of plsces equel to the wmessope length
(bottom row} we produce x fsble which shows the blogka to be chortensd
(top row) and lenpthened (bobben row) we mucgssalve assumptions are
tested, when & Llock gontaining ome of the red ruwberes 15 lengthened the
sdditional cell »ugt be sdfed to the right of the numder; shan 16 18
shertaned the colld muist bBe takon o2 from the laflte

Be V¥Wo finally pot Lo ¢10 (fourth vrow of Tlge 2) end find plain
text based on tike asguspticn that colwan 2 1s the lnltiel tyranserxi ption
celwmn,  Thla meeca that o8 wag tha trus atarting polntes 3 lotiers srs
probably teo fow with which f{c¢ tegt for plain Lext but In ths getual case
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10 would be avalladle from & single rowe Only enough of them to dlsprove
the asgumption neod be used, The reason row g was solacted was that thls
involves & miniwum of chengingz of the rod numberass Only affer we atart
testing starting point sssumptions in row g do we have to zhift to some
other row in which, to look for plein texts, In general it would seem
best to start by taking the last full row elthough 1t may prove more
useful to try to yse begimmings or endingss This would involve a little
moro menipulation of the red nuabsrs.

7s With somp very simple equipment 1t should be pogcible to make
these tests rapidlye All thet 1s noeded is a serles of strips made of
wood, glass or shme other muterial, cut sccurately to integral multiples
of some unit lengthe The multiples should ringe Ifrom 1 to the maxlmun
mumber of whitd squures in any column of the stencll, (Actually the
maximun is lower becauge of the limitetion of measaze longths to 200
lotterse) Fresymsbly 2% would be the unilt length selected s0 that the
longest strip would have to be about 4" s A changnel would be riesdoed
~to Leld these strips snd it ahould be merked off in ¢" unlts so as to
orovide a check on the placement of the stripas Markers sliding along
tho channel w uld be useiul to designate the block positlions, 4 sorlies
of compartmonts to hold the wooden strips anl possibly & frame, through
which the cipher sirlp could ba elid slong sdjacent to thd channel,
complotes the 1ist of necessury epparstuse The red mubers would be
written directly on the strips snd orassd and rewrlitten whenever
NOCASBAYTYe

8e The principal advantage of this method 1s the simplicity of the
omrat!orm necessary to procead to test the next assumptions The
principsal disedvantage soews to bDe thebt for long measages &' of channel
would have to bs used and the eipher strip would have to be 8Y longe
Division of tha channel into s nuxber of a;t]gfwmnhs would probably congume
more time even though 1t would mske the mandipulatlion less awkwarde

Lo

- SEGRET

DEGLASSIFIER) 2|

Authostne NAVS D X887 23]



| ’l;;},/jépy 8 of 8 coples §E@‘RE“‘ 2:&?,%@3?19«

SUBJECT: Regteorschluessel
T0 -t C0, S8A, War Depbs

1, Both Police and Ttalian Army wont over entirely to Raster
on 1 Septembalty. '

2¢ About & hundred captured stencils have reached here and
more are on the way from the field, Decoding traffic covered by thase
captures has proved quite srduouse The Commens make many mistakes
and s lack of slarity in thelr original instructions adds to the
confusiones In the i1llustrative example a black square was chogen
25 the starting point and inscription started on the next white s
¥hen a white squere 1s chogon inscription should start in the indica
square but some opevators uwsge the lollowing vhite square. Not only
doez this add to the lsbor of reading on gaptured stencils but it
also Iincreasses the difficulties of setting on reconstructed stenells,
thors being 840 posaivilities instesd of €004 Sincs ths place name
gubstitution alphebets ore printed on the backs of the stoncila 1t
was oxpectad that different alphabets would be used every days
Fowevar, the alphabets are the same for an ontlrs pad, that is, they
rexaln unghenged for a month, Furthermore, each user is spparentl
ingtructad which alphabet to use and employs ond of them exclusivelys

3. About 6 stenclls have been reconztractad by oryptanalytic
neanse All solutlions havo beoon based on re-encodemsntas 4 single
re-ancodonant o uswally insufflelient to pive an wismbiguous solutien
and methods are belng developed of tylng up crid messapes with the
re-enocodements, Similar methods are being experiman with on
?'oupa of messoages with rood oribs in an effort to select pairs op

arger groups of megsazes wich atart st approximetely the same po-
sitione The Police traffic is not expected to uee ag IO
encodements Iyrom othar readshle systems sg are found in the Alr Forge
trafficy on the other hand ths erib situation 1is scuewhat betters

4 Setting techniques are still 1n an evolutionary stage and a
mumber of different precedures are belng triede Messages with only
1lor 2 Z's und W'g oen often be s ot using W0 &8 4 orid snd this
is about the wost satisfactory method yot founds

Be A tondency to start megsages in the upper lelt-hand corner
portion of the stencil 1g clemrly dlscernible. 4 study of the
transposition keys shows that they are hand made and by & very lazy
porsons Nany of them are rearly identical and there are a mumber of
reciprooal palrse Eowever, by far the most lmportant woakness of
?ho gystem waa digcovered n few days Ggos ALl stencils thus fer sesn

including the practice onas) employ only 36 differsnt rowss Printing
imperioctions make 1t evident that only master strips bave been
madoss Iach stomoll 18 a different selection snd permutation of 84 of
thesoe Thoe row Eattems néver contaln more than 4 succeszive black
squares except abt the beginning or end of the row where ths 1llmtt 1a
b and they never contain more than 3 pucoessive walte squercss 23
lines of stonell printed In the instruction booklet cro taken
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from this pool of 36. The other line contains 5 black squares in
the middle of the line and was probably eliminated for this reason.
It is not yet known whether the Police and Italian Army stencils

are based on the same 36 patterns although it is significant that
the Police practice traffic reads on the same practice stencils.

It 1s also not yet known whether the September row patterns will be
the same as August. This limitation should help substantially in
stencll reconstruction and consideration is being given to the best
methods of exploiting it. It may very well be possible to use IBM
methods for trying combinations of rows and will almost certainly be
possible to use IBM to construct various types of useful catalogues.

- Walter J. Fried
Capt. Signal Corps
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ABJIECT: Resterschluossol
TO t CO, 83A, War loptse

' le There has been a merled diminution of G4F Raster traffic and as
& result slmost nothing 1s bcin.g done asside from reading on ceptured
stoncllss One September stencil hes besn reconstiucted from & re-Encode~
wont and shows that the same 3€ rows are ztill belng used, A substantial
amount of ourrent tralfio s being resd becouse o muwber of units
(prineipally isolated onos sach as the Brest garrison) are repoating the
mgust stenoils,

8¢ About 907 of all messspes start in the upper leftehand guarter
of the stenells In an effort to clear up the oo ion montioned in
feport P08, IL 3778, paragraph 2, instructions have been fasued that
inseription mist mgn on the atar&ng point sguare if it 1z & white
Bjuaree lowever, tho inatructions have been elither rmisunderstood or dige
regarded becuuse errors are still very frequent, Nany operators slweys
select & black square as the starting point, thus dedging tho lssue.

Se slmost nothing has Leon done on the Army Raster traffic in the
Italian thoatres 7 rows of one atencll hove hoen rocoversd beasuse the
samo mossage was sent twice with the game stuarting point but with slipht
variations between the two versionss The indlcators were identically
snoiphered so there wes no difflieulty in spotting the palr of moessogose
The recovered rows oome from the same pool of 38, ;

4. Noarly all current work has bheen concentrated on the rolies
trafflce This furnishes botter cridba dut almost no re-sncodoments, It
was assumed thst the sames 38 rows hed beon used and this has Surned out
to be the case. One duy's stonell hag besn almost complotoly recoverede
The work was slow and laborlous end involved, after the first fragment had
been reconstructed, the {itting in of sbout 4 more mogsages, esch atep
adding to the aize of the known portions. Rosovery of ths pleace naums Fube
stitutlon elphabet has begun and when this is completsd it will souist
oribbing and faoilitate ¢ splution of atenclls of othor duyse

B¢ A number of different techniquos sre beling cmployed but fundae
sntally they are not very different. All of thom utilize the fuot that
whiore sre only 36 posalble row pattems, The method which 1s most
popular at the moment 1s deseribed in peragraph 6. It involvez the use
of & crlb and can be employed &s soon as the transposition key ia known,
even though cnly a am portion of the stoneil has been recoverod.

8¢ The transpogition key 1s written across the top of & long shect
of papor snd the full moessage 12 written vertically under sach slemont
of the key but staggered, sscording to the key, st intervals egqual to the
avorage column lengthe The coliwms are mede sbout 10% longey than

the
sotual wesgsage, l.¢e 1f the messago were 222 lgggarw ag that l.ggo
: ) BAQRONCe.. unuer ¢o mrsered
i"ﬁ&‘;&S gg:?mlgﬁ%r‘grgoeassogﬁrggﬁl from 1 Lo 80, under colwm
nuzbered 2 from § to 200, then 1 to 28, eto., The meogssage shests in this
form are prepared by IBHe 36 masks sye prepared with cuteout portions
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oomsgomuug to the white squsres of the 38 Mmown stencll rowse The
ocut=-ou rtions are vertical colwans sbout 80 letters doep although this
ig probably longer than necossurys snotuel use part of the masgk ls
covered so that the depth is sbout lf timea the sverage column length,

A partioular mask is plsced over the top portlon of the mesanps shoet and
the erild is looked for throngh the slots as the mask is drnﬁgod down the
pegoe If the orid contains say rere lotters (and 1t must & this method
13 to have @ reasonable chance of being sufficlently definitive to be
sugcesaful) these sre circled with colored pancil, wherever they ocour

on the magasage sheet, so &s to lecilitate the vizual espects of the .
droggings Yhen the bottom of the sheet has been reashed all possibllities
as to initial tronseription coluwan will have been tried snd 1r the ordd
cannot be found 1% ean be concluded that 1t does not appear in that row of
the stenell and the next mask is trieds A question 39 which experience
will supply the answor is the best lengih alot to use. Twlce the length
—f the nverage golwsn would probably svold any subsbtantiel risk of
aissing the trus story btut might produce Loo many false atopss A aingle
average column lomgth would be comparatively fest but wight miss the
solutien too often, The question gould bo atudied theoretically (partice
ulerly after the stonell Lo kmown) but & great many factors will, in each
cnse, entey into ths determination of the most favoruble procedure, It
ahouid be noted that this method will succeed even tho: the orib doea
not 1ie within the racovered portion of the atengil L in this respect
1t 18 superior to other mothods that have been tried. Howover, i€ will
be Aifficult to apply if the cxdd 1z short (& or & letters) and 1z sbous
'gvenly civided between two rows of the stencll,

Walter Jo Fried
Capte Signal Corps
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SUBJECT: ilscellansous Items | i

T0 : CO, S3A, War Dept. \
l. Enclosed 1z Note VII in the Riaster ssriess Attached are .
two sddenda to previous notes. The 1l slip be at the end of

Section A on page 1 of Note Y, The larige sllp should be added to the
ond of Note IITs (detached and added to|2nd annex t0 Pellle-JeN,Se)

2. Yre Small trensmmitted a request|for frequency data on Roumanien

ﬁ},m text and for additional recoveries\in the R-42 end Re44 books,

ssuch frequency data have been compiled| or tavulated here, The
R=42 book has been used very little snd ti\ere are, therefore, no new
10-mtificationss Thers have been three oif four hundred identifications
L1 i=44 since it was mlorofilmed late in 4\ 1le The book has been re=
written end the new copy does not contain !wprk sheet numbers snd other
axtraneous datas Consequently I have arrdnged .”é: ghoto%x;aph the new
Yook and feel it should be a great deal mopro \legiblo, e film should
be ready to bs forwerded in about a wesks | \ :

S¢ & report (BER 185--IS-10438-Ytem 2) has been sent to you from
Bericeloy Ste on the Chiness Military Attaphse syiltome' None of ths Chinese
ur Hancgunnn systems mentioned in Monthly Inf tion Ietter Noe 6 is .
being warlked on here but Derkeley Ste ia orthelloss glad to receive
reports as to your progress and somtion?‘. , oo g

4e The Japanese kana system mentioned in paraé\w'hk 29'of Nonthly
Information Letter Noe € was investigated by Berkele): St. some time ago
but was considered too low grade for further worke IN You wish infore
mation as to thelr findings and conclusions please let W8 knowe

AR

)\\; N\
Walter J Fried
Capte Signtd Corps
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BASTER CRYPTOGRAPHIC NOTES. VIL

The tendency to start "top and left,” as an aid to
fitting measages on known stencil. ; .

The general tendency is for J.o:g messages to atart in
the top rows of the stencil and in the left-hand columns. De--
sfite printed instructions, the operator, for the sake of speeg,
avoids “overlaps,” hence the longer the message the greater the
probability of it starting in one of the top rows. He 1s more
venturescme when shorter messages are involved, though even in
this case he generally prefers the upper part of the stencil.

BOWS

678 G.P. September messages have been examined, giving the
folloving results:-

th of Message.

Leng
zgatal 1-90 m 121-160 161-200

Row 1 i . .
2 150 1> 4 95

> 159 i9 17 6 87

4 iz2 25 22 33 42

5 69 13 1l 20 25

6 87 9 14 by 4 T

i § 36 9 7. i1 9
Other rovs T2 19 23 33 19
678 105 107 167 299

Taking into consideration only heaaaseu above 120 in
i.ggsth we see that Rows 2, 3, 4 together account for 328 out of

Rov 1 vas used only by lst. or 2nd. parts of 2-Tle
messages or by very long messages (whore timid operators dared
not start lover). :

Overlaps were rare (15 in all), the shortest be a
mepsage of 130-140 and the lovest row used being 21. Neverthe-
less, in 2 cases the overlap vas as little as 3 rovs (starting
in rovs 9 and 12).

It is clear that for fitting messages, the order in
which rovs should be tried lsj-
messages above 120 in length 2,3,4,5
. belov 120, if they have row in- :
dicator clicks with long messages 2,3,%,5
(Notes It is possible that with the increase of rfe., ia%oz"
1
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days may shov stronger tendencies towvards concentration of rovs
used by shorter msgs; vith groater pressure of work the opera-
tor may tend to use same writing-in area irreaspective of length.)

COLUMNS

The cholce of column for writing-in point cbviously -
depends upon the lay-out of the stencil. Although 652 September
messages were examined, these vere confined to 6 days, a number
far too few to allov for differences of stencil lay-out.

The followving table shows distribution by column, but
in viev of the above remarks it has little value as an aid to

fitting.
Col,

| 1 2 3-8 9-11 12-25
No. of msgse [ 17 297 124 108 Total 652
Conaidering only the 3 rows most heavily used (2,3,4) ve find
that the 425 msga. started on these rowvs distributed according
to order of white squares as followsi~
Order of vhite squares .
(excluding any in Cols.l-2) 1 2 3 4 5 6 Others
(i-n:lé?ﬂllo ;
No. of msgs. 150 95 5% 27 32 26 41

Although the number of messages examined is again too fow to
allov of great accuracy, the tendency is vell defined. The
vhite spaces may be spread over cols. J to ll, according to
lay-out of stencil. The number of preceding black squares will
velght the number of messages in any white square. There appears
to be no preference shown vwhen there is a choice of adjacent
vhite squares.

The further a\u{ from the main writing-in area a
message starts, the less likely it is to conform to any general
tendency (i.e. the more scrupulous the operator in observing
written instructions).

Quersumme has no bearing whatsoever im choice of
writing-in points.

The order in which columns should be tried for fitting is:-
:2&;3 writlng spage after col.2.
31‘d " ]

When there is a choice between & white and a single preceding
black, it seems no preference is shown.

The finasl Ot%xrmmmtioﬂ iss
Rouuvodprobabmr{.s
expressed as percentage.

Rov 2 with Wig. space 1 (after ool.2) 12
" 3 L] " 1 l i 5
2
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Row 4 with Wtg. space 1 12.2
1t 2 .n _n. n 2 12 .
.S " " i i 117
"4 n " ] 2 “ oo - 9.1
" e " " *r .3 9.5
"3 " " LA - - 9.1
g MM "3 6.9

T00

There is, roughly, a 75% chance that the row 1s correct, and a 75% chance
that of those correctly placed on these rows the column 1s correct, Inall,
say 55% that the message starts within the limlts Row 2 space 1, to Row 4
space 3. ‘

INDICATOR
436 col. indicators were examined, with the following results:

Indicator chosen ; :
wvailable white places pre- 2nd black 3rd black 4th black 5th black total

white pre- ceding white from
ceded by white
2 blacks 62 62 28 - - - 152
s - 65 75 37 26 - - 203
4 " 17 6 7 3 5 - 38
5 " 13 12 6 8 4 - 43
157 155 78 37 9 436

2 TIE. MESSAGES

Of 142 2-Tle-msgs. (comprising é84 messages in all) only 1 pair
started in same column and row. It 1s easy to establish the tendency for
rows, which is set out in the following tables- '

Where 1lst tle.starts rows Others Total

2, 3, 4

1st row below 35 (30%) 4 39 (26%)
2 ® o (12%) 4 18 (12%)
3 " n 18 (158%) 4 22 (1%%)
1 "  above 12 (103%) 2 14 (9%)
4 " below 7,;26%) 2 @ §6%;
2 "  gbove 8 (5%) 5 11 (7%
5 " below 5 (42%) 1 6 (3%)
6 " " 6 (5 ; 1 7 (4%)
sgme IOW 8 (7 - 8 (56%)
other rows 5 §4S§‘ 16 21 %14%%

3 155 0

o °} =\ Y
kn[f (7‘ m
S

VLU

DECLASSIFIER) "~z
Authortty NAID 96 387



SECHET From
IL 3994
Repoxt #F 110

Lo start the 2nd 71. oo & much higher one,.
conuuﬂg

If a messege staris on & vory lov Trovw there 1s & tondnﬁny

It is difficult to asgess nuserically the probabilities
of wovement as rogards c¢olumns. Neveritheloss, results of examinae
tion way be exprossed in tabuler formie-

Ro. of Ber
iastances cent
2nd T1. moves to white space within 5 colis,.
eélther side of let T1. starting point. 115 69
1. moved to white space within from ) ¢
6 to 10 cole. 28 18
T, remeine in egeme white spoce er lafh 3
L.
w T8

Probably the column movement las the same tendsnoy, as set out
under the general heading colums, 1.e. the message will tend
to stait in tho sanme groe towards the top loft gorner of Lhe
stenocil.

LTSI
it T1, having been fitted To £it 2nd T1. '
Iry in order 1,2,3 rovs below, 1 rov above vwithin &
distance of' 5 columns each side of lst Tl, starting
point (Probability is about 36 per cent that messege
is within this area). '

2nd T1. having been fitted to fit lst T1. |
Iry in order 1,2,5 rove above, 1. rov belowv within
column distance az above.
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- SURJECT: Miscellansoun Iteas
To ¢ CO, S5A, Yar Depte

1. ¥nslosed ars 2 ceples of docunmont ontitled "Comwmon Terms
Foferring .to Communication in Comuan Mnlomatls Uodes snd Cypherst,
3 coples of this wore sent to me by Derkelsy Ste but ire. Small
would like to retain 1 copy here, .

2+ Tho procedure described infaster Xote VIIT for roeovering
the indieator encipherment teble continues to bLe useful despite a
warning ssnt from Perlin sbout “xeessive use of uppsr left hand sorner
starting pointse This technigue was in pert responsible for the so-
lution of folo (prineipal Cerman police key) of 27 MNovembder by &8
tiovembers Two measages of 100 and 115 letters rospaotivaoly were
volieved to start on the same rows The plain text of one of them
wng reconstructod with what was balievod to ba falr scouraecy and the
addprass and signaturs (burled) of the other wore known, Iy gatting
them into depth the process of bullding the stencil (9 rows) was
grestly aspoeded uns Tho technicqua of reconstprecting messeges to it
8 glven letter count has besn developsd quite roserkandlys I & meg-
Bare 18 a reoply to an eszrlier ome that has been raad 14 ls frequently
posaille to mele zood guesser ud Lo context and Wuild up pleusidble
text to ugres with the cipher counts Ordinarilg it 1s sasential to
know the place name substliiutlion alphabate The:lolo meseepgs of 27
Novembar was reconstructed without this knowledge but only becsuse the
3 ploce nemos 1t was belleved to contnin were (in abbroviated clesr)
KEG, CMB and Mil. The 3 appoarsnces of K and the 2 ccourrences of
2 and 6 wede verificution possible aftdr the bualance of tho wmessuge
had besn correotly gussssd, In thils caze the roeconstructed text was

& daily report, nol & roply bo a querys

3¢ Monthly Information Letter Hos 7 arrived todays I have not
yet had sn opportunity to reed it, let slone study the mass of intere
estine material 1t gooms to containe Hre Smell end I will go over it
within the next few doys and he wlll toke whatever sction 1s nocessarye

iz will probably e my lsst formal report, \

Velter J, Fried
Capt, “lznel Corps
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